YOUR DIGITAL IDENTITY
Name:  _________________________________

Date:  ____________________
Digital Identity is the data that uniquely describes YOU and contains information about your relationships.  The social identity that YOU establish through digital identities in cyberspace is referred to as YOUR Online Identity.

If you use a phone, iTouch, or a computer to play games and chat with friends, you also have an online identity. That means you have an identity that's related to how you look, what you do, and what you say when you're using the computer.
Social network sites let you create online identities through personal web pages. With that page, you can chat, share photos, play online games with friends, and tell people as much or as little about yourself as you want. Some people even report what they had for lunch!
The internet is easy, convenient and fun. But all that easy convenience can be risky, and some of the risks can have serious, lasting outcomes.  Personal photos can end up being public jokes, arguments can turn into fully blown, fully documented flame wars and private details can be used against you - illegally or even legally.  These kind of things can happen to anybody, which is why it’s important to do your best to stay safe online.

There are rules about being online -just like there are rules about what you do and say in other places.  Read the following to help you develop a set of rules that will keep YOU cyber safe.

1. These days, your digital reputation preceeds you. Employers, potential friends and partners, banks, universities – people in all walks of life check you out online, and make assessments about you, often before they’ve even met you.  What they can see, even years into the future, is everything you’ve ever posted, and anything anyone else has posted about you too. 

The web doesn’t forget or just show the good bits. It’s all there, forever.
Your rule for this could be “THINK BEFORE YOU POST”

The internet records everything and forgets nothing - every online photo, status update, Twitter post and blog entry by you and about you can be stored forever. And as online technology develops, the ability to search for and store information will only improve. Not many people want a daily reminder of the mistakes they have made, but posting your life on the internet can mean your mistakes and embarrassing moments are on display 24/7. 

The wrong post or image can haunt you for a long time - it could affect your job prospects, your future study plans, your travel plans (the internet has made background checks a whole lot easier and more revealing) and even your future relationships.

Once you post comments or images online, they could be there for life. 

Even if you delete all the posts you know about, and convince your friends to do the same, you won’t know who else has downloaded what you wrote, or what search engine has crawled your site and stored a photo.  You can’t know who else sees your comments and judges you by them, and in most cases you won’t have the chance to explain.  Before you post it online, take a moment to think about whether this is something you want to have out there forever – because it could be there for life.

RULE: ___________________________________________________________

2. Instantly sharing photos is one of the best things about online technology. Being able to see what your friends and family are up to - when it's happening, wherever they are in the world - is amazing.  It's as easy as shoot and send. One click and it's out there.  It might seem like a laugh at the time, or a good way to get someone's attention. You might even look really great in the shot, but sending a private photo can become very unfunny very quickly.  Once you send a digital image it's out of your control.  Having it forwarded to your friends would be bad enough, but if it ends up on a public site it could haunt you for a very long time.  The good news is that you control your private images while they're still private. That first click is your decision.

RULE:  ____________________________________________________________

3. An online argument can quickly escalate into a flame war, which is usually all about name-calling, trash-talking, abuse and threats and not so much about the legitimacy of climate change or what the end of Donnie Darko was all about.  Flame wars can destroy friendships, damage reputations and leave a trail of evidence of you when you are not at your best. Remember, if you've posted it, it could be there for life. If someone unfriends you and you feel like letting them have it, take a moment before you hit send. If they don't want to stay in contact, it might be best to leave it at that. And if you do want to stay in contact, arguing with them will only convince them they were right in the first place. A calm, friendly approach is always going to get better results than insults. Trolls - people who deliberately bait others online to get a response – are one of the big pains of the internet. If a comment seems outrageous, it's probably been designed to get you to bite. The less you feed them, the less likely they are to troll. When you argue with an idiot, it can be hard to tell the difference between you and them from the words on the screen.  The best strategy is to stay out of it. If you really feel the need to respond, then walk away from the screen, have a drink of water, take a few deep breaths and/or a walk around the block, and if you still feel you need to respond, type it up, save it and read it in an hour. If it's still really important, consider delivering the message face-to-face, in a letter or in a private email. Otherwise, you're better off letting it go.

RULE:  ____________________________________________________________
4. Friendship isn't a popularity contest, but sites like Facebook and Twitter can make it seem like one.  It's easy to have lots of friends online, and it's nice to feel loved, but having fewer online friends or followers means you can spend more time staying in touch with people you have a genuine connection with, instead of scrolling through endless updates.  With fewer friends and followers, there's less chance for misunderstandings and pointless arguments because your real friends usually know what you mean, especially online.  Fewer friends also means you're less likely to get caught up in having your identity stolen, targeted by online predators, having those embarrassing pictures spread around the globe, or telling the wrong thing to the wrong person.  There might be a lot of people following you that you've forgotten about – it's a good idea to go through your list and see who is watching what you do online. Aim for a great list (close friends, family, people who are passionate about the same things as you, groups that keep you up to date with what you're really interested in) rather than the longest list.  The ideal human tribe is 150 people. Most sociologists think that's about as many people as most humans can deal with happily - online or offline. (That figure of 150 is known as "Dunbar's Number" - Google it if you want to find out more.)  Get into the habit of culling your friends and followers regularly. Once every couple of months, twice a year - it's up to you. Look at who you haven't heard from, who you hear from too much, who you don't really know at all. If unfriending is too hard, try just removing them from your feed. If you don't miss them, maybe it's time to let them go.

RULE:  ____________________________________________________________
5. Email and texting, IMing and facebook - they're different to talking in person or on the phone.         A little consideration can make sure you get your message across in the nicest possible way.  Watch Your Tone -Words don’t convey facial expressions, gestures or tone. Humour and sarcasm can be difficult to translate into an email, even with emoticons. UPPER CASE LETTERS = SHOUTING,  Use sparingly and if you really feel like shouting, step away from the keyboard and take a few deep breaths.  Swearing - It’s easy to forget your Nana is a friend on Facebook and you could be offending people you’ve never met. If you must, better to use @&%#! than spell it out.  Check The Scene - If you are visiting a chatroom or site that's new to you, take a look around. Spend some time listening to the chat or reading the archives. Get a feel for the site. Then go ahead and join in.  

RULE:  ____________________________________________________________
Sources:  http://www.youthcentral.vic.gov.au/  and http://kidshealth.org/

