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Roadshow Films Pty Ltd v iiNet Limited (No. 3) [20D] FCA 24
SUMMARY

In accordance with the practice of the Federal Courin some cases of public
interest, importance or complexity, the following smmary has been prepared to
accompany the orders made today. This summary is t@nded to assist in understanding
the outcome of this proceeding and is not a compketstatement of the conclusions
reached by the Court. The only authoritative staterant of the Court's reasons is that
contained in the published reasons for judgment wich will be available on the internet

at www.fedcourt.gov.au

The judgment in this proceeding is necessarily darated both as to fact and law. It
is also lengthy, running for 636 paragraphs andatr@00 pages. | have decided to provide
short oral reasons for the judgment which | amem#dg to hand down. These reasons are not
intended to be a substitute for reading the juddriself which will be accessible online this

morning.

This proceeding raises the question whether arrnieteservice provider or ISP
authorises the infringement of copyright of its ngser subscribers when they download
cinematograph films in a manner which infringesyeaght. In Australian copyright law, a
person who authorises the infringement of copyrigliteated as if they themselves infringed
copyright directly.

This proceeding has attracted widespread intemst frere in Australia and abroad,
and both within the legal community and the genprdilic. So much so that | understand
this is the first Australian trial to be twittered tweeted. | granted approval for this to occur
in view of the public interest in the proceedinggdat seems rather fitting for a copyright trial

involving the internet.

That this trial should have attracted such attenisounsurprising, given the subject
matter. As far as | am aware, this trial, involviagit against an ISP claiming copyright
infringement on its part due to alleged authorsatf the copyright infringement of its users

or subscribers, is the first trial of its kind metworld to proceed to hearing and judgment.
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The 34 applicants who have instituted this claipresent the major motion picture
studios both in Australia and the United StatesyThave brought this proceeding against
iiNet which is the third largest ISP in Australidn organisation known as the Australian
Federation Against Copyright Theft or AFACT has, bahalf of the applicants, been
prominent in the conduct of the claim.

AFACT employed a company known as DtecNet to ingast copyright
infringement occurring by means of a peer to pgstesn known as the BitTorrent protocol
by subscribers and users of iiNet's services. Thiorination generated from these
investigations was then sent to iiNet by AFACT,hwét demand that iiNet take action to stop
the infringements occurring. The measures which 8FArequested iiNet perform were
never precisely elucidated. However, as the evigetdrial indicated, AFACT wanted iiNet
to send a warning to the subscriber who was allggedringing. If a warning was not
sufficient to stop the infringement, AFACT intendidt iiNet suspend the internet service of
that subscriber. If the subscriber remained unaraijve, termination of the internet service
was sought as the ultimate sanction. In additionn éhe alternative, the applicants suggested

that iiNet should block certain websites.

The evidence of infringement gathered by AFACTIisgidl the BitTorrent protocol, a
blueprint for a highly efficient and effective meatism to distribute large quantities of data.
This protocol was created in 2001. It has been,usethore accurately, the constituent parts
of the protocol (such as the client, tracker amrent files) have been used by those
accessing the internet through iiNet’s facilitidse(‘iiNet users’) to download the applicants’
films and television shows in a manner which irges copyright. | shall refer to the

constituent parts of the BitTorrent protocol togeths the BitTorrent system.

The critical issue in this proceeding was whetiéet, by failing to take any steps to
stop infringing conduct, authorised the copyrigtitingement of certain iiNet users.

The first step in making a finding of authorisatieas to determine whether certain
iiNet users infringed copyright. | have found tithey have. However, in reaching that
finding, | have found that the number of infringerteethat have occurred are significantly
fewer than the number alleged by the applicantss Tdllows from my finding that, on the
evidence and on a proper interpretation of the lperson makes each film available online

only once through the BitTorrent system and eledtaly transmits each film only once
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through that system. This excludes the possible adsa person who might repeatedly
download the same file, but no evidence was predenf such unusual and unlikely
circumstance. Further, | have found, on the eviddrefore me, that the iiNet users have made
one copy of each film and have not made furtheresopnto physical media such as DVDs.

The next question was whether iiNet authorisedehogingements. While | find that
iiNet had knowledge of infringements occurring, ahd not act to stop them, such findings
do not necessitate a finding of authorisation. fddfithat iiNet did not authorise the
infringements of copyright of the iiNet users. Veaeached that conclusion for three primary

reasons which | now refer to.

Firstly, in the law of authorisation, there is atdiction to be drawn between the
provision of the ‘means’ of infringement comparedthe provision of a precondition to
infringement occurring. The decisions Moorhouse, Jain, Metro, Coopemnd Kazaa are
each examples of cases in which the authorisersda the ‘means’ of infringement. But,
unlike those decisions, | find that the mere pnovisof access to the internet is not the
‘means’ of infringement. There does not appear goaby way to infringe the applicants’
copyright from the mere use of the internet. Rathiee ‘means’ by which the applicants’
copyright is infringed is an iiNet user’'s use oé ttonstituent parts of the BitTorrent system.
iiNet has no control over the BitTorrent system @&ndot responsible for the operation of the

BitTorrent system.

Secondly, | find that a scheme for notification,spension and termination of
customer accounts is not, in this instance, a aglepower to prevent copyright infringement
pursuant to s 101(1A)(a) of theopyright Act nor in the circumstances of this case is it a
reasonable step pursuant to s 101(1A)(c) ofGbpyright Act The reason for this finding is
complicated and lengthy, and is not suitable faluotion to a short summary for present
purposes so | shall refrain from attempting todo s

Thirdly, | find that iiNet simply cannot be seen aanctioning, approving or
countenancing copyright infringement. The requigikement of favouring infringement on
the evidence simply does not exist. The evidentabishes that iiNet has done no more than
to provide an internet service to its users. This be clearly contrasted with the respondents

in the Cooper and Kazaa proceedings, in which the respondents intendedyragip
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infringements to occur, and in circumstances whbeswebsite and software respectively

were deliberately structured to achieve this result

Consequently, | find that the applicants’ AmendgupKkcation before me must fail.

However, for the sake of completeness, | have densd all the issues argued before me.

| find that theTelecommunications Awtould not have operated to prohibit iiNet from
acting on the AFACT Notices of infringement. Howgvas | have already found that iiNet

did not authorise copyright infringement, such essuirrelevant.

| find that s 112E of th€opyright Actwould not have operated to prevent a finding
of authorisation of copyright infringement agairistet. However, as | found on conventional
principles of authorisation that the respondentrditiauthorise copyright infringement, such

issue is irrelevant.

Finally, I find that iiNet did have a repeat infger policy which was reasonably
implemented and that iiNet would therefore havenbestitled to take advantage of the safe
harbour provisions in Division 2AA of Part V of ti@opyright Actif it needed to do so.
| have drawn assistance from United States aughad#aling with similar statutory
instruments in making the finding. While iiNet disbt have a policy of the kind that the
applicants believed was required, it does not wltbat iiNet did not have a policy which
complied with the safe harbour provisions. Howewasr| have not found that iiNet authorised
copyright infringement, there is no need for iiNet take advantage of the protection

provided by such provisions.

The result of this proceeding will disappoint thepkicants. The evidence establishes
that copyright infringement of the applicants’ fdns occurring on a large scale, and | infer
that such infringements are occurring worldwidewdwer, such fact does not necessitate or
compel, and can never necessitate or compel, am§raf authorisation, merely because it is
felt that ‘something must be done’ to stop theimgements. An ISP such as iiNet provides a
legitimate communication facility which is neithéntended nor designed to infringe
copyright. It is only by means of the applicatiohtbe BitTorrent system that copyright
infringements are enabled, although it must begeised that the BitTorrent system can be
used for legitimate purposes as well. iiNet is msponsible if an iiNet user chooses to make
use of that system to bring about copyright infemgnt.
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The law recognises no positive obligation on anss@e to protect the copyright of
another. The law only recognises a prohibition lo@ doing of copyright acts without the
licence of the copyright owner or exclusive licemser the authorisation of those acts. In the
circumstances outlined above and discussed inagrdatail in my judgment, it is impossible
to conclude that iiNet has authorised copyrightingfement.

In summary, in this proceeding, the key questionDisl iiNet authorise copyright
infringement? The Court answers such question e rikgative for three reasons: first
because the copyright infringements occurred dyexs a result of the use of the BitTorrent
system, not the use of the internet, and the refgdrdid not create and does not control the
BitTorrent system; second because the responddmalihave a relevant power to prevent
those infringements occurring; and third becauseréispondent did not sanction, approve or

countenance copyright infringement.

| will now make my formal orders. For the reasonsvjled in the written judgment |

make the following orders.
1. The Amended Application be dismissed.

2. Subject to Order 3 and 4, the Applicants pay thescof the Respondent, including
costs thrown away as a result of the Applicantsiraloning the primary infringement

claim against the Respondent.

3. Any party or person applying for an order for cafitéerent to that provided by Order
2 is to notify the Court within 14 days in whichesx Order 2 will be vacated and in

lieu costs will be reserved.

4. If any application for costs is made as provide®mder 3 the parties and/or persons
are to consult and prepare consent directions Herfiting of submissions and, if

required, for a hearing on costs.

| publish my reasons.

Cowdroy J
Sydney
4 February 2010
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IN THE FEDERAL COURT OF AUSTRALIA
NEW SOUTH WALES DISTRICT REGISTRY
GENERAL DIVISION NSD 1802 of 2008

BETWEEN: ROADSHOW FILMS PTY LTD (ACN 100 746 870)
First Applicant

THE PARTIES IN THE ATTACHED SCHEDULE |
Second Applicant to Thirty-Fourth Applicant

AND: IINET LIMITED (ACN 068 628 937)
Respondent

JUDGE: COWDROY J

DATE OF ORDER: 4 FEBRUARY 2010

WHERE MADE.: SYDNEY

THE COURT ORDERS THAT:

1. The Amended Application be dismissed.

2. Subject to Order 3 and 4, the Applicants pay th&scof the Respondent, including
costs thrown away as a result of the Applicantsiraloning the primary infringement

claim against the Respondent.

3.  Any party or person applying for an order for cadifferent to that provided by Order
2 is to notify the Court within 14 days in whichesx Order 2 will be vacated and in

lieu costs will be reserved.

4. If any application for costs is made as provided®mler 3 the parties and/or persons
are to consult and prepare consent directions Her filing of submissions and, if

required, for a hearing on costs.

Note: Settlement and entry of orders is dealt witl©rder 36 of the Federal Court Rules.

The text of entered orders can be located usingreB@n the Court’s website.
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SCHEDULE | - THE APPLICANTS
SCHEDULE Il — THE IDENTIFIED FILMS

The parties

In these proceedings there are 34 applicants weoahprise most of the major film
studios and their exclusive licensees in Austrdhathese proceedings the applicants acted

together as effectively one party.
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Attached to this judgment as Schedule | is a listh® applicants. Each of the
applicants are the owners and exclusive licensdesopyright in a large number of
cinematograph films in the form of films and telwn programs (the Court will refer to both
these television programs and films as ‘films’). sample of 86 such films for which
copyright ownership and subsistence has been pranddupon which the Court has heard
evidence are identified in Schedule 1l of this jodnt and these 86 films will be referred to
as the ‘identified films’. When referring to thedader catalogue of films of the applicants,

the term ‘catalogue films’ will be used. For funtltiscussion of this issue, see [252] below.

The respondent, iiNet, is an ISP. Mr Malone, the€OCH the respondent and a witness
in these proceedings, commenced the responderdisdss operations in his parent’s garage
in Perth in October 1993. The business was incatpdrin March 1995. In September 1999
the respondent became a public company and listedeoAustralian Stock Exchange. At the
time of its public listing, the respondent had apmnately 19,000 subscribers. This has now
risen to approximately 490,000 subscribers. FolgaTelstra and Optus, the respondent is
the third largest ISP in Australia.

The proceedings

The proceedings commenced on 20 November 2008 ly aff@Application and
Statement of Claim. Subsequently, following amenaisi¢o both documents, the litigation
was conducted upon the basis of an Amended Appitaind a Further Amended Statement
of Claim (‘FASOC) filed in the Federal Court Refgison 11 May 2009 pursuant to leave
granted by the Court. The Court will now turn tegk pleadings.

The Amended Application

The Amended Application seeks declarations thatréspondent has infringed the
copyright of films contained in each of the appiitsA respective film catalogues by
authorising the making in Australia of copies afidaby authorising the communication in
Australia to the public of, the whole or a substmart of those films without the licence of
the applicants. Further, a declaration is sougt titre respondent carried out such infringing
acts flagrantly and that such infringements, togethith other likely infringements, were
conducted on a commercial scale for the purpose 1df5(5)(d) of theCopyright Act 1968
(‘the Copyright Act’).
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By way of further relief, the applicants seek irgtians permanently restraining the
respondent from infringing the copyright in anytieé films contained in the catalogue of the
applicants, and an order requiring the respondaetake all reasonable steps to disable access
to any online location outside Australia that haerb used to infringe the applicants’
copyright. An order is also sought requiring thep@ndent to terminate specified accounts of
the respondent’s subscribers who have engagedvimohave continued to engage in acts of
copyright infringement involving the applicantdnfis.

Lastly, an order is sought for damages or, altereigt (at the election of the
applicants), an account of profits pursuant to 52) of the Copyright Act; additional
damages pursuant to s 115(4) of the Copyright Agplicable to conduct which is found to
be flagrant); relief under s 115(6) of the Copytidgtct which entitles the Court to have
regard to the likelihood of other infringements (asll as the proven infringement) in
determining what relief should be granted; andsast interest.

The FASOC

The Court will now summarise the FASOC and, forwamence, the paragraphs

referred to hereunder are those set out in sucdiplg.

Paragraphs 1-13 recite the relevant details ofrparation of each of the applicants
and paragraph 14 refers to the incorporation ofréspondent. Paragraphs 15-56 inclusive
refer to the applicants’ claim that they are thenews or exclusive licensees of the films
contained in their respective catalogues, that dilets are cinematograph films and that
copyright subsists in such films. Paragraphs 57 B8 defer to the provision of internet

services by the respondent to its subscribers.

The acts of ‘primary’ infringement (see [256] belowof copyright are alleged in
paragraphs 59-62. In such paragraphs the applickis that from a date unknown to them,
but at least since July 2008, the respondent’scsilless and other persons accessing the
internet by means of the respondent’s internetiserfhenceforth referred to together as the
‘iiNet users’) have, in Australia, whilst accessiting internet by means of the respondent’s
internet services, ‘made available online’ to otlpersons; ‘electronically transmitted’ to

other persons; and made copies of, the whole abstantial part of the identified films and
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the catalogue films without their licence. Furtharalternatively, it is alleged that such iiNet
users have copied such films and thereafter madeefucopies without licence on DVD or

other physical storage media for the purpose oflwag, storing or distributing those films.

Paragraphs 63-67 allege that the respondent as#lgothe infringement of the iiNet
users. It is alleged that the respondent knew dirbason to suspect that the iiNet users were
engaged in, and were likely to continue to engagesuch conduct; took no action in
response to notifications sent on behalf of thdiegpts which claimed that iiNet users were
engaging in the conduct referred to above; offemcburagement to iiNet users to engage in
or to continue to engage in the conduct; failecemdorce the terms and conditions of its
Customer Relationship Agreement (‘CRA’) by whick inhternet services were provided;
continued to provide services to those subscrilvene were engaging in the conduct
complained of; and through the respondent’s indagtand indifference, permitted a situation
to develop and continue whereby iiNet users engagsdch conduct.

Paragraph 64 pleads in the alternative that theoregent had the power to prevent the
infringements and continuing infringements from weng; had a direct and commercial
relationship with its subscribers which enableid itake action against those subscribers who
engaged in the infringing conduct; and yet toolsteps or adequate steps to prevent or avoid

infringement.

Paragraph 67A alleges that the respondent furtirem the alternative, has, in the
course of providing its internet services, providadlities for the intermediate and transient
storage or, alternatively, caching of copyright enal, namely the applicants’ films.
Paragraph 67B claims that by reason thereof th@reent has made copies of the whole or
a substantial part of the identified films and ta¢alogue films. Paragraph 67D alleges that
the copies were made without the licence of thdiegmts and therefore the respondent has
infringed the copyright in the identified films atlde catalogue films. Such claim, being one
of primary copyright infringement against the resgent, was abandoned by the applicants
shortly before the hearing commenced on 6 Octobe® 2The applicants informed the Court

of this fact in an email exchange on 30 Septembégs2

Loss, damage and profits are claimed in paragré&pkg4. The applicants claim that
they have suffered or are likely to suffer loss dadhage on a commercial scale and that by
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reason of the infringements the respondent hasiedaor is likely to accrue profits to itself

and its business.

Injunctive relief is sought in paragraphs 76-77 rastrain the respondent from

engaging in the infringing activities.

The Amended Defence of the respondent

Similarly to the applicants, the respondent wasige leave to file an Amended
Defence on 8 May 2009. Such document was filethénRederal Court Registry on 15 May
2009.

The respondent largely admits all matters regardwmgyright subsisting in, and the

applicants owning the copyright in, the identiffdchs.

The respondent acknowledges that it provided ateddlvant times, and continues to
provide, telecommunications services to persondAuistralia which are listed carriage
services within the meaning of ss 7 and 18 @kcommunications Act 199Zth) (the ‘Telco
Act’); says that such services were provided urtdens and conditions of supply published
by the respondent from time to time in its CRA; dhdt the provision of those services is
subject to the statutory requirements of the Télch the Telecommunications (Interception
and Access) Act 1971@th) (the ‘TIA Act’), theTelecommunications (Consumer Protection
and Service Standards) Act 19@2h) and théBroadcasting Services Act 19@2th).

The respondent pleads that at all material timess#rvices used by its subscribers
and other persons in obtaining access to, and agoi@ of data on, the internet were
facilities for making or facilitating the making @ommunications within the meaning of
s 112E of the Copyright Act. Further, the respong#eads that at all material times such
facilities or services were provided for transmigti routing or providing connections for
copyright material or for the intermediate and siant storage of copyright material in the
course of transmission, routing or provision of mections within the meaning of s 116AC of
the Copyright Act.
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The respondent states that it provided its subsxgilvith access to the internet and
that to enable access to the internet the resporadlecated IP addresses for use by those
subscribers; that as part of such services it @thits subscribers fees applicable to the
relevant plan to which the subscriber subscribad;that it derived no commercial advantage

from its subscribers over and above the paymergudoh services.

The respondent initially did not admit the allegas made in paragraphs 59 and 60 of
the FASOC regarding the infringing conduct of thélet users. However, by the
‘Respondent’s Statement of Nature of Céited by the respondent on 9 April 2009, the
respondent made clear that it conceded that, fmptirposes of this hearing, the evidence
filed by the applicants by that date showed thHdetiusers infringed copyright by ‘making
the identified films available online’ and makingptes of those films. The respondent
maintained its non-admission in regards to furttegrying described in paragraph 60 of the
FASOC and denied that the evidence proved thatiNle users ‘electronically transmitted’

the identified films.

The respondent’s defence also alleges that if ifreging acts were committed, to
the extent that those acts involved the activitiesmployees, agents, or other representatives
of AFACT and/or of any of the applicants, such asere done with the licence of the
relevant applicants or alternatively were done ircuenstances which, by virtue of the

application of s 104 of the Copyright Act, did moinstitute infringement of copyright.

As to the alleged authorisation by the respondétiieacts of the iiNet users referred
to in paragraphs 63 and 64 of the FASOC, if sudbgad infringing acts occurred, the
respondent replies:

In answer to paragraphs 63 and 64 of the Furtheemdied Statement of Claim,

iiNet:

(a)

(b) says that it knew at all material times that a prtpn of the internet traffic
exchanged via its facilities comprised data exckdngia the BitTorrent
protocol;

(© says that is knew at all material times that capyrbwners have alleged that
a proportion of BitTorrent internet traffic exchauy over the internet
generally included content which was likely to infre copyright;

(d) says that the BitTorrent protocol has, and is knbwithe applicants to have,
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many non-infringing uses and facilities;
The respondent pleads the following in further agrstw paragraphs 63 and 64:
0] It [the respondent] did not create the BitTorrerdtpcol or any BitTorrent

software;

(ii) was, and is, not the operator of the BitTorrenttgol or any BitTorrent
software;

(i) has not, and does not, promote the BitTorrent pmtor any BitTorrent
software other than for purposes that do not irerdhe infringement of the
applicants’ or any other party’s copyright;

(iv) has not entered into any agreements with BitTordeot or any other
BitTorrent related company;

(V) does not have a direct or commercial relationship ®itTorrent Inc. or any
other BitTorrent related companies;

(vi) has not, and does not, encourage users to shaeevithich infringe the
applicants’ or any other party’s copyright;

(vii)  did not, and does not, support the BitTorrent prokoor any BitTorrent
software except for use in a non-infringing manner;

The respondent says it knew from 2 July 2008 of #flegations of copyright
infringement being made on behalf of the applicamd that it took action in relation to the

allegations.

However, the respondent pleads that the allegativeasz mere allegations of
copyright infringement and that such allegations provided insufficiemformation to
demonstrate the veracity of the allegations madktarallow the respondent to verify the

allegations.

The respondent further pleads that it is a genaugbose ISP and not a facility for
‘making available’, ‘electronically transmittingr @opying cinematograph films. Further, the
respondent pleads that it is required to complywhe legislation regulating communications
passing over telecommunications networks and useinfifrmation relating to such

communications as stipulated in Part 13 of thed @lct and Chapter 2 of the TIA Act.

The respondent says it continued to provide itgises to its subscribers subsequent
to the allegations of copyright infringement beintade against it and relies upon its

contractual obligations with its subscribers. Thepondent pleads that it did not sanction,
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approve or countenance the conduct of any iiNet wbéch would result in the infringement

of copyright as alleged.

Further, the respondent pleads that it did not hawe relevant power within the
meaning of s 101(1A)(a) of the Copyright Act or @rtliise to prevent alleged infringing acts
by iiNet users. It states that it had no ‘relati@pswithin the meaning of s 101(1A)(b) of the
Copyright Act with the users of its services whe aot subscribers; pleads if it did have a
relationship, such relationship was neither diremtcommercial; and pleads it does not know

the identity of those users.

Further, the respondent pleads that it took reddensteps to prevent or avoid the

alleged infringing acts. Otherwise, the allegatiagainst the respondent are denied.

The respondent also raises specific defences whdéCopyright Act. The respondent
relies upon s 112E of the Copyright Act which pd®s:

Communication by use of certain facilities

A person (including a carrier or carriage servioevyger) who provides facilities for

making, or facilitating the making of, a communioat is not taken to have

authorised any infringement of copyright in an audsual item merely because
another person uses the facilities so providedtsainething the right to do which is
included in the copyright.

Further, or in the alternative, the respondent qdethat if copyright infringement
against it is proved, the conduct relied upon keydpplicants was category A activity within
the meaning of s 116AC of the Copyright Act. Sattid 6AC is contained in Division 2AA
of Part V of the Copyright Act (‘safe harbour preiains’) which limits the remedies available
against carriage service providers for infringemehtcopyright if certain conditions are

fulfilled by the carriage service provider.

The respondent pleads that it has complied witlseéhoonditions in that it has not
initiated any transmission of the flms nor made anbstantive modifications to any films

other than as part of a technical process.

Further, the respondent submits that it has adoatet reasonably implemented a

policy that provides for termination in appropriatecumstances of repeat infringers (as
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required by condition 1 of item 1 of s 116AH(1) thie Copyright Act) and states that no
relevant industry code exists (as referred to inddmn 2 of item 1 of s 116AH(1) of the

Copyright Act) to which the respondent can adhere.

In these circumstances, the respondent submits ebe if the applicants were
entitled to any relief (which is denied), such e€lis limited to an order requiring the
respondent to take reasonable steps to disablesattwan online location outside Australia or
requiring the respondent to terminate specifiegssribers’ accounts.

The applicants’ Reply

The Reply filed in answer to the respondent’s De¢e(not the Amended Defence)
acknowledges the respondent’s pleading which adlebat the respondent is a carriage
service provider within the definition of that wardthe Telco Act and that the respondent is
engaged in the provision of telecommunications isesy including internet services, to

members of the public in Australia.

The applicants admit that the BitTorrent protocaists and is capable of use in the
manner described in the applicants’ particularse @pplicants also admit that there is no
relevant industry code in force for the purposecofdition 2 of item 1 in the table in
s 116AH(1) of the Copyright Act.

The applicants claim that if (which is denied) $AH(1) of the Copyright Act
applies, the Court should make orders requiringéspondent to take all reasonable steps to
disable access by iiNet users to online locati@eluo infringe copyright, and to require the
respondent to terminate accounts of subscribershalie engaged in infringement or whose

accounts have been used for infringement.

Otherwise the applicants join issue with the Degericshould be noted that the filing
of the Amended Defence did not require the filiiguo Amended Reply.

Structure of judgment

The Court is mindful of the substantial length leilstjudgment. However, given the

length of the trial (some 20 days), the length dathil of the closing submissions (over 800
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pages, excluding hundreds of pages of tables, grapld spreadsheets), and the obvious
importance of these proceedings to the law of dgpyrboth in this country and possibly
overseas, the Court believes that all submissioademrand arguments raised ought to be

decided to give certainty and finality to the latgon (pending any appeal).

To assist the consumption and comprehension ofl¢higthy judgment, it has been
divided into a number of parts, each addressingipéssues. To some extent there may be
repetition, but this is unavoidable if the varioparts of the judgment are to be readily
comprehended. Part A [1]-[42] is the current pém, introduction. Part B [43]-[78] provides
a succinct explanation of the operation of therimge and of the BitTorrent protocol. A
comprehension of both is necessary to understandubsequent findings. Part C [79]-[252]
discusses important evidentiary issues in the gaiogs. In Part D [253]-[356] the Court
discusses and makes findings on the issue of whetheapplicants have been successful in
proving that iiNet users infringed their copyrigftart E1 [357]-[507] concerns the pivotal
issue of these proceedings, namely whether th@negnt can be said to have authorised any
infringement by the iiNet users. Part E2 [508]-[p6bncerns the specific issue of whether
the Telco Act prohibited the respondent from actimgthe AFACT Notices. Part E3 [556]-
[579] concerns the issue of whether s 112E of tbpy@ght Act assists the respondent in
these proceedings. Part F [580]-[634] concernsighee whether the respondent can take
advantage of the safe harbour provisions in Dins2AA of Part V of the Copyright Act.
Finally, in Part G [635]-[636], the Court makes asnclusions. Following the conclusion,
there are two schedules attached to the judgmdm.fifst (‘') lists the second to thirty-
fourth applicants in these proceedings and thersk€d’) lists the identified films and their

owners and/or exclusive licensees.

PART B: TECHNICAL BACKGROUND

This judgment proceeds into a significant amourteohnical detail. In order to better
understand the reasons given, a brief technicatlirde into the operation of both the internet
and the BitTorrent protocol is necessary. The Cuaiftturn first to the internet and then to
the BitTorrent protocol. The information in thischmical interlude is derived from both the

evidence given at trial and certain notorious fattwhich the Court takes judicial notice.
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The internet

IP addresses and packets

The internet is, in summary, a network of netwoskLomputers. In order for those
computers to be able to communicate with each pthey have to be speaking the same
language. Protocols facilitate this process. Pasocould be described as languages or,
alternatively, sets of rules for computers. If taamputers obey these rules, they will be able
to understand each other and communicate. The twmagy protocols by which
communication is effected between computers onrieenet are the Internet Protocol (‘IP’),
and the Transmission Control Protocol (‘TCP’). TGPnot relevant for these proceedings

and will not be discussed further.

Data that is sent by means of the IP is ‘packetisttht is, the data to be
communicated is broken up into small packets ard #ent by means of the IP. Each packet
contains a header (akin to an envelope) contaimfgmation identifying the address or
location from which the packet is sent and to whiblh packet is to be sent and other
information not presently relevant. The packetlitsentains the data which is akin to the
letter within an envelope. The IP protocol effectanmunication between computers by
means allocating addresses to the sending andviregesomputers and then sending the
packets of data from one address to another, irymagys analogous to the mail.

Such IP addresses are sold in blocks to ISPs, i individually allocate them to
their subscribers to enable the subscribers to exminto the internet. The body which
allocates IP addresses to Australian ISPs is tha-Racific Network Information Centre or
APNIC. The identity of the ISP to which certain dedresses have been allocated is public

information.

The addresses used by the IP are known as IP addrélhey are a number rendered
in binary code but, for the benefit of readability persons, they are converted into a number
of 4 groups of 3 digits separated by a full stop, éxample, 192.168.111.123. The IP
addresses in evidence in these proceedings anesifotm.

In most situations, packets of data are not seettly from one location to another,
largely because each computer on the internet iscannected directly to every other
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computer on the internet. Rather, each computienked to other computers which are then
in turn connected to other computers and so ont iEhahy the internet is not a network of
computers; it is a network of networks of computé€tsrther, not all packets dispatched from

one computer travel to the same destination by sehthe same path.

NAT

A further important concept is Network Address ®iation (‘NAT’). This allows a
router (which is essentially a device which canted data between a network of computers)
to take one internet connection and split it betwa@umber of computers. Such routers also
allow a number of computers to communicate withheather, creating a network. In this
scenario, one internet connection comes throughodem into a router. That router then
distributes the data to the computers which areecdted to it via ethernet (network) cables,
or, alternatively, wirelessly by means of Wi-Fi. ihnternal network prevails in many
households and most businesses.

Each computer connected to the router is assignd® address by the router in the
same format as that used in the internet. Howeweln #° addresses are private, that is, they
are known only to the computers on that networle Th address of a particular computer is
not broadcast to the internet. This allows the nemdd computers connected to the internet
to be dramatically increased, because each comgaés not need its own public IP address
allocated by an ISP. Rather, the computer is cdedeo the internet through a router, with
the router being assigned the public IP addreghd®ySP. This public IP address is the only

address that is seen by other computers on theette

Therefore, one can know the location of a connactmthe internet by means of a
public IP address, but a public IP address does\actssarily relate to a specific person or
specific computer. There may only be one computemected to the internet through a
public IP address. Equally, there may be hundréd& cannot know which is the case from
outside that particular network. For the balancéhaf judgment, unless otherwise indicated,

the term IP address will refer to a public IP addre
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Physical facilities

As mentioned, IP addresses are allocated to sblessrby ISPs. ISPs also connect
subscribers to the internet by means of physidahstructure. Such infrastructure may be
owned by multiple ISPs. For a subscriber of thepoesgent with an ADSL2+ (a type of
internet connection) plan, that subscriber's cotinacto the internet outside Australia,

generally speaking, occurs by the means discussed/b

The household computer sends data to the routechwhen forwards the data to the
ADSL2+ modem. This ADSL2+ modem then transmits dkian the copper phone lines to
an exchange. The copper phone lines and exchaegevared by Telstra. Exchanges are
local hubs of copper telephone wire connectionghAtexchange, the copper wire terminates
into a Digital Subscriber Line Access Multiplexdd$LAM’), which is owned and provided
by the respondent. The DSLAMs allow many coppemeations to be aggregated together.
The data is then sent from this exchange via theAb&to an iiNet data centre, which is a
larger facility where connections from multiple Banges are aggregated. Where the sending
computer is based outside Sydney, for example, @sté&/n Australia, the data would need
another leap from the city data centre in questfon example, Perth) to Sydney, Sydney
being the location of the connection to the reghefworld. This connection occurs from the

Sydney data centre to the rest of the world by mednindersea optical fibre cables.

Dynamic IP addresses

For most of the respondent’s subscribers, the resd provided to them to access
the internet is not fixed; rather, it is dynamigadissigned. This means the IP address by
which a computer is connected to the internet ceamyer time. The respondent provides a

fixed (‘static’) IP address for all subscriberslmrsiness plans.

As already discussed, protocols are the means bghwdomputers communicate.
While TCP and IP have been mentioned, there areyratrers, for example, smtp (email),
ftp (file transfer), http (world wide web), VOIP dice) and BitTorrent. As already

mentioned, the latter protocol is central to theent proceedings.
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The BitTorrent protocol

The BitTorrent protocol is essentially a scheme for highly efficient and
decentralised means of distributing data acrossntieenet. The term ‘decentralised’ is used
in this context in contradistinction to the tradital model of data distribution which is the
client/server model. In that model one computercivhias the data (the ‘server’) sends that
data to another computer which requests it (thert), often by means of the http or ftp
mentioned above. The BitTorrent protocol operatea different basis. It operates on a ‘peer to

peer (‘p2p’) basis whereby all the computers segklata participate in the distribution of it.

The BitTorrent protocol is a set of rules, or,ayrhan’s terms, a blueprint. It specifies
what needs to be done to implement a system of distabution. It has a number of
constituent parts which will be explained in mosetail below.

BitTorrent client

The first part of the BitTorrent protocol is thetBorrent client. The BitTorrent client
is a computer program or software which allows es@e to access groups of computers
sharing a particular .torrent (explained belowg.fiThese groups of computers are known as

‘swarms’. Each computer in a swarm is known asearp

The BitTorrent client can have no operation bylifses it needs to be provided with

information in order to fulfil its role. This infaration comes from a .torrent file.

There are a number of BitTorrent clients providesefof charge from a variety of
different organisations. The client referred tommrily in these proceedings was uTorrent
(pronounced ‘you-torrent’) which is the most popuBitTorrent client. Other BitTorrent
clients include Vuze, and, rather confusingly, Bieorrent Client, which is the BitTorrent
client of BitTorrent Inc, such company being fouddey Bram Cohen who created the
BitTorrent protocol in 2001. Each BitTorrent cliesgerates in the same basic way, as it must
comply with the requirements of the BitTorrent ail in order to be able to function as a
part of it. However, as well as these basic fumstjodifferent clients may have different

graphical user interfaces, a search function ¢orent files, more advanced features and so on.
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torrent file

The second part of the BitTorrent protocol is tieerent file. The term “.torrent’ refers
to a file extension. File extensions, such as .dog, .mp3, .pdf, .exe and so on do nothing
more than associate a particular file with a paléic purpose. For example, a .doc file is a
document, .avi is a film file (the files in questian these proceedings were frequently .avi
files), and .mp3 is a music file (the subject of fhroceedings iUniversal Music Australia
Pty Ltd and Others v Cooper and Othg005) 150 FCR 1 Cooper150 FCR 1’) and
Universal Music Australia Pty Ltd and Others v Shan License Holdings Ltd and Others
(2005) 65 IPR 289 Kazad)). This .torrent file contains the information aessary for the
BitTorrent client to contact and participate inveasm. It is important to emphasise that the
.torrent file does not contain the underlying dafta film or television program. Rather, the
torrent file contains the name of the file soughé size of the file, the hash value of the file,
the hash value of the pieces of the file, and tivation of the tracker. Before moving on to

explain the tracker, the third part of the BitTarrerotocol, an aside into hashes is necessary.

Hashes

The BitTorrent protocol operates by breaking ugdafiles, such as film files (which
are usually many hundreds of megabytes or a fewbgigs) into smaller parts (‘pieces’).
This is similar in principle to the means by whidata is transferred across the internet, as

discussed at [45] above.

As an aside, a ‘byte’ is a term that refers to age amount of data, namely 8 ‘bits’.
A bit is either a zero or a one, given that comput®mpute by means of binary code. A
‘kilobyte’ is 1024 bytes, a ‘megabyte’ is 1024 loldes and a ‘gigabyte’ is 1024 megabytes.

The size of the pieces to which BitTorrent break8eainto varies, but the evidence
suggests that film files are often divided intogaie which are 512 kilobytes. These pieces
will usually be larger than packets, which, as noerdd, are the mechanism by which data is

transferred across the internet.

Such pieces are shared between the individuakpeea swarm. Over time, pieces
are requested and received by the BitTorrent clieon various other peers and are
ultimately assembled together like a large jigsaw ithe film file. In order to ensure that
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each piece is received correctly, and that the dataot corrupted, the BitTorrent client
consults hash values for each piece (‘piece hashies$iash value is a means of converting a
large amount of data into a smaller value andat msathematical function of its input, that is,
an identical input equals an identical hash. Theans a hash can fulfil the function of an
identifier of data. The input in this circumstaram®mes from the data of the file being shared
as a whole or a piece of that file. As mentionée, torrent file contains the details of the
piece hashes of all the individual pieces of the ifn question. When the BitTorrent client
receives a piece of the file from another peehedwarm, it checks that the piece hash of the
piece is identical to the piece hash for that piecéhe .torrent file. If it is, the BitTorrent
client knows that the piece is the correct piecé was correctly received. If it is not, it is

discarded and the requested piece is sought again.

The ‘file hash’ is different from the piece hashhiW the piece hash is a mathematical
function of the data of a particular piece, the fiash is the mathematical function of the data
of the underlying file as a whole being shared swarm. The term ‘file’ is being used in a
general sense in this context. A particular swaray tme sharing one file (in the case of an
.avi film) or a number of files (for example, thadividual songs on a CD in .mp3 format).
The file hash applies to what is being shared aghale, and serves as a mechanism of
identifying what file is in each swarm. For exampliee film The Dark Knightmight be
available in many different digital versions (arrefore in many different swarms). One
version may be high quality (for example Blu-Rayalify), one lower quality (for example,
DVD quality). Each version, and therefore each swawill have its own file hash, even
though the underlying content, for examplée Dark Knightis the same. This results from
the fact that while the film is the same in eachmegle, the underlying data is different, and
therefore the file hash (which is a function of tfaa) is different.

The file hash is used by the applicants to showdhaarticular swarm is sharing one
of their films, because they can watch a copy effilm with that file hash, identify it as their
own, and then know that any copy with that file hasould be the same, because if the

underlying file were different it would have a @fént file hash.
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Location of .torrent files

The .torrent files are made available for downldemin a litany of sources. Some
examples discussed in these proceedings includd’ifaee Bay (http://thepiratebay.org) and
MiniNova (http://www.mininova.org). Such sites hamesearch function which enables a
person to search for the file that they want, wlethbe a film such ashe Dark Knightor a
television program such adost There are also private sites like Demonoid
(http://www.demonoid.com) which provide a similangce, but only do so for registered
members. There are also a number of specialis gt provide .torrent files for specific

interests. Not all .torrent files relate to coptignfringing material.

The tracker

The third part of the BitTorrent protocol is thedker. The tracker is a computer
program on a server made available for contactibyoBent clients by means of a Universal
Resource Locator (‘'URL’) (in layman’s terms, a waddress). As mentioned, such URL is
found in the .torrent file. This tracker monitotetparticular swarm to which it is attached
and monitors the IP addresses of peers in the swHnm BitTorrent client, when provided
with the location of the tracker by the .torrerg ficontacts the tracker to request the IP
addresses of peers in the swarm. The tracker twmdes that information to the BitTorrent
client. This allows the BitTorrent client to contahose peers directly (by their IP address)

and request pieces of the file from them, and spi@ees of the file with them.

Summary

To use the rather colourful imagery that interneaqy conjures up in a highly
imperfect analogy, the file being shared in therswes the treasure, the BitTorrent client is
the ship, the .torrent file is the treasure mape Pirate Bay provides treasure maps free of
charge and the tracker is the wise old man thatis)\ée be consulted to understand the

treasure map.

Whilst such an analogy grossly oversimplifies theaagion it will suffice for present
purposes. It demonstrates that all of the constitgarts of the BitTorrent protocol must
work together before a person can access thedilghg. In this judgment the Court will refer

to all the constituent parts together as the ‘Bit&nt system’.
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Such analogy also demonstrates that a number iifedaie steps are required to be
taken by a person to bring about the means tangdrithe applicants’ copyright. The person
must download a BitTorrent client like Vuze, sealt aorrent files related to copyright
material from websites, and download those .torfied and open them in their BitTorrent
client. Thereafter, the person must maintain cotioecto the internet for as long as is
necessary to download all the pieces. The lengthisfdownloading process will depend on
the size of the file, the number of peers in tharsavand the speed of those peers’ internet

connections.

The BitTorrent protocol is able to efficiently distute data because each peer is
connected to many other peers, the file is spti many small pieces, and peers download
pieces from other peers as well as uploading piedas BitTorrent logic operates so as to
ensure that the rarest piece in a swarm is the tirdve sought after, to average out the
availability of pieces and minimise blockage ortlasteck which would occur if there were
certain pieces of the file that many peers reqdesBy this mechanism the traditional
problem with the client/server model is obviateeder the client/server model, if there are
many clients, the server has to provide the da#dl wf them which means that, given a fixed
amount of capacity to provide data, that capacdg be shared amongst all the clients
seeking that file. In layman’s terms, this meares tiore persons that seek a file, the slower
each person receives it. However, in the BitTormeridel, generally speaking, the more
people wanting a file and therefore the bigger shaarm, the faster each individual peer

receives the file. It is a highly sophisticated a&fiicient means of distributing data.

How are pieces shared?

For the purposes of these proceedings, a deeperatadding of the communication
between the peers is required and such understandimproceed by means of example.

In this example, the person has sought a .toriéntrélated to the filmThe Dark
Knight TheDarkKnight.avi. Such .torrent file was found ®he Pirate Bay, and has been
downloaded. The .torrent file has been opened @ BiiTorrent client uTorrent. Upon
opening the file, uTorrent will contact the trackeeeking details about the swarm sharing
that file, particularly the IP addresses of peershiat swarm. This initial contact is called
‘scraping’. Once uTorrent has the IP addressearitaontact those peers directly. It does so
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in a process called handshaking. Once this prasesampleted the peers can communicate

directly.

The person in this scenario will not, initially, vea any pieces of the
TheDarkKnight.avi, but uTorrent will know becausktloe .torrent file all of the pieces it
needs to obtain, and the piece hashes of thosespiatorrent will query the peers to which
it is connected, in order to ascertain which piemfehe TheDarkKnight.avi those peers have.
Some peers will have the whole of the TheDarkKnaght and therefore all pieces will be
available. These peers are known as ‘seeders’r Qders may have less than the whole file
because they are still in the process of downlaadjrbut they will still be able to share the

pieces that they have.

Once the tracker is interrogated, uTorrent canrdetee which pieces are the rarest,
and will therefore request those. As stated abpiaxes are not downloaded in sequence;
they are downloaded out of sequence, rarest &iret,assembled together later. uTorrent will
request a particular piece from another peer whan@svn to have it. This peer then decides
whether or not to share it. Generally speaking,dhly reason why a peer would refuse to
share a piece would be that it had too many otkerspconnected to it. The assumption is in
favour of sharing. If the peer decides to share gieee it will transmit the piece to the
requesting peer’s computer. uTorrent will check ppleze by means of the piece hash and, if
such check is positive, accept the piece. Once flgse is received, uTorrent can then
transmit that piece to other peers that requedtis process obviously occurs rapidly, with
multiple peers and multiple pieces, and it is ehtiautomatic. From the point of view of the
person, they simply see the file downloading, thodigey can, if desired, investigate in
uTorrent the detail of the transmissions that @auing. Over time uTorrent will receive all
the pieces and the TheDarkKnight.avi will be asdenhltogether. At this point in time the
person will become a seeder, because they arenghttue whole file with the swarm. The
default, that is, standard setting of uTorrent wekult in the person sharing the file with the
swarm until uTorrent is closed, or the .torren¢ fis removed from uTorrent. If the .torrent
file is not removed and uTorrent is reopened, udrrwill continue to share the file with the

swarm.
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Conclusion

The above explanation and examples are sufficeenhable an understanding of the
internet and the BitTorrent protocol for the pumposf these proceedings. With that
understanding, the Court will now address the ewde

PART C: THE EVIDENCE

There has been an extensive amount of evidencedglaefore the Court in these
proceedings. Evidence was given over ten dayseoh#aring. There were 30 affidavits read
during the proceedings and 151 exhibits were tettddt is impossible and unnecessary to
refer to all the evidence that was placed befoeeGburt. Suffice to say the Court has read
and considered all the evidence. Each of the wsgsesvho have provided evidence will be

discussed in the following part of the judgmentywadl as the key evidentiary issues arising.

Role of AFACT

The Australian Federation Against Copyright Th&8HACT’), though not actually
an applicant in these proceedings, has nonethplaged a central role in the collection of
evidence on behalf of the applicants for this trAFACT is an organisation set up for the
purposes of benefiting its members. Those membmgrarantly include all of the applicants
(or at least certain affiliate companies of eacthefapplicants) and other companies engaged
in the film production industry.

The exact nature of the relationship between thmiggmts and AFACT is not clear.
Mr Gane, the Executive Director of AFACT, suggestaat there was no formal membership
process by which one can become a member of AFA&fether by application or
agreement. Village Roadshow was an exception. Whatlear is that the members of
AFACT provide its budget and decide on its busingss, that is, what investigations and

activities it will undertake.

The Motion Picture Association (‘MPA’) and the Mo Picture Association of
America (‘MPAA’) have a membership of the major Amsan film studios. They are not
associated with AFACT by any formal written agreaeméiowever, AFACT does report to

the regional branch office of the MPA which is ldhée Singapore. In respect of operations
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in the Asian region, the Singapore office of the AMprepares a business plan or budget for
AFACT which is approved by the Los Angeles headcefbf the MPA. The Court considers
that AFACT is, for relevant purposes, the locahrfchise’ of the MPA, though with specific
additional interaction with Australian entities tree not part of the MPA, such as Village
Roadshow and related entities. Nevertheless, itneadeen established that AFACT is an
agent of the applicants; rather, its position vigsathe applicants is a loose arrangement to

provide certain services for the applicants.

AFACT witness — Aaron Guy Herps

Mr Herps is the Manager of Digital Affairs of AFACTMr Herps has provided
evidence of copyright infringing acts of iiNet useHe has sworn four affidavits in these
proceedings. The Court accepts the evidence of &p$land no challenge was made to any

aspect of it by the respondent.

On 3 October 2007 Mr Herps signed up electronicityinternet services from the
respondent. He selected a ‘Home 7’ Plan at a do$129.95 per month. That is, Mr Herps
became a subscriber of the respondent. To accesstdinet through his account Mr Herps
purchased a computer which was connected to tleenett via an ethernet cable and an
ADSL modem. As far as the Court is aware, Mr Herpstinues to be a subscriber of the

respondent.

Downloading films and television programs

On 27 June 2008 Mr Herps went to the MiniNova wieband searched for .torrent
files related to various films and television praxgs of the applicants. He noted that multiple
torrent files often existed for each title that $earched. It was his practice to select the
specific .torrent file corresponding to the film st was identified as being the most popular
(having the largest number of peers). Mr Herps thsad uTorrent to participate in the
swarms sharing these files, and by such means Wwaloaded the files to his computer.
When the download was complete he became a semdl&ept the computer operating in the

same state and continued to share the files witlswarm.

Mr Herps observed that from time to time other pegere downloading pieces from

one or more of the files he was sharing with swai®ush connections were visible to him in
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the uTorrent graphical user interface. After commipte such process over a period of some
months Mr Herps made copies (‘images’) of his hdnige which were exhibited before the

Court. Mr Herps downloaded a total of six films.

Mr Herps swore a second affidavit involving a samilprocess to that described
above, in respect of the period from 11 Februai®920ntil 20 February 2009. However, in
this period his method had a crucial differenceht® process described previously. During
this period, by means of an IP address filter, Mrpg$ was able to program uTorrent such
that it would only connect to iiNet users. Thesidilivas able to do so, given that, as already
discussed, the IP addresses which had been allbtatthe respondent (and therefore its
subscribers) was publicly available informationtekftaking this step, Mr Herps repeated the
process above of downloading .torrent files frormiMbva which related to films to which
the applicants own copyright. The difference of pnecess enabled Mr Herps to be certain
that he would only receive pieces of each film fraMet users. His affidavit provides

evidence of his downloading and sharing of thrediin that period.

Mr Herps swore a third affidavit in reply to thepext witness of the respondent, Dr

Caloyannides. Given that he was not called, ntvéunteference need be made to that affidavit.

Mr Herps has also sworn a fourth affidavit in thgseceedings which relates to
issues of copyright substantiality. As the disomssat [310] and following demonstrates,

these issues are irrelevant.

Mr Herps’ testimony is submitted to be evidencecopyright infringement of iiNet
users on two grounds. First, by his direct infrimgat of the applicants’ copyright as a
subscriber of the respondent; and second becassevidence recorded connections from
other iiNet users who themselves must have beemgnig. Whether Mr Herps’ actions
were infringing will be considered in Part D inagbn to the issue of whether he was

licensed by the applicants to carry out acts wknehe copyright in relation to the films.

AFACT witness — Gregory Donald Fraser

Mr Fraser is the Operations Manager of AFACT. Madar undertook the same task

referred to by Mr Herps in his second affidavit. Mraser became a subscriber of the
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respondent on a ‘Home 5’ Plan, sought out .torfdes from MiniNova relating to the
applicants’ films and then proceeded to participatewarms sharing those films. Like Mr
Herps in his second affidavit, Mr Fraser only dosaded pieces of files of the applicants’

films from other iiNet users. Mr Fraser was notsss@xamined.

As with Mr Herps, the applicants rely on Mr Frasetéstimony as evidence of
infringement by iiNet users both in the sense tathimself infringed and because he
recorded connections from iiNet users who themselvere infringing. Similarly to Mr
Herps, whether Mr Fraser was licensed by the agpiscwill be examined in Part D of this

judgment.

AFACT witness — Neil Kevin Gane

As mentioned, Mr Gane is the Executive DirectorAFACT. Mr Gane has had
oversight of AFACT’s actions in the gathering ofdance for these proceedings. Mr Herps
and Mr Fraser answer to Mr Gane.

Evidence of copyright infringement

Mr Gane testified that he was aware from his ingasibns and his own experience
that the scale of copyright infringement of filmsdatelevision programs taking place on the
internet has increased substantially in recentsydde has attached two reports confirming
this trend. The first is from a United Kingdom coany, Envisional, and the second is from a
German company, Ipoque. A report entitléatérnet Study 200by Ipoque (made between
August and September 2007) revealed that in Austaglproximately 57% of internet traffic
was p2p traffic and 73% of such traffic was asgedavith the BitTorrent protocol.

Mr Gane has also exhibited confidential MPAA repogrepared by Envisional
providing an analysis of overall developments esdatio digital film piracy worldwide. The
reports show that the number of persons using ttleBent protocol rose steadily over the
period assessed and that the BitTorrent protocobies the most popular p2p file-sharing

mechanism.
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Investigations of online piracy in Australia

From August 2007 AFACT used the services of DtecBigtware APS (‘DtecNet’)
to collect information concerning alleged copyriginfringement by internet users in
Australia. The contractual arrangement concernimg investigation appears to have been
between DtecNet and the Singapore branch of the vier than between AFACT and
DtecNet. In June 2008 Mr Gane instructed DtecN@trépare reports regarding the copyright
infringing actions of iiNet users using the BitTemt system. It would appear that in the
period between September 2007 and June 2008, DiaoMstigated 190 Australian ISPs in
relation to four different types of file-sharing opocols, including BitTorrent. It then
narrowed its investigations to the BitTorrent pomiband targeted four Australian ISPs;
namely Optus, Internode, Exetel and the respondémivas not explained why these

particular four ISPs were selected.

By email dated 2 July 2008 Mr Gane wrote to thepoeslent in what would become
the first of many ‘AFACT Notices’. The email attazha letter which was entitletli6tice of
Infringement of Copyright The letter, addressed to Mr Malone as Managingeddor of
iiNet relevantly stated:

AFACT is associated with the Motion Picture Asstioia (MPA), whose members
include Buena Vista International Inc, Paramoutu?e Corporation, Sony Pictures
Releasing International Corporation, Twentieth @Qgnt Fox International
Corporation, Universal International Films Inc, arWarner Bros. Pictures
International...and their affiliates. AFACT represertustralian producers and/or
distributors of cinematograph films and televisgitows, including affiliates of the
member companies of the MPA. AFACT’s members aed tiffiliates are either the
owners or exclusive licensees of copyright in Aalér in the majority of
commercially released motion pictures including mevand television shows.
AFACT undertakes investigations of infringementgopyright in these movies and
television shows.

AFACT is currently investigating infringements ofopyright in movies and
television shows in Australia by customers of iiMghited (iiNet) through the use of
the BitTorrent “peer-to-peer” protocol (BitTorrenipformation has been gathered
about numerous infringements of copyright in motmctures and television shows
controlled by AFACT’'s members, or their affiliateBy customers of iiNet (the
Identified iiNet Customers). These infringementgoine the communication to the
public of unauthorised copies of the motion picsuaed television shows shared with
other internet users via BitTorrent.

Attached is a spreadsheet containing the informatdevant to infringing activities
of the Identified iiNet Customers occurring betw&June 2008 and 29 June 2008,
including:

a) The date and time infringements of copyrighktpltace;
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b) The IP address used by the Identified iiNet Quetrs at the time of the
infringements;

c) The motion pictures and television shows in Wwigopyright has been infringed;
and

d) The studio controlling the rights in the relevamotion pictures and television
shows.

A CD containing an electronic copy of the spreadsigeenclosed with the hard copy
of this letter.

The letter alleged that the spreadsheet attachmaleshthat individual subscribers of
the respondent, who were referred to in the AFACGtidé¢ as fepeat infringer§ were
involved in multiple infringements of copyright. &etter stated that AFACT wasriaware
of any action taken by iiNet to prevent infringetseof copyright in movies and television
shows The letter relevantly continued:

The failure to take any action to prevent infringeits from occurring, in

circumstances where iiNet knows that infringemenfs copyright are being

committed by its customers, or would have reasosugpect that infringements are

occurring from the volume and type of the activitwolved, may constitute
authorisation of copyright infringement by iiNet.

AFACT and its members require iiNet to take thédfelng action:

1. Prevent the Identified iiNet Customers from @auing to infringe copyright in
the motion pictures and television shows identifiedhe spreadsheet, or other
motion pictures and television shows controlled Aastralia by AFACT's
members and their affiliates; and

2. Take any other action available under iiNet's us@mer Relationship
Agreement against the Identified iiNet Customerscivhs appropriate having
regard to their conduct to date.

Please acknowledge receipt of this letter and oonfihen the above action has been

taken.

The letter then attached extracts of the resporsleBRA which had been
downloaded from the respondent’s website and puatsieawhich the respondent provided

internet services to its subscribers. The releyavisions attached to the AFACT Notice

were as follows:

1. Customer Relationship Agreement (CRA):

4. USING THE SERVICE
Comply With All Laws

4.1 In using the Service, you must comply withlalvs and all directions by a
Regulatory Authority and reasonable direction by us
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Prohibited Uses
You must not use, or attempt to use, the Servic

(a) to commit an offence, or to infringe anotherson’s rights;

(e) for illegal purpose or practices;

or allow anybody else to do so.

CANCELLING OR SUSPENDING THE SERVICE
Cancellation or Suspension By Us

We may, without liability, immediately cancelspend or restrict the supply
of the Service to you if:

(i) we reasonably suspect fraud or other illegatduct by you or any other
person in connection with the Service;

() we are required by law or in order to complithwan order, direction or
request of a Regulatory Authority, an emergencyises organisation or any
other authority;

(n) providing the Service to you may be illegal;vee anticipate that it may
become illegal;

(q) there is excessive or unusual usage of thaceer

(r) We are allowed to under another provisionhef CRA; or

If we suspend the Service under clause 1h&we may later cancel the
Service for the same or a different reason.

iinet Website

“Copyright Regulations and lllegal Content” froretlinet website located at

(http://www.iinet.com.au/about/compliance/copyrigitml), page 2:

NOTE: The hosting or posting of illegal or copyrighaterial using an iinet [sic]

service constitutes a breach of iinet [sic] contta obligation [sic] under the

Customer Relationship Agreement Sec 4.1 & SecStiéh a breach of contract
may result in the suspension or termination of iserwithout notice to the
subscriber.
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The spreadsheet attached to the AFACT Notice afl 008 contained a summary
of alleged actions of iiNet users in infringing tbepyright of the applicants in the period of
23 June 2008 to 29 June 2008 via the BitTorreniesysThe spreadsheet extended over 13
pages of A4 sized paper. It was divided into 1luewois headedPeer IP, ‘Date and Time
UTC, ‘File Name Downloadeéd’ Hash, ‘Film/TV Title, ‘ Studid, ‘% of file Shared ‘ MB
Downloaded ‘% of file Downloaded‘ Peer Hostnameand ‘Country.

In addition to being forwarded by email to the @msgent, the spreadsheet and letter
were also served by hand on the offices of theardgnt located in Perth. Attached to the
letter was a CD that contained an electronic versib the spreadsheet in the form of a

Microsoft Excel file.

On 9 July 2008 a further AFACT Notice, in identidakms to that forwarded on
2 July 2008, was sent by Mr Gane to the respontbg@ther with the same attachments as
previously, although the spreadsheet was compilecespect of the period from 30 June
2008 to 6 July 2008.

On 16 July 2008 a further letter was forwardedimilar terms. However, this letter
also incorporated three DVDs covering the periothm@ncing 23 June 2008 and ending
13 July 2008. These DVDs contained the electropieadsheet found on the CD, as well as
the underlying data gathered by DtecNet in its stigations. That is, the DVDs contained
the packets of data (and therefore pieces of tle¢ that the ‘DtecNet Agent’ (see [113]
below) received from iiNet users. The DVDs alsotaored a greater amount of information
in relation to each act of infringement allegedcltancluded the information under the
eleven columns at [100] as well as information tadi‘PeerID, ‘Peer client inf§ ‘ Target

Port and ‘Fingerprint.

Thereafter AFACT Notices were forwarded weekly lhe respondent enclosing the
same type of information in similar terms in respafcalleged copyright infringement in the
respective week. The respondent does not challdragen the period of 59 weeks from 23
June 2008 to 9 August 2009, the spreadsheets attachthe AFACT Notices recorded
allegations of acts of infringement by the iiNeetss These AFACT Notices, and underlying
data attached to them, are the primary evidencarééie Court of the actions of iiNet users

who are alleged to have infringed the copyrighthef applicants.
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Expert witness — Nigel John Carson

Mr Carson is the Executive Manager of the ForernBigssion at Ferrier Hodgson. Mr
Carson was engaged as an expert witness for tHeagp. His role was to provide two
expert reports. The first was a technical invesiogaand explanation of the BitTorrent
protocol and the second analysed the data gathmrdatecNet to verify independently its

veracity. Both reports have been exhibited befoeeQourt.

The Court found Mr Carson’s first report to be oéa@t assistance in developing an
understanding of the BitTorrent protocol, and mwéhits content has been used for the
purposes of the technical discussion in Part Bhe$ judgment regarding the BitTorrent
protocol.

The second report of Mr Carson provided eviden@ the DtecNet evidence is
reliable, that is, that the underlying data of tieACT Notices does demonstrate that the
packets of data received by the ‘DtecNet Agentc¢dssed below at [113]) constituted pieces

of the films of the applicants downloaded from iiNisers.

Mr Carson was a fair-minded and excellent witnéss.provided full and forthright
answers to all questions asked of him, includiragéhthat may not have provided evidence
which favoured the applicants. Therefore, the Coartsiders him to be an impartial witness.
The Court accepts the evidence he has providdddrhearing. No challenge was made to his

evidence by the respondent, and indeed the respbadwially relies on such evidence.

DtecNet witness — Thomas John Sehested

Mr Sehested is the Chief Executive Officer of DtetNMr Sehested gave evidence of
the investigation of iiNet users by DtecNet and ¢b#ection of data by DtecNet regarding
iiNet users which commenced in about June 2008.Selnested confirmed that DtecNet
supplied AFACT with Microsoft Excel spreadsheetsmarising the data collected from the
iiNet users and provided hyperlinks allowing AFA@mployees to access a secure FTP
server (server allowing the downloading of matebalmeans of the ftp discussed above at
[55]) operated by DtecNet which contained the datéected by the DtecNet Agent relating

to iiNet users.
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DtecNet witness — Kristian Lokkegaard

Mr Lokkegaard is the Chief Technology Officer ofedNet and was responsible for
the development of the proprietary software usedDibgcNet to gather evidence for the
current proceedings. Such software is known aditexNet Agent'.

Mr Lokkegaard provided a confidential report to tl@urt which contained
significant detail concerning the operation of Bielorrent protocol and the operation of the
DtecNet Agent. The Court made an order for contiddity regarding the report, as was
requested. However, a non-confidential versiorhefreport was later exhibited (exhibit SS).
The Court will rely on such non-confidential extiand Mr Lokkegaard’s affidavit (which

was not confidential) in explaining the operatidriree DtecNet Agent.

Mr Lokkegaard swore a second affidavit in replyCio Caloyannides. However, as
with Mr Herps, as Dr Caloyannides was not calleédre is no need to refer to such affidavit

further.

Collection of data using DtecNet Agent

The DtecNet Agent, being the software used to pi®the information underlying the
allegations of copyright infringement in the AFAMNotices, is, in essence, a BitTorrent
client. However, it has been programmed to fulpgaific functions beyond that of a publicly
available BitTorrent client, such as Vuze or uTotrelThe process by which the DtecNet

Agent operated was as follows:

a) An employee of DtecNet would identify .torrefié$ of interest based on content files
which were supplied by the applicants/AFACT. Thedet Agent would then open

the .torrent file.

b) By opening the .torrent file the DtecNet Agdike any BitTorrent client, was able to
qguery the tracker; connect to peers in the swamad; @download pieces from those
peers. Given that DtecNet was gathering evidend®ef users infringing, the DtecNet
Agent employed an IP filter similar to that usedMy Herps and Mr Fraser to ensure
that it only connected to iiNet users. Initialljhet DtecNet Agent downloaded one

complete copy of the film sought to be investigat€édis copy was then viewed to
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ensure that the film corresponded with one thatevased by the applicants. Given the
information already discussed regarding hashes,piticess established beyond doubt

that a particular file hash corresponded with ma filf the applicants.

The DtecNet Agent then reconnected to iiNet sisdro had a copy of the file or parts
of the file of interest and downloaded a piece hdt tfile from those users. It then
matched the piece downloaded with the piece haslugh the hash checking process
discussed in Part B. The DtecNet Agent then recbid®ormation referrable to the
peer from which it had downloaded that piece of file The DtecNet Agent was
calibrated to download only one piece from eacladBress and then disconnect from
that IP address. It was set up to download a neeepirom the same IP address every
24 hours.

The DtecNet Agent was designed to create a mgntog of every activity and this
included every single request sent between compuied every packet of data
exchanged between those computers. Accordinglyyeaspect of the connection and

download was recorded and logged by the DtecNehiAge

All the information received or logged by theeBltlet Agent was recorded and stored
securely on DtecNet's servers. The servers weratdédcin Copenhagen under Mr

Lokkegaard’s supervision.

Once recorded in DtecNet's secure server, a Ndeemployee prepared a report
containing some or all of the information recordby the DtecNet Agent and
incorporated that information into a Microsoft Ekspreadsheet which was provided to
AFACT.

Mr Lokkegaard stated that the data collection pgecgarried out by the DtecNet Agent is

highly accurate and reliable and is based on arcoefl connection and receipt of a piece of

the file from a remote computer. As mentioned, tecond report of Mr Carson

independently verified such method.
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Michael John Williams

Mr Williams, solicitor for the applicants, providedumerous affidavits in these
proceedings. His primary role was to collate evagebefore the Court by means of the
AFACT Notices and also, following discovery frometinespondent, to highlight particular
aspects of the evidence of infringements as detadeeunder.

‘Repeat infringer bundles’

Exhibits MJW-1 and MJW-8 are spreadsheets thatmlliata from the information
attached to the AFACT Notices by means of the ‘BEeiThe PeerID is a number generated
by the BitTorrent client upon the program initigfiand it remains until the BitTorrent client
is closed. As mentioned, the PeerID data was rbhded in the spreadsheets attached to the
AFACT Notices. Rather, it was to be found in the M3/attached to the AFACT Notices.
This number is broadcast to the swarm, and thettebyeerID of other peers in the swarm
can be ascertained. As will be explained in motaibim Part D at [277]-[278], the PeerID is
evidence of one computer involved in the infringaemef a film or multiple films over a
period of time. There was some cross-examinatioMoiWilliams on the question of the
factors necessary to constitute repeat infringeméné Court finds that the definition of
repeat infringement is a legal issue, and thusgieions of any witnesses are irrelevant. The
Court’s finding on such issue is found in Part Olo$ judgment.

Bundles involving the RC-20 accounts

As will be explained in more detail at [122] andidwing below, during the process
of discovery the respondent was ordered to prodata to the applicants in relation to 20
accounts of its subscribers (as described hereunldese are referred to as the ‘RC-20
accounts’). Exhibits MJW-10, MJW-13, MJW-15 are ledaindles which contain this data.
MJW-15 is the entire history of communications, Wiee by telephone or email, between the
respondent and each subscriber account. MJW-1geisogin/logout history and history of
allocation of IP addresses to those 20 accounts ayeriod of time commencing with the
first AFACT Notice. Finally, MJW-10 uses the IP tug/ in MJW-13, taken in conjunction
with the DtecNet evidence in the AFACT Notices,pimduce spreadsheets of the alleged
infringements that have occurred in relation taheaicthe 20 subscriber accounts.



117

118

119

120

-37-

Mr Williams was cross-examined particularly in teda to MJW-10. While the
respondent was able to identify some anomaliesh&n deneration of the spreadsheet,
particularly in that some individual allegationsiofringement appear to duplicate others in
terms of time, as will become apparent from the r€sudiscussion of the primary
infringement issue in Part D below, these issuesaarirrelevancy. Despite these anomalies,
the Court finds that, on the whole, MJW-10 is fiaka

DNS Lookups

Exhibit MJW-17 was created using a similar process MJW-1 and MJW-8.
However, rather than arranging the DtecNet datembgins of the PeerlD, MJW-17 organises
the DtecNet data by means of tleér Hostnaniecolumn. This is used to demonstrate that

one peer hostname was responsible for multipléngéments.

The purpose of the exhibit and affidavit which elttad it appears to be to
demonstrate that it is possible to gather detesisfpublicly available sources of information
in relation to a static IP address, such that it ba known who is using a particular IP
address and therefore, who is potentially infriggaopyright. As mentioned, most accounts
with the respondent have dynamic IP addressesasdiddo them, but as already mentioned,
it is possible to receive a static IP address foecHic purposes, such as commercial

enterprise.

The process by which this information is soughtys means of a reverse DNS
lookup. ‘DNS’ stands for ‘domain name service’. WWbeer one types a URL such as
http://www.google.com into a web browser one isualty typing what is known as a
‘domain name’. As already explained, computers camigate in the IP protocol by means
of IP addresses. However, IP addresses are vdrguttiffor people to remember. Domain
names essentially render IP addresses in a forimstleasy to remember. So, when one seeks
out http://www.google.com, one is actually seekmg the IP address(es) associated with
Google’s website. In order for a computer to adjuadnnect to Google’s servers the domain
name must be converted into an IP address. Thisre@dy means of a DNS lookup. This
information, linking domain name to IP addressstsred in various servers around the
world. The evidence of Mr Malone and Mr Carson lgisthes that this information is

regularly updated, as it is crucial to communicatwer the internet.



121

122

123

124

- 38 -

However, the reverse is also possible, that is, fossible to take an IP address and
find a domain name. This information is not as @uto the operation of the internet and
thus it is less regularly updated. It was this infation which was used to prepare the
affidavit of Mr Williams and exhibit MJW-17. An atfavit sworn by Mr Malone suggests
that the information relied upon by Mr Williams jgneparing his affidavit on this issue was
unreliable, and both Mr Carson and Mr Lokkegaarmependently confirmed that reverse
DNS lookups were not always reliable. Consequetitly,Court finds that MJW-17, and the
affidavit of Mr Williams attaching it, are unrelilband the Court will not rely on them. It
does not appear that the applicants chose to makearticular submissions in closing in

relation to MJW-17 and the corresponding affidavit.

The iiNet subscriber accounts

During the course of the discovery process the ieampis sought information
concerning some subscribers of the respondent ablerthe information relating to those
accounts to be matched with the DtecNet evidenoel®June 2009 the Court made an order
allowing the applicants to select a number of IBraglses and times as logged by the DtecNet
Agent in its investigations, as well as some idettiby Mr Herps and Mr Fraser from their
investigations. This data was then provided toréspondent who examined the IP addresses

and times provided in order to identify from theuhique subscriber accounts.

This process of matching IP address and time tdacsiber account is one of the key
evidentiary issues in these proceedings, and demlt with in relation to the Telco Act
defence in Part E2 of this judgment. ISPs genelkadp records of those IP addresses that
are associated with subscriber accounts at anynhdiwee. Thus, by knowing an IP address
and time, a link can be made to a subscriber a¢cdbareby identifying the account
subscriber.

As it transpired, 45 IP addresses and times wegeglatk to generate 20 unique
subscriber accounts. This resulted from the faat some IP addresses and times related to
the same subscriber accounts (remembering th& addresses are assigned dynamically it
is possible for one subscriber account to have iplaltiP addresses over time). These
subscriber accounts (the ‘RC-20 accounts’) are rtfost specific evidence of copyright
infringement by iiNet users in these proceedingstelation to each account, for the period
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from 1 July 2008, the respondent provided evideotd¢he allocation of IP addresses,

login/logout details, time spent online and disation reasons. The respondent also
provided all correspondence between the responalethitthose subscriber accounts from
1 July 2008 to August 2009. The Court ordered #mgt personal information related to these
accounts be redacted, such that it was impossiblmk the data to any particular persons
during these proceedings. The Court considereditthes appropriate for such information

to remain confidential given that the subscribdrshose accounts were not parties to these

proceedings.

As already discussed, this evidence has been cechpéath the DtecNet evidence in
MJW-10 to create a list of alleged infringementswdng on those accounts. Specific factual
issues arising from such evidence will be addredsech time to time throughout the
judgment.

Studio witnesses

Each of the applicants have called witnesses (studtnesses’) to confirm matters
such as their ownership or exclusive licence of idhentified films, the subsistence of
copyright in such films and the absence of licetacany iiNet users to do the acts comprised

in the copyright of the films.

Mr Phillipson testified for Village Roadshow and ielated companies. Mr Wheeler
testified for 28" Century Fox and related companies. Mr Perry pedidvidence regarding
Paramount and its associated or related compaviesolmon provided evidence regarding
Columbia Pictures and related companies. Ms Readded evidence regarding Disney and
its affiliated companies. Ms Garver testified onh&lé of Universal and its numerous

associated companies. Mr Kaplan testified for WiaBres and related entities.

The studio witnesses were forthright in their emcks and the Court found them to be
reliable witnesses. The primary controversy arisingng their cross-examination was their
ability to provide evidence upon the question whetthe AFACT investigators, Mr Herps
and Mr Fraser, were licensed by the applicantsotentbad the applicants’ films using their

iiNet accounts. As will be apparent from the Caudiscussion in Part D of this judgment,
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though the Court finds the studio withesses todbble, their evidence is not necessarily

conclusive on this issue.

Respondent’s withess — Michael Martin Malone

Mr Malone is the Managing Director and Chief ExegaitOfficer of the respondent.
His key responsibilities are related to customewise; the financial performance of the

respondent; business planning and strategy; amqub@ie governance.

The undertaking of the respondent is substantiat iAdicated, there are
approximately 490,000 subscribers subscribing ¢éorédspondent and related entities, making
it the third largest ISP in Australia. It operatssl centres in Perth, Sydney, Auckland and
Cape Town. There are approximately 600 customewricgerrepresentatives in the

respondent’s employ.

Mr Malone provided extensive evidence which will ieéerred to from time to time
throughout the judgment. A key issue for presemppses is his credit as a witness.

Findings as to the credit of Mr Malone

The applicants have mounted a vigorous challengédacredibility of Mr Malone,
asserting that he was neither a truthful nor rédiakitness. It has been submitted that the
Court should not rely on his evidence except wheres against his interests or it is
independently corroborated. It is submitted thatN&lone was determined to advocate the
respondent’s cause at every opportunity and whersensed a conflict between that cause
and the truth, he was prepared to subordinateatter in favour of the former.

The Court rejects the attack on the credit of Mrldva. Mr Malone was an
impressive witness who remained consistent (for rtfust part) in the evidence he gave
during three days of gruelling and unnecessarilgtite cross-examination. The specific
submissions made by the applicants will be adddedsglow. However, even in the
circumstance that the Court finds against Mr Malamerelation to certain evidence he
provided on specific issues, such findings do eatllthe Court to make a generalised finding

that he was an unreliable witness.
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In so far as it is alleged that Mr Malone foundniipossible to disassociate himself
from the respondent’s ‘cause’, such a generalisledgaion cannot be sustained. Certainly
Mr Malone gave evidence supportive of the respotisigrosition and this position was at
odds with the applicants’ position, but the Cogrnot able to infer that in providing those
answers they were not provided honestly, nor they tvere necessarily wrong. Mr Malone’s
demeanour was of someone who believed what he ayaisgswithout reservation. Whether
Mr Malone’s beliefs in relation to the law and thespondent’s legal obligations were
accurate is a distinct matter from whether he mledievidence of that which he honestly
believed. Mr Malone may not have been a helpfuh@ss to the applicants’ counsel, but that
did not render Mr Malone an unhelpful witness te thourt. Mr Malone was occasionally
asked questions which were technically imprecigkthos potentially misleading. His refusal
to concede matters, his desire to seek clarifinatmd his careful answers were not
obfuscation as was submitted, but rather seemecpdresent Mr Malone’s desire to be
accurate in the evidence he provided to the Cowdthas refusal to be forced, by the manner

of questioning, into giving evidence that he did believe to be correct.

The Court rejects the submission that Mr Malohi&e* iiNet itself has been
compromised by his extreme views on the role amsporesibilities of an ISP Merely
because the views expressed by Mr Malone did remrdavith the interests of the applicants
does not render those vievextremé The flaw in the applicants’ submissions relatioghe
credit of Mr Malone is that they proceed on an ag#ion that the applicants have already
succeeded in these proceedings; that the respomdsnteen found to have authorised
copyright infringement; and that therefore resptthe applicants’ assertions, or refusing to
co-operate with the applicants, inevitably lead¢h® result that Mr Malone’s opinions must
be ‘extremé& Such posture tended to convolute these procgediihe purpose of these
proceedings is to decide whether the respondehbaséd. Mr Malone might be found to be

wrong in his views, but that does not make his gi@wposition, per segxtremé

There were four specific issues, considered inildegaeunder, that the applicants
submitted weighed against Mr Malone’s credit. Thietfwas his actions in respect of the
Westnet policy, the second his evidence regarduegréspondent’s repeat infringer policy,
the third his view as to whether the Telco Act plbdkd the respondent from acting on the
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AFACT Notices, and finally various statements magliehim which suggested that he had a

disdainful or contemptuous attitude towards theriggts of the applicants.

WESTNET ISSUE

Westnet was an ISP that was acquired by the regporah or about 8 May 2008.
Westnet had a policy of passing on copyright ifement notifications to its subscribers.
It is important to observe, for reasons discussadr, that such notifications were not
AFACT Notices and that they differed from AFACT Mms in important respects.
Substantial submissions have been made by thecapfgion the issue of the Westnet policy.

Mr Malone learnt from Mr Bader (the Chief Technold@fficer of the respondent) on
or about 17 September 2008 that Westnet had reteiwve email alleging copyright
infringement which had been forwarded on to a Wadssnibscriber. Mr Malone then learnt
from the Chief Operations Manager of Westnet, MmC¢hat in sending the notice to the
subscriber no response was being sought. Rathes, merely a heads ugrom which the
Court infers that Westnet was merely passing oagations of infringement. This was
confirmed by Mr Cain’s comment thatd notes, flags or records are kept on the cust@mer
account in relation to the notices and no furthetian (beyond forwarding the email) is
taken.

On 30 October 2008 Mr Malone raised with Mr Caird adr Ariti (the Chief
Information Officer of the respondent) the questioin Westnet's practice in respect of
AFACT Notices. The Court accepts that when Mr Maloeferred in his evidence to AFACT
Notices, he was in fact referring to copyright inflement notices generally, not the AFACT
ones, since AFACT chose not to specifically invgetie Westnet (see discussion at [96]

above).

The Court finds that Mr Malone was unaware of tlodicy of Westnet prior to
September 2008, and that he did not inquire, nbsesguently learn, precisely how long it
had been in operation. Despite being asked, ol€thet’'s count, no fewer than 30 times in
multiple different ways, Mr Malone refused to altes answer that he did not know how long
the Westnet policy had existed for, only that hewrthat it existed from September 2008
when he was first made aware of it. While he caddept that it was likely that the Westnet
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policy existed before he found out about it in $eplter, as he said, that did not mean he

knewit existed before that date. The Court acceptdfdione’s answers.

There is no evidence before the Court of the pediaming which the Westnet policy
operated. The Court does not believe that the eexathange tendered on the issue provides
sufficient evidence to draw the conclusion thatpgbécy was in existence from 2006 as was
submitted. The email chain on 17 September 2008oma sample notification to certain
subscribers alleging copyright infringement fronD@0rom the WestnetWiki(a database
Westnet used for training purposes) on the topidrdgfingement Noticés That establishes
that Westnet had been receiving allegations of kgpy infringement from at least 2006.
However, it does not follow from that evidence adhat Westnet had a policy of passing
those notifications to its subscribers from 2006e Tourt accepts that the Westnet policy
was in place at least as at September 2008 whavidime first became aware of it, but can
make no finding as to how long it had existed ptiothat date.

The chain of emails demonstrates that Mr Maloneadiered that Westnet had a
practice of passing on copyright notices to itsssubers who had allegedly infringed, a
practice which was inconsistent with the resporidgmtlicy. In internal emails, Mr Malone
described such policy as doimdpimage to the industry amthmage to iinet’s [sic] position
The Court does not accept the applicants’ submisthat these statements bear adversely
upon Mr Malone’s credibility. It cannot be doubtttht Mr Malone did not agree with the
applicants’ view of the appropriate treatment fotices of infringement, but that does not

render Mr Malone dishonest. His evidence is coastswith his honestly held opinion.

Mr Malone explained that he considered the praaticéVestnet damaging because
the ‘industry was in negotiations with MIPI, ARIA and AET in respect of copyright
infringement, and Westnet's policy was inconsistgith the position of the internet industry

more broadly, as well as being inconsistent withrégsspondent’s policy on the issue.

The Court accepts that Mr Malone considered it imapriate and even unworkable to
have different practices relating to infringemeatices within the respondent’s business and
it was for this reason alone that he ended the Wéegpblicy. As Mr Malone said:

...we took over Westnet in May...that meant hundredsalicies and ways of
approaching business were changed over the folepfeaw months. This was one of
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them. | was forever regularly tripping over polgieavhere there were slight
differences in the way that Westnet operated apdwdy iiNet operated...In each
case, when | saw a policy that was not operatiegsdime, | said, guys, you need to
operate under the iiNet policy from this point famd.

These events occurred prior to 20 November 2068)gbthe date on which these
proceedings were commenced. Accordingly, it coutit be said, as implied by the
applicants, that it was the institution of thesegaedings which led the respondent to the
change Westnet’s policy. The Court accepts thaMdione was motivated to bring an end to
the Westnet policy to ensure consistency withinlthginess of the respondent, not because it

was embarrassing for the purposes of these prowgedi

The applicants also attack Mr Malone’s credit agsirom his estimation provided in
an answer during cross-examination that Westnetfigyp of passing on notificationohly
applied to a small percentage of noticéhe applicants submitted that such answer was no
based on fact and was an example of Mr Malone’bngitess to state as a fact something of

which he had no direct knowledge in support ofréspondent’s position.

When such answer was challenged, Mr Malone readiknowledged that he had no
personal knowledge of the proportion of notificasgassed on to Westnet's subscribers. He
stated that he was making an assumption or an astirile statedl ‘know it was not the
complete form of all the notices and | know thatsifet wasn’t receiving any AFACT
notices. He later stated that heactually believed it to be a small percentagbut
acknowledged that he did not have amijréct evidence that it is a small or large

percentage

The Court finds that it was Mr Malone’s belief tratly a small number of notices
were passed on, but, as he correctly acknowledigedgould not point to any specific
evidence that this was in fact the case. It may thwele been an impression formed by Mr
Malone from his discussions with Mr Cain or Mr Ariin the issue. The Court is unable to
make any finding as to the proportion of such restipassed on to Westnet subscribers, and

is not prepared to find that Mr Malone’s answeri¢ated dishonesty.

As a further issue, the applicants submit that Mddvie’s claim that the passing on of

warning notices to the respondent’s subscribersidvbe onerous was obfuscation. The
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applicants attack Mr Malone, claiming that when akeg his second affidavit he should
have mentioned that Westnet had a policy of passingotifications to its subscribers. It is
submitted that Mr Malone was less than truthfuhis claim that it would constitute a very
substantial burden for the respondent to have $8 pa notices to its subscribers given that
he did not mention Westnet's policy in such affiiaer make enquiries concerning the
practicality of such steps.

The Court does not accept that this issue beakdrdvialone’s credibility. As he said
in his cross-examination, the policy to which hesweferring to in his second affidavit was a
policy of warning and termination of subscribersing a more complicated procedure than a

policy of merely passing on notifications of infggment, as had been Westnet's practice.

As already explained, and as explained by Mr Mal&destnet’s policy was to pass
on notices to subscribers and nothing more. Westagtmo intention to act on those notices
by terminating subscribers, and never did so: $88][ Consequently, Westnet’s policy was
a more narrow policy than that which Mr Malone urstigod AFACT to be seeking, namely
prevention of copyright infringement by notificaticand ultimately by disconnection of
subscriber accounts. Mr Malone was under no oldigab mention Westnet’s policy in his
second affidavit.

As to the more narrow issue of the technical fabisilof passing on notices, it may
have been prudent for Mr Malone on reflection teeheonsulted those who had implemented
Westnet's policy concerning the cost and feasybdit passing on notifications. However, Mr
Malone provided evidence that he had enquired dirteal staff and drew upon his own
knowledge from his background as a computer progranin preparing such affidavit and
that this was sufficient to provide the essentiadlence.

Further, the AFACT Notifications, as the applicaate want to remind the Court, are
far more detailed and thus different from the ‘rolbwtices (discussed below at [192]) which
were the type of notices passed on by Westnet. ébpiesitly, the mere fact that Westnet had
implemented a system to forward robot notices thsstibers may not have been at all
relevant to the technical feasibility of forwardidd=ACT Notices, or the allegations and

information contained therein.
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For all these reasons, the Court rejects the appbt submissions regarding the
Westnet policy, both as to its relevance to Mr Ni&fs credit, and as to its broader relevance

to these proceedings.

REPEAT INFRINGER POLICY

The applicants submitted that the respondent hackpeat infringer policy, and that
Mr Malone’s testimony to the contrary demonstrateat he was simply untruthful. The issue
of the repeat infringer policy is discussed in detaPart F of this decision.

There has been no detailed Australian judicial waration relating to the
requirements of a ‘repeat infringer policy’ in regspof category A activities for the purposes
of Division 2AA of Part V of the Copyright Act. Th€opyright Act is silent, giving no
indication of any requirements for such policy. €equently, there is no guidance in respect
of the interpretation of such term. Yet the crosamination of Mr Malone on the issue
proceeded essentially upon the basis that therkl @amly be one type of repeat infringer
policy, being the policy sought by the applicamsining and termination). The applicants
submitted that because Mr Malone did not havepgbigy, and because there was no written

policy, he was misleading the Court concerningekistence of any policy.

Mr Malone’s evidence acknowledged that was there meawritten policy (as distinct
from written material which evidenced the policijowever, he and Mr Dalby (the Chief
Regulatory Officer of the respondent: see [193])jenmware of the outline of a procedure or
policy, which the respondent had formulated, nambht if a Court ordered a subscriber
account be terminated or if a Court found that bsstiber of the respondent infringed
copyright or a subscriber admitted infringemente tfrespondent would terminate that
subscriber’'s account. When Mr Malone explained tltabne had been terminated because no
one had been found to infringe copyright he wagaskhether this was some kind‘joke’.

It is the Court’'s prerogative to decide whether tegpondent had a repeat infringer
policy of the kind referred to in the Copyright Adt should not be assumed that the
respondent did not have a policy and that consetyulein Malone was untruthful. The Court
observes that this subject matter was a prime ebaofgthe intemperate cross-examination

of Mr Malone. The respondent’s policy was not aegjoland its conduct was entirely
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consistent with the policy as outlined even thoitgmay not have been the kind of policy
that the applicants anticipated. As will be exptdginn more detail in Part F, since there are
no statutory requirements for a ‘repeat infringaliqy’, the Court concludes that the
respondent’s policy as described by Mr Malone w&ficsent to constitute a policy for the
purposes of the Copyright Act. It is no less soahebecause the respondent’s policy was
one which was not envisaged by the applicants. Jdwt rejects the applicants’ suggestion
that Mr Malone’s testimony on this issue bears upisrcredit.

TELCO ACT DEFENCE

The applicants submitted that since the evidenoeodstrates that the provisions of
the Telco Act were not initially considered by thespondent as an obstacle preventing
compliance with the AFACT Notices, the raising otk issue reflects adversely upon Mr
Malone’s credit. The applicants assert that susheisvas apparently not considered by Mr
Malone nor by Mr Dalby as a genuine prohibition the respondent complying with the
AFACT Notices.

Whilst questions were asked of Mr Malone in crosareination concerning his belief
that the Telco Act operated to prohibit the resgaiccomplying with the AFACT Notices
(‘the Telco Act defence’), no questions were puthimn upon the question whether he
discussed with Mr Dalby the Telco Act defence, amdilarly Mr Dalby was not cross-
examined on the question whether he had discussdddefence with Mr Malone. The Court
accepts the submissions of the respondent thatidh sircumstances it is unfair to make
allegations against Mr Malone’s credit based upgunfact that Mr Dalby in his evidence in

chief did not refer to the Telco Act defence.

The Court finds that Mr Malone genuinely believédttthe Telco Act stood in the
way of compliance with the AFACT Notices thouglsiunclear when such belief arose. This
does not mean that his understanding is correcterely means héhoughtit was. Not being
a lawyer, it was unlikely that Mr Malone would haappreciated the intricaciashy the
Telco Act stood in the way, merely that it did. Geguently, while it could certainly be
pointed out, as it was pointed out to Mr Malonecioss-examination, that there were

inconsistencies in his actions and the Telco Aétnmiee, it may not have been apparent to Mr
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Malone that this was the case. An inconsistencyatdawyer is not necessarily an

inconsistency to a lay person.

Even if the Court be wrong in its conclusion onstigsue, the mere fact that there
were inconsistencies in Mr Malone’s actions anddaisiprehension of the consequences of

the Telco Act are insufficient to make a broad iirgdas to his honesty and credit.

V ARIOUS OTHER STATEMENTS OF MR M ALONE

The applicants relied upon certain statements ntakeasolation, as indicative of Mr
Malone’s credit. An example is Mr Malone’s charasi&tion of the respondent’s policy
compared to Westnet's policy as beirg little less umm proactiveThe applicants also
allege that Mr Malone demonstrated a contemptuttitade towards the applicants when he
said, in answer to a question whether the respdisdapproach towards protecting copyright
was to be obstructive[w]e are not standing in the way of you [the apphts] taking any
action whatsoever, of copyright holders taking @ctwhatsoever

The Court is unable to draw any inference of digsty or obstructionism by Mr
Malone from either of the above statements. Mr Malavas consistent in his evidence
throughout his cross-examination that in his opinithe task of policing copyright
infringements remained the responsibility of thelaants, and that they were not entitled to
transfer such responsibility to the respondentsTdunsistency is evidence of honesty, not
dishonesty. Even if the Court had concluded othsswt would not have rendered Mr

Malone an untruthful witness because of his exgegeliefs.

As a further basis for attacking Mr Malone’s credite applicants submit that an
adverse finding should be made against him becafusis stated refusal to act upon notices
from ‘Jo Blow, which is clearly a reference to a third partjxeTapplicants submit that they,
being the major film studios, could not possibly cmnsidered Jo Blow when copyright

infringement of their films is under consideration.

The Court treats such casual remark as being n@ mfian an expression of Mr
Malone’s consistently stated position, namely tha respondent would not act upon

unsubstantiated complaints. Despite the applicattsmpt to equate Mr Malone’s statement
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about Jo Blow as being indicative of disdain for copyright owsethat is, the applicants, it
must be remembered that the applicants were noemiides making the allegations of
copyright infringement in the lead up to these pemtings: rather, AFACT was doing so. As
has been discussed above at [80]-[82], and witl &ls discussed below at [629], the exact
relationship between AFACT and the actual copyrigivhers (the applicants) is, at best,
unclear. The Court rejects the applicants’ subrorssi

PROSECUTION OF MR HERPS

When the respondent first became aware that MrdHeag opened an account with it
and was deliberately using its internet service tfog sole purpose of downloading the
applicants’ films, Mr Malone, in an internal emasuggested that Mr Herps should be

prosecuted.

The applicants submit that an adverse inferenageafit should be drawn against Mr
Malone given such email or arising from Mr Malonedaswers to the issue in cross-

examination.

From the perspective of a lay person with some rstaleding of copyright law, it
might have been concluded that Mr Herps committedrae because of his deliberate breach
of copyright. Mr Malone was obviously aware thatvds possible for copyright infringement
to be a crime as well as a statutory tort. Ultirhatas will be made clear in Part D, Mr Herps
committed no crime and no tort because he didnfahge copyright.

Further, it is not clear that Mr Malone was spegkither than tongue-in-cheek when
he made the suggestion, and a similar observatightrbe made in relation to Ms Moonen’s
(the respondent’s compliance officer) subsequerdileim Detective Sergeant Taylor of the

Western Australian Police Force on 21 November 200i8h stated:

Hey Duncan,

We'd like to report the client who “posed” as aNeét customer, downloaded a whole
pile of content, and then is now suing us as heakéesto infringe copyright.

Is there any way | could call in a personal favsic] and have that individual
prosecuted? Today?

)
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The Court believes that thg*following the email indicated that it was notemided to be to
be taken seriously. Though it might perhaps suggesiverly close relationship between the
respondent and the police, there is no basis upachwhe Court can draw any adverse credit

inference against Mr Malone arising out of thisidlent.

As an aside, the Court notes that AFACT, the oggtion which the applicants use to
aid in enforcement of their copyright, itself blufe distinction between tortuous copyright
infringement and criminal acts involving copyrighds seen in its name: Australian

Federation Against Copyrighiitheftfemphasis added].

‘Compelling evidence’

During his answers in cross-examination concerrimg content of the AFACT
Notices, Mr Malone stated that he considered theA@F Notices to be compelling
evidencé The applicants seized upon such term to foursdilamission as to Mr Malone’s
credibility as well as to support their claims.

The issue is relevant and relied upon by the appigfor a variety of reasons. The
applicants submit that it would be inconsistent ¥or Malone to maintain that he believed
that the AFACT Notices were compelling evidenceirdfingements carried out by iiNet
users, yet claim simultaneously that the AFACT bletiwere mere allegations and thus they
could not be acted upon by the respondent. Thigeiss relevant to the respondent’s

knowledge of infringements which, in turn, is a teatelevant to authorisation.

On 13 December 2008 (that is, following the comnmeement of the trial) Mr Malone
made a comment (‘post’) on an online forum at Witpvw.whirlpool.net.au (‘Whirlpool
forum’). Mr Malone relevantly said within that post

With the evidence that AFACT has, I'm betting thamagistrate will happily issue

an order for us to disclose the account holdeestity for under $50. AFACT can

then directly contact the customer, warn them, tla@m, or sue them. Whatever the
action, it will then be overseen by the independiegéal system.

Mr Malone was then cross-examined on this postthadirst mention ofcompelling

evidencéthen occurred:

Certainly by that date you were satisfied that AHARad evidence of infringing
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activity by — on your customer accounts?---Yeshae been provided with them.

Evidence which you thought proved it?---1 thoughidence which was compelling
and ought to be tested.

Compelling evidence, correct?---What was beinggelethere was that customers
did something at this time. | didn't know what yaallection methods — sorry, | say
“you” but | didn't know what AFACTSs collection metks were, but believed that
they should be reviewed by an independent thirtygartake them to the next step.

Two issues arise from this exchange. Firstly, iinslear from this exchange whether
Mr Malone accepted the reliability of the methodcoflection of the evidence at face value,
or whether he found it convincing but could notduee of its reliability in light of the fact
that it had not been found by a Court to be conmmcThe word ¢compelling, according to
the Oxford Dictionary, meanslémanding attention, respéct/Clompelling does not mean

‘conclusive’. Having said this, Mr Malone did notaain what he meant by such term.

Another issue isvhenit was that Mr Malone first formed this opinion:

And you describe that as compelling evidence?---Yes

So you regarded the notices you received as coimpeall/idence; correct?---This is
post litigation being commenced.

Well, it was 13 December?---Yes.
And | think you have indicated the evidence you raferring to was the evidence
consisting at that stage simply of the notices&s.Y

Later Mr Malone said:

Do you want to resile from your use of that expi@sz---No, | have now since these

proceedings have commenced, | have been allowexkdowhat the DtecNet has

done, and how it is collected, and | think it igwedifferent from what was done in

the past.
The reference tan the pastwould appear to be a reference to investigatiomsducted in
previous years by Media Sentry, a company that nadidgations of infringement using a
different evidence gathering mechanism to DtecNetrpo the service of any AFACT

Notices.

Such evidence makes it difficult to discern at vahpoint in time Mr Malone formed
the view that the DtecNet evidence waermpelling. There is no evidence that Mr Malone
formed such opinion on first receipt of the AFACBtides. However, it would appear that he

had formed such opinion by December 2008, priothi receipt of the affidavit of Mr
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Lokkegaard specifying the DtecNet Agent’'s methotjcl was filed on 25 February 2009.
Therefore, the Court does not believe the lastestant in [177] qualifies the earlier
statements. However, the more important questiovhast Mr Malone meant bycompelling

evidencé

The Court believes it is important that the phrasempelling evidencevas used in
the context of a discussion of the use of suchenad before a Court, or in the context of
verification of that material, such as obtainingelpninary discovery. Implicit in both
scenarios is the necessity that it be verified hyralependent review of the evidence. Such
interpretation flows from Mr Malone’s qualificatiaimat ‘compelling evidenceas he said,
‘should be reviewed by an independent third partiake them to the next stdgecause
didn't know what [AFACT’s] collection methods [wgreMr Malone’s position was
therefore clearly stated. That is, he consideratl tthe material, admitted as evidence, might
persuade a court of its veracity, but such possildid not result in the dispensation of that
court ruling. Indeed, all of Mr Malone’s evidence this issue was consistent, namely that it
is for an independent third party, such as the Cour deal with the allegations of
infringement, to establish their truth. Mr Malonggesition is exemplified by the following

evidence:

Well, the examination they undertook was before tmmmencement of the
proceedings, wasn't it?---Between July and Decemlzedid revert back to AFACT
at the point in July and several times afterwatdsay that what you have got here
appears to be legitimate from what you are showdngs. Why don’t we go off to a
court now, or to the police and get something daipeut this. As | say in here, we
couldn’t jump from allegation to punishment. We ddrave the judicial ability to do
that.

You assessed it at the time, that is, at a timerpgo December, as compelling
evidence, didn't you?---It's evidence of incideiitst were observed by AFACTs
investigators, and that they claimed they obserifetihat was taken to a court and
said, here is what we saw, and subjected to a ftartly review, | was and still
remain of the view that the court would be quit@hato let you take direct action
against the clients.

And that was based, | suggest to you, on an assessmdertaken by Mr Parkinson
and Mr Dalby and reported to you?---No. | have bseging these notices for over a
decade. | know what’s being alleged in here. ItissHhegation of something occurred
at this time and this place. My view is then | didsbserve that occurring. | have no
way of assessing if it was true or not. The onlyspe that can verify if it was true
was your own investigator, therefore your own imigggor should take their
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evidence which is compelling and take it off to ®ame else for a third party review.

At most, the Court considers that Mr Malone’s refere to compelling evidence
read in the context in which the words were usedvidence that Mr Malone accepted that
the AFACT Notices established the likelihood tha tonduct being alleged was occurring;
that he formed such opinion in December 2008; lhaitt hevertheless he remained steadfastly
of the belief that until such material was validatey a court the respondent had no sound
basis for proceeding upon it against any subscribkerMalone never suggested that the

AFACT Notices provided conclusive evidence of infements.

Freezone

Mr Malone provided evidence of a service that gspondent offers to its subscribers
known as Freezone. When a person becomes a swdrsafrithe respondent, that person does
SO pursuant a particular plan. Each plan allocatesnthly ‘quota’. This quota, measured in
gigabytes, is the amount per month that the suiiescoan download on that account (subject
to ‘shaping’). Generally speaking, the more co#ily plan, the greater the allocation of quota

per month.

When an iiNet user exceeds this quota they arep&tiavhich means the speed of
their connection is slowed to reduce their abilioty download because the process of
downloading data takes longer. Mr Malone deposatl ttie respondent was the first ISP in
Australia to introduce ‘shaping’ to control excegsdownloading instead of imposing excess

usage charges, whereby any downloads over quothlwuur a fee per megabyte.

However, any data downloaded from the Freezoneoisintluded in the monthly
guota of a subscriber. In this sense, an iiNet gaer consume unlimited amounts of data
from the Freezone per month. Further, an iiNet usestill able to use as much data at
maximum speed as is desired per month in the Fneezaven if that subscriber is otherwise

shaped for that month.

The respondent has made a number of agreementvavithus content providers to
make their content available on the Freezone. Kamele, the respondent has made an
agreement with Apple iTunes, a major business endhline distribution of media such as

music, television programs and films. If an iiNeteu buys a television program on iTunes,
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that television program must be downloaded. It wdlally be some hundreds of megabytes
which would otherwise count towards monthly quddaen that the most popular ‘Home’
plan of the respondent is ‘Home 2’ unbundled, whatlocates a monthly quota of two
gigabytes, it is easy to see that if downloads Tafnes television programs contributed
towards quota, the subscriber would not be abtiotenload many programs before reaching
the quota and thus having their downloading speddaed by shaping. The evidence of Mr
Dalby demonstrates that, at the time of swearirsgaffidavit, 38 of the 86 identified films
(which includes television programs) were availaloten iTunes. A significant amount of
content appears to be consumed by iiNet users ghrotunes. By way of example, on 23
June 2008 49,637 iiNet subscribers downloaded obftem iTunes through Freezone.

The respondent has also made an agreement witABReand its iView website,
which allows people to watch ABC programs of th&hioice online when they choose to,
rather than having to watch ABC1, ABC2 or ABC3 gtardance with the scheduling of the
network. Unlike iTunes, the television programsigiew are not downloaded: rather they
are ‘streamed’ which means that, once watched, pitogram does not remain on the
computer. However, whether content is downloadest@amed, it will still count as use of
guota unless it is in the Freezone. Similarly tan@&s, television programs on iView will be
many hundreds of megabytes which could easily cawsewer to reach their monthly quota.
The provision of Freezone essentially allows urtihiviewing of ABC television content for

iiNet users.

These examples are not the only content availableF@®ezone, but the Court
considers that they are the most important coraeaiable on Freezone for the purposes of
these proceedings. It would appear from the evieefidr Buckingham (the Chief Financial
Officer of the respondent: see [221]) that Freezameprovided to the respondent’s
subscribers as a net expense for the respondemte\r¢o, as submitted by the applicants,
Freezone may well constitute an important promatiotool for the respondent in

differentiating its offerings to those of its contipa's.

It is submitted by the respondent that the prowvisod Freezone has the effect of
promoting the consumption of legitimate media, whitself has the effect of reducing the

amount of copyright infringement occurring. Mr Ripgon, Mr Kaplan and Mr Perry (three
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of the studio witnesses) gave evidence to the tefifet it was their hope that the provision of
legitimate means to gain access to copyright natenline would reduce the consumption

of copyright infringing material. Mr Gane gave slanievidence.

188 The Court accepts that the provision of Freezoneldvmperate to promote the
consumption of media, including media made ava@diyl the applicants, in a legitimate way,
rather than consumption of that media in a copyrigiiringing manner. But whether
Freezone actually reduces infringements as welpramoting non-infringing behaviour is
another matter. Nevertheless, there is a likelihtbad it must have had some such effect as
the following exchanges with Mr Malone suggests:

Well, that's a real attraction to somebody whonteiested in illegal downloading,
isn't it?---Or legal downloading.

But certainly you would agree it's a huge attractio a person interested in illegal
downloading of films?---My understanding and belisf that accessing legal
legitimate content substitutes for people that Watherwise be downloading illegal
material.

Would you agree-see if you can answer my questmmnwould agree Freezone is
highly attractive to a person interested in maxing<gheir bandwidth availability to
engage in illegal downloading?---As | just clarifiedon’t believe that to be true.

Why wouldn't it be true?---Because it's a differesgigment, it's a different type of
person. People that are sitting there watchingvivéee not simultaneously watching
a different movie.

But they get Freezone anyway under your deal, dihréy?---Yes. But this is a
choice of what am | going to watch right now.

And they’'ve got all the download they'd otherwisaigpfor, to illegally download,
haven't they?---But they have a finite number ofifsoin their day, so by watching
an ABC episode of Dr Who, they are now watching aitiimg that is legal,
legitimate and provided for them by iiNet on attnae terms. That's an alternative to
downloading something illegal.
The Court concludes that it is impossible to deteenon the available evidence whether
Freezone has in fact reduced the amount of infnimeges occurring and, if so, the extent of
any reduction. Nevertheless, the Court finds thet likely that it would have had some such

effect to that end.

189 As the above exchanges also suggest, the applisantght to argue that Freezone

actually had the effect of promoting copyright inf,ement. An inference arises from the
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above exchanges that the only non-infringing makexvailable for download is that on the
Freezone, the corollary being that downloads othan by way of Freezone must be of

copyright infringing material.

The difficulty with the applicants’ submissionstisat, as will be discussed below at
[239]-[250], the Court does not accept that banthvidr quota usage can be equated to
infringing activity. That is, making available qaoas a result of using Freezone does not
necessarily promote copyright infringement. The ligppts’ submission that Freezone
promotes copyright infringement is predicated upwn basis that the only legitimate media
that one could consume would be through the Freez®his is simply not the case, as
discussed at [245] below. Further, Mr Malone predicvidence in cross-examination that
neither AFACT nor any copyright owner ever suggedtieat Freezone led to copyright
infringement, or asked the respondent to shut désezone for that reason.

For these reasons, the Court rejects the argunoénitse applicants that Freezone

assists copyright infringement.

‘Robot’ notices

As well as the AFACT Notices, the respondent hagived for many years emails
alleging copyright infringement from the United t8& Mr Malone has provided evidence
that each day the respondent receives up to 350af emails. The Court has no evidence
before it how these emails are generated, nor gfiavestigative process underlying the
generation of such notices. Consequently, the Gine$ not find that such emails are reliable

evidence of copyright infringement.

Respondent’s witness — Stephen Joseph Dalby

Mr Dalby is the Chief Regulatory Officer of the pesmdent, a position which he has
held since 2006. His duties have included the growi of guidance to the various iiNet
business departments regarding regulatory issuedby has given a substantial amount
of evidence which will be referred to where relaev&or present purposes the primary import

of his evidence is of the respondent’s treatmenth@fAFACT Notices.
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The evidence establishes that, within the respdfsgleperations, Mr Dalby, rather
than Mr Malone, was responsible for dealing wite &FACT Notices. In acting in response
to those Notices Mr Dalby worked with Mr Parkinsamo was the respondent’s ‘Credit
Manager’ and he reported to Mr Dalby on the maffére applicants seek to challenge the
respondent’s failure to call Mr Parkinson. Suchiéss dealt with at [216] and following. The
Court will consider Mr Dalby’s treatment of the AEA Notices with the submissions

relating to the credit of Mr Dalby, since the subsnons on each issue are inextricably linked.

Credit of Mr Dalby

The applicants submitted, as with Mr Malone, that Dhlby was an unreliable
witness, and that his evidence should not be raljgoh except where it contradicted his

interests or was otherwise corroborated.

There are three distinct issues which are submitbedndermine the credit of Mr
Dalby as a witness. The first concerns alleged nahtiactual oversights in the preparation of
his affidavit regarding his treatment of the AFAQNotices; the second relates to his
professed difficulty understanding certain aspettose Notices; and the third regards his

reference to (or rather lack thereof) the Telco defence.

PREPARATION OF AFFIDAVIT

The applicants submit that Mr Dalby provided andaf¥it which, for two reasons,
was likely to give a misleading impression to theu@ concerning the receipt by the
respondent of the AFACT Notices. Firstly, it is iok@d that Mr Dalby never gave the
impression in his affidavit that he had no intentiof complying with the AFACT Notices
irrespective of the amount of information AFACT ypiaed in those Notices; and secondly
that he gave the false impression in his affidthat he and Mr Parkinson had determined the
respondent’s response to the AFACT Notices themaselwithout mentioning that there were
communications between Mr Dalby and Mr Parkinsod ather ISPs that were part of the

‘diss_connect’ group.

The diss_connect group was an email list set ugheyinternet Industry Association
(‘IA"), the industry group for the internet indugt The Court rejected an application for

such group to intervene in these proceedings dd®@mber 2009: seRoadshow Films Pty



199

- 58 -

Ltd v iiNet Limited (No. 2)2009] FCA 1391. The email list was set up for iatged ISPs to
share information regarding interactions with rigghblders and copyright issues. Major ISPs

represented in the list included the respondenstibe Optus, Internode and AAPT.

As to the first issue, the Court rejects the applis’ characterisation of Mr Dalby’s

affidavit as misleading. He specifically said irckwaffidavit at [88]:

As a result of the issues referred to above, namely

(a) the problems with the identification of iiNetcaunt holders;

(b) not understanding all of the information in tREACT Letter; and
(c) the nature of the demands made by AFACT,

| decided that iiNet was not in a position to takey direct action against its
subscribers based on the information containedemMFACT Letter. To me, it was a
straightforward decision as to my mind there werdota of issues that made
compliance with AFACT’s demands unreasonable oossfble.
There was further evidence in his affidavit of &istude on this issue at [91], but that portion
of the affidavit was objected to on hearsay grouandd on this basis was rejected by the
Court. Further, in the last email referred to by BDlalby in his affidavit that was sent to
AFACT in regards to their notices on 12 August 20@8 Parkinson wrote:
...iiINet will not take the responsibility of judge éijury in order to impose arbitrary

and disproportionate penalties purely on the atlega of AFACT...

AFACTSs irrelevant assumption that iiNet has “no rshge of technically qualified

employees...” is simply pointless. iiNet is not a lamforcement agency and has no

obligation to employ skilled staff in pursuit offammation for AFACT. AFACT is in

no position to make such comment and it achievésimgp If AFACT is not willing

to invest its own resources to protecting [sic]rigghts using the correct channels

available liNet [sic] is not going to.
The latter paragraph was written in reply to AFA€Tanswer to the respondent’s first
response to the first AFACT Notice. In the firsspense, the respondent’s letter stated that
Mr Parkinson did not understand some aspects oAEARCT Notices. Consequently, it was
clear by the respondent’s second response to AFGITthe respondent would not comply
with AFACT’s demands, irrespective of the leveldeftail included, or what explanation was
provided. The Court finds that by including sucldewnce in his exhibit Mr Dalby made his
position clear. The Court rejects the submissia kr Dalby’s credit is undermined because

he did not spell out such point with exact wordshia text of his affidavit. There was text to
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that end in the affidavit and the exhibited emailade the respondent’s, and Mr Dalby’s,

position quite clear.

As to the second issue, the applicants are coimestiating that Mr Dalby’s affidavit
does not describe the complete history of commtioice made between either himself or
Mr Parkinson and the diss_connect group. Howehes,does not lead the Court to a finding
that Mr Dalby’s credit is adversely affected.

It was clear from Mr Dalby's affidavit that discusss were held between Mr
Parkinson and Mr Dalby and other members of the dsnnect group at the time of drafting
the respondent’s response to the AFACT NoticesnAstioned, Telstra was a member of the
diss_connect group and Ms Perrier was the Telsipaesentative. She distributed to the
group a proposed draft ‘straw man’ response toAIRACT Notices. Such email and letter
were exhibited to Mr Dalby’s affidavit. This wasidence of collaboration between the
members of the diss_connect group. Mr Dalby spmlfi explained at [34]-[43] of his
affidavit (though some parts were rejected follogvimbjections) the broader context of the
diss_connect group discussions in dealing with AFAR 2008. In light of this, it was not
necessary for Mr Dalby to mention each and evergraanication between himself and Mr
Parkinson and the diss_connect group. The Courd doe accept that Mr Dalby sought to
mislead the Court in the preparation of his affidan the key issue of the respondent’s

response to the AFACT Notices.

As a separate ground to attack Mr Dalby’s credie applicants relied upon Mr
Dalby’s answers to questions relating to a ‘blogblished by the CEO of a competitor ISP.
The evidence established that Mr John Linton oft&lxkad published a blog which was
hyperlinked to an email sent by Mr Parkinson todiss_connect group on 9 July 2008. Such
blog described Exetel's response to the AFACT Nuticgt was receiving. Mr Dalby
repeatedly denied, in response to at least eidfareint questions, having read such blog. In
explanation, Mr Dalby provided the following evidenregarding Mr Linton,l‘don’t agree
with his opinions and therefore was very unlikélgrt and now, to read his blognd ‘l don’t
get my education on these sorts of matters fromeExmd wouldn't ever seek to do’.so
There is evidently antipathy between Exetel anddispondent, but such issue is irrelevant to
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the current proceedings. As to the specific facigalie of whether Mr Dalby read Mr
Linton’s blog, based on such evidence the Counbtssatisfied that Mr Dalby did so.

L ACK OF UNDERSTANDING OF AFACT NOTICES

The applicants submit that Mr Dalby was misleading Court when he suggested
that he did not understand aspects of the Dtechdité6 and that for this reason there was
not compliance by the respondent with such Noticemands. Before engaging with such
issue it is important to set out the factual higt@though this may involve some repetition

of facts referred to previously.

The first AFACT Notice was sent to the respondenkaluly 2008. The second was
sent the next week on 9 July 2008. The third was ge 16 July 2008. The first two letters
were sent with a CD accompanying the letter whimht&ined the spreadsheet attached to the
letter in electronic form. From the third letterveards the letters were accompanied with a
DVD containing the electronic version of the spsdagbt as well as the underlying data
gathered by DtecNet discussed above at [113].

The first email sent in response to the AFACT retf 2 July 2008 was sent by the
respondent on 25 July 2008. In this email Mr Pa&m made clear that certain words
contained in the spreadsheets were not undersddodalby deposed in his affidavit that
there were certain concepts related to the AFACTidds and data attached which he did not

understand at that time.

The Court accepts that it is entirely possible thiatDalby did not understand the
technical language used in the spreadsheet, ahdAthBarkinson did not either. The Court
accepts that Mr Dalby might have known broadly wihat letters alleged, but that does not
mean he understood the precise technical natuvéhaf was alleged, the terminology used,
nor the implications, specific to the BitTorrentofwcol, especially in view of the vast
guantity of data which accompanied each AFACT Notic

Upon receipt of a reply on 29 July 2008 from Mr @aand AFACT to the
respondent’s letter of 25 July 2008 suggesting that respondent ought to be able to
understand the AFACT Notices, a second letter waltedl by Mr Dalby and Mr Parkinson.
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This letter sent by email on 12 August 2008 suggkthat, as extracted above at [199], the
respondent would not be acting on such Notices évedid understand them. The sequence
of first and second letter, and the different cdaesitions underlying each was plainly set out
in the affidavit and exhibit. That is, the secoettdr made clear that Mr Parkinson’s (and
thus Mr Dalby’s) inability to understand the cortteaf the AFACT Notices was not the only
reason why the respondent would not be complyirntg wFACT’s demands. Consequently,
it could not be said that Mr Dalby suggested théicdlty in comprehension was the only
reason why AFACT’s demands were ignored. The Cdoes not believe that the applicants’

assertions reflect adversely on Mr Dalby’s credit.

A distinct issue arises, that being whether Mr Datind Mr Parkinson appreciated,
following receipt of the third notice, that the D\Mihich accompanied each AFACT Notice
contained the underlying data gathered by the Dée&ent. The evidence on this issue is
inconclusive. It was clear from Mr Dalby’s affid&and cross-examination that he knew that
the CD accompanying the first letter only contairled spreadsheet in electronic form. It
appears that it was brought to his attention thetet was a DVD, rather than a CD, attached
to the third letter, but it is not clear whetheatttetter was read in detail, and whether Mr
Dalby and Mr Parkinson understood that the subseqWd-ACT Notices contained
information additional to that previously supplidt.appears that Mr Dalby had formed a
view by that stage that even if the AFACT Noticés cbntain more information, it was not
the respondent’s task to interpret it, and this @xplain his command to Mr Parkinson not

to attempt to analyse the DVD attached to therlette

The applicants rely upon a further matter whictytbl@aim goes to Mr Dalby’s credit.
Mr Gane of AFACT was cross-examined upon the adegoéthe information provided by
the AFACT Notices. The applicants submit that Mrldyahad made the decision not to
comply with the AFACT Notices irrespective of tha&fdrmation supplied. The applicants
submit therefore that the cross-examination of Man& on this subject was wholly
inconsistent with Mr Dalby’s intention not to resgband this reflects adversely upon Mr

Dalby’s credit.

Whether it was fair for Mr Gane to be so cross-exaghis irrelevant to Mr Dalby’s
credibility. The actions of counsel for the respemidin cross-examining an applicants’
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witness on subject matter which was inconsistettt Wir Dalby’s evidence cannot impact on
Mr Dalby’s credibility. The applicants’ submissias, in any event, misconceived. Two
distinct issues arise. The first is whether the AHANotices objectively provided sufficient
information for someone reading them to understaech. The second was whether this was
the reason Mr Dalby chose not to comply with thendieds made in those letters. It is
possible for both propositions to be answered & rhgative. That is, the Notices did not
provide sufficient explanation to interpret thendarevertheless this was not the reason the

respondent eventually chose not to comply with them

The Court is unable to conclude whether Mr Dalbymadtely acquired a proper
understanding of the AFACT Notices. However, asné&veunfolded, this fact became
irrelevant for the respondent as it made plain thabuld be taking no action in response to
AFACT’s claims.

TELCO ACT ISSUE

The Court has considered the submissions of thdicapps on the final issue
regarding Mr Dalby’s credit, that being whether tiiedit is weakened because he conceded
that the Telco Act defence was nat [his] mind at the time of drafting the respondent’s

response to the AFACT Notices.

The Court does not understand how such issue teffetversely against Mr Dalby’s
credit. Mr Dalby did not discuss the Telco Act defe in his affidavit. He did mention the
Telco Act in his affidavit, but not in the contextt the Telco Act defence. If Mr Dalby was
dishonest, it could be expected that he would Bayopposite, that is, that he did think that
the Telco Act prohibited him from acting on AFACTd&&mands. However, he never made

such assertion, which operates in favour of findorchis honesty, not against it.

The respondent has made clear that, on its sulamjdsom the perspective of the law
of authorisation, the Telco Act defence does nquire it to have been in the minds of
anyone in the respondent’s employ at the time afidg with the AFACT Notices. This issue

is considered later in the judgment in Part E2.
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The Court finds that Mr Dalby has provided consistevidence and there is no
untruthful or misleading evidence of the kind religoon by the applicants. The Court makes
similar findings to the credit of Mr Dalby as itddof Mr Malone. Mr Dalby’s demeanour was
of a person who believed absolutely in the trutkvb&t he was saying. The Court rejects the

attack on Mr Dalby’s credit.

Submissions regarding the respondent’s failure toall more witnesses

The applicants submit that the respondent’s faitoreall Mr Parkinson, as well as
any technical staff of the respondent, such as EiidB or Mr Yerramsetti (a Development
Manager of the respondent), has resulted in irgafft evidence or less reliable evidence

being put before the Court than should have beewcdke.

As to Mr Parkinson, the Court can draw no inferarftem his failure to be called. In
Apand Pty Limited v The Kettle Chip Company Ptyiteid(1994) 62 FCR 474 at 490 the
Full Court stated:

In our opinion the principle ofones v Dunkelould not be of assistance in these

circumstances where, although the opinions and waindf lesser officers of the

appellant contributed to the decision-making precesried out by Mr Ballard and

Mr Reeves on behalf of the corporation, the lagiere evidence of the decision they

made and their reasons for doing so.

The respondent called Mr Dalby who was Mr Parkirs@uperior. Although the letters to
AFACT on behalf of the respondent were signed byPdrkinson, it was clear that Mr Dalby
had oversight and responsibility for respondingAteACT. The Court draws no inference

regarding Mr Parkinson not being called.

Similarly, the Court draws no inference regarding failure of persons being called
regarding the Westnet policy. As already explaiabdve at [151]-[154], the Court does not
believe that the Westnet policy was relevant fer ¢birrent proceedings since Westnet never
received any AFACT Notices, nor did it have anyemion of acting on notices of
infringement beyond passing them on to its subscsibBoth matters are crucial for the
current proceedings.

The Court draws no inference from the respondentcalling its expert witness on

technical matters, Dr Caloyannides. Much of hisdemce was relevant to the claim
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(abandoned by the applicants before the hearingr@mmed: see [14] above) which alleged
that the respondent directly infringed copyright rogking copies of the applicants’ films.
Much of the remainder of his evidence was relevamgsues which were adequately covered

by Mr Carson and Mr Lokkegaard.

The Court draws no adverse inferences becauseegpondent did not call any
technical staff. The Court considers that Mr Malertechnical background, as well as his
ability to consult technical staff in the productiof his affidavit, was sufficient to provide

evidence of technical issues.

Respondent’s withess — David Buckingham

Mr Buckingham is the Chief Financial Officer of thespondent and as such he is a
member of the executive committee of the respondedtreports directly to Mr Malone. As
Chief Financial Officer he has the responsibility the respondent’s financial performance,

including management and reporting.

Mr Buckingham is responsible for the preparationtleé respondent’s external
financial reports including a half-year financiaport and annual report as well as monthly
reporting. A significant amount of confidential &incial information has been exhibited to

Mr Buckingham'’s affidavit.

Mr Buckingham’s primary evidence before the Coettites to the financial aspects
of the respondent’s business. Mr Buckingham wascanogs-examined by the applicants.
However, the applicants have challenged certaire@spof his evidence in their closing

submissions and such matters are dealt with heezund

The respondent’s financial interests — ‘The iiNetibiness model’

One key issue in these proceedings was whetheremesatedly submitted by the
applicants, it was in the respondent’s financiétiiests to have the iiNet users infringing and
using ever larger amounts of their quota.

It is instructive to extract Mr Buckingham's affidievidence on this point:

The profitability to iiNet of each individual custer is contributed to by the extent
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of that customer’s usage of bandwidth in relatiothe plan to which that customer
subscribes...

... consider that the examples (and the financiah dgpon which they are based)
demonstrate that the most profitable customerilfiggtiis the customer who signs up
for a large quota (and pays the higher subscrigtenfor the large quota) but does
not use it.

The examples shown above also indicate the hightilityl, in terms of financial
performance for iiNet, of customers who subscrib&igh quota plans. It is beyond
the control of iiNet how much of their quota cusamuse. On the high quota plans,
the extent of the customers’ usage of the availdigh quota makes a very
significant difference to EBITDA to iiNet in resgeof that customer. The ideal
customer from iiNet's perspective is a customer venools in Home 2, Home 3,
Home 4 or Home 5 plan (which do not have the fimgnelatility of the very high
quota plans) and who does not use more than theagveamount of the quota
available to them...Home 6 and Home 7 plan customersiot the ideal customers,
despite the high subscriber fees paid by themghgon of the potential significantly
higher costs if they use the full amount of theiota.

The applicants submit that the confidential evieaf Mr Buckingham demonstrates
that gross margins and EBITDA (earnings beforer@sie tax, depreciation and amortisation)

are higher for higher plans, that is, the respohderives more revenue from higher plans.

Such submission is correct, but it overlooks twetdes. The first is that such
submission does not alter the fact that volatibfyrevenue per subscriber may well be an
important business consideration for the responder#t instructive to compare two ‘Home’
plans. While such plans are not the only planslabig from the respondent, the Court
considers them to be a useful sample. Althoughuthderlying data is confidential it is

necessary to refer to it in order to demonstragepthint.

An unbundled (that is, provision of the internaty) Home 3 plan and an unbundled
Home 7 plan (the plan Mr Herps signed up to) wédl dcompared. Under the Home 3 plan,
fixed costs (for example, port allocation, suppoosts and variable on-costs which are
largely fixed per account) account for 39.9% of erewe. Variable costs (bandwidth,
calculated by multiplying the raw cost per gigablgtethe number of gigabytes allocated by
each plan) are a mere 5.7% of revenue. Therefoee;dsts of the plan are highly predictable
and stable. Under the Home 7 plan, fixed costswatdctor 16.6% of revenue and variable
costs account for 55% of revenue. This disparity megult in a situation in which costs on
an account by account basis are highly variableusipidedictable. A subscriber may use very

little quota, equally they may use a vast amougtyifcantly reducing profitability.
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The evidence clearly indicates that the relativedgre profitable accounts, on an
account by account basis, are the lower bandwicitbuants. Potential profit over revenue (an
approximate measure of profitability) could varyveeen 83.5% to 28.4% under the Home 7
plan (the difference between using all or nonehef bandwidth allocated), but the range
would only be 60.1% to 54.4% in relation to the Ho&plan. Therefore, while it is possible
for a Home 7 plan to be relatively more profitapfeno bandwidth is used) than Home 3, it is
far more certain that the Home 3 plan will be mprefitable. Certainty of profitability and
therefore income is obviously a highly importanthsideration for a business. The Home 7
plan may produce more absolute revenue to the nelgmd even if it is not more profitable,

but that is not the only relevant consideration.

The applicants simultaneously submitted that onesdnenot consider Mr
Buckingham'’s evidence on the issue given the exideh Mr Malone. The applicants submit
that Mr Malone’s evidence indicates that there s&naple financial interest for the respondent
in the iiNet users infringing and consuming evegéa quantities of bandwidth. However, the
Court finds that, at best, Mr Malone conceded thaenue was greater the higher the plan,
but as much has been demonstrated above. Mr Matoessed the distinction between profit
and revenue:

But by the same token, you are not in a positioedam more revenue by offering

higher quotas unless you actually acquire more Wit yourself?---Revenue and
profit are not the same in this context. Yes.

But the ideal outcome for the business, is it ®tp push people on to the highest
plans, to pay morebut not use all the bandwidth that they offeP---From a
profitability point of view, yes, that is correct.

And it's in your interests, isn't it, to sell moamd more higher quotas; isn't it?---No.
That’s where your revenue comes from?---Yes.

It's in your interests to sell higher quotas beeaysu get more money, don’t you?---
But not more profit.

Whether you get more profit depends on how mucthefquota is used, isn’t it?---
Yes.

But in a perfect world, maximising sale of quatdiich is not used leads to
maximum profit; correct?---Yes.

These extracts and portions in bold demonstrate MraMalone was at pains to
emphasise the same point as Mr Buckingham, nanfely grofitability depends on the
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bandwidth used by iiNet users. Even if Mr Malonetsdence suggests to the contrary and
contradicts the evidence of Mr Buckingham, the C€opwrefers the evidence of Mr

Buckingham, given that he produced evidence oftteal financial data of the respondent.

Ignoring the aspect of profitability and lookingraiv revenue, the Court accepts that
higher plans generate more revenue. However,important to bear in mind the applicants’
contention. They argue that it is in the respondeinterests to have its subscribers using
ever increasing amounts of bandwidth, increaseddwatth being assumed to lead to
increased infringement (erroneously, as discussémirat [239]-[250]). The answer, on the
evidence, is that it is in the respondent’s interds have iiNet users consuming ever

increasing amounts of bandwidth, but with an imgatriqualification.

It is clearly in the respondent’s interests to hasesubscribers using greater amounts
of bandwidth, but only if that greater amount ohdaidth usage correlates with larger
numbers of subscribers moving up to more expendases. If subscribers use ever increasing
amounts of bandwidth but remain on their existitenpand do not upgrade their plan, this
would operate against the respondent’s financiar@sts. It simply cannot be assumed that
subscribers will upgrade to higher plans eveneftregularly reach their quota, given that, of
the Home plans (unbundled and otherwise) 1% ofélpondent’s residential subscribers are
on Home 7, 3% on Home 6, 17% on Home 5, 14% on H&n&9% on Home 3, 29% on
Home 2 and 4% on Home 1 (the numbers are roundddaecordingly do not reconcile
exactly to 100%). That is, there are barely motesstbers on Home 4-7 plans combined

than there is on the low quota Home 2 or 3 plad&vidually.

This evidence does not suggest that a substantmber of subscribers are being
persuaded to take up more expensive and highea gpants. It certainly does not suggest that
the respondent is yielding a substantial proporbbiits revenue from subscribers on high

guota plans.

Further, of the RC-20 accounts, only half of thbssuibers moved up to a higher plan
in the period examined, and one of those ten suiesely downgraded back to their original
plan. That is, less than half of the group that Midae expected to be the prime group to
demonstrate that it was in the respondent’s interés people to infringe, acted in the
respondent’s interests by upgrading their plansomrast, of those 20 subscribers, 15 used
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up their full monthly quota regularly, suggestih@ttthey were not ideal subscribers from the
respondent’s perspective given that they usedhall uota, making them the least profitable
subscribers within their particular plan. This exdenof 75% of the group regularly reaching
100% of the monthly quota can be compared withaverage monthly usage of quota of
38% across all accounts on Home plans. In sumnaargast compared to the small sample
group of infringers the Court has before it, inframs do not seem to be the ideal subscribers

from the respondent’s financial perspective.

The applicants also point to the fact that the sadpnt makes it easier to upgrade
plans, rather than downgrading plans (by chargindowngrade but not upgrade), as well as
its suggestion to subscribers via email to consigigyrading their plan when they reach their
guota, as evidence of it being in the responderdiamercial interest for the iiNet users to

infringe and consume more bandwidth.

The Court does not consider that such claim isbésteed. It may be assumed, as
already found, that it is in the respondent’s iests for subscribers to use more bandwidth if
it leads to them upgrading their plans. But, as ¢k@ence demonstrates, this does not
necessarily occur. Further, it would be in the oeglent’s interests for subscribers to move to
high plans whether infringements were occurring n@t occurring. From a financial
perspective, the respondent is indifferent as éouke made of bandwidth. If, as the evidence
suggests, those that do infringe do not alwaysagegrbut usually do consume all their quota
each month, then such users are again not, frormamdal perspective, the preferred

subscriber for the respondent.

In conclusion, the applicants have not made out g@position that it is in the
interests of the respondent either to have thetiiders using ever increasing amounts of
bandwidth, or that it is in the respondent’s ins¢seo have the iiNet users infringing.

Is ‘bandwidth’, ‘downloading’ or ‘quota use’ necesarily infringing?

One of the more adventurous submissions the appticppeared to make in these
proceedings was that bandwidth, downloading or @jusdage by iiNet users could be

considered synonymous with copyright infringing é&ebur.
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To so conclude, two propositions would have to beepted. First, the Court would
have to accept that the vast majority of BitTorresage infringes the applicants’ copyright.
Secondly, the Court would have to accept that tst majority of the bandwidth used by the
respondent’s subscribers was related to BitTorosage. Such propositions might have had
weight in relation to the Kazaa system and Mr Cospeebsite inkazaaand Cooper150
FCR 1 (as discussed further below at [362] and J[8é8§pectively), but they do not apply in

the present circumstances.

As to the first and second proposition, the acceggaf Mr Malone of the following
suggestion, put at various times in the proceedistysuld be noted:

At the time of first receipt of the AFACT noticegou understood, that is in the

middle of 2008, as you have agreed, or assessadmibre than half by volume at

least, traffic over your service was represente8ibjorrent downloads or uploads?-

--Yes.
Mr Malone also accepted that a significant proportof such downloading or uploading
would comprise material which infringes copyrigfithe Court accepts that this is a
possibility, but is not persuaded merely by theleace of Mr Malone that this is established,
simply because there is no possibility factuallgtteither Mr Malone or anyone else could
conclusively know that. The Ipoque reports on imertraffic tendered by Mr Gane regard
BitTorrent traffic flowing across the internet iremgeral, not the makeup of that traffic
specifically. There is simply no evidence beforis @iourt of the extent of BitTorrent traffic
which involves infringing material and, more imgortly, what proportion of that traffic

involves material infringing the copyrigbt the applicants

There is evidence before the Court of exampleshef use of BitTorrent that is
legitimate, that is, use that does not infringe cgys copyright. One example is the
distribution of media, for example games such agléaf Warcraft (a highly popular game
with many millions of players) and television pragrs, such as Joost. The operating system
Linux (an open-source competitor to Microsoft Wind) is also distributed by means of
BitTorrent. While these examples are unlikely toamt for a large proportion of BitTorrent
traffic, they will constitute some proportion ofthtraffic.

Secondly, even if the Court was to assume (foptirposes of this analysis only) that

the predominant use of the BitTorrent system isnfonge copyright, as was found of the
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Kazaa system and Mr Cooper’s website, there isvidence of the proportion of traffic
which involves the infringement of the applicantéins. There is much other infringing
media that could be shared via the BitTorrent sgsteor example, exhibit RR, which was a
print out of a section of The Pirate Bay websitgb(aitted to be a major source of .torrent
files relating to infringing content) includes, @ert of its search function, the ability to search
only specific types of media, such @udid, ‘Vided, ‘ Applications, ‘ Gamesand ‘Other.
Only one of these media types represents the aigymaterial of the applicants. Even
within ‘Vided, there are many kinds of videos which could barsleed that would not be
owned by the applicants, such as pornographic gidéoquick glance over theSearch
Cloud (which would appear to be the frequently searcteechs on The Pirate Bay) suggests
that while some of the search terms relate to p@i@nts’ material, most do not. Most
appear to relate to games, computer applicatiomsiographic material and audio, none of
which constitutes subject matter owned by the appts.

Therefore, even making the assumption #iaBitTorrent traffic relates to infringing
material (again, for the purpose of this analydisg¢ Court can make no findings that the
majority of that traffic necessarily relates to tgplicants’ films and television programs.
The proceedings before the Court relate to thenigément of the applicants’ copyright, not
the infringement of copyright in the abstract: 38&A International Inc and Another v
Hanimex Corporation Ltd1987) 17 FCR 274 animeX) at 288. The respondent must
authorise the infringement of tla@plicants’ copyright for their claim against the respondent
to succeed. While there can be no doubt that igénments of the applicants’ copyright are
occurring by means of the BitTorrent system, therasufficient evidence before the Court
to determine whether infringement of the applicaetpyright is the major, or even a
substantial, part of the total BitTorrent traffithis should be contrasted witkazaa and
Cooper150 FCR 1 when the applicants in those proceedirgemusiccompanies and, as a
matter of fact, it was known that Mr Cooper’s wébsiias being used almost exclusively for
infringing musicfiles (after all, it was called www.mp3s4free.nat)d the Kazaa system
appeared to be used for, or was considered bysissuo be,d free music downloading
search engine seeKazaaat [151]. That is, the means by which the infrimgaits occurred
in those proceedings were clearly being predomipamted to infringe the applicants’

copyright in those proceedings. The evidence ighmsame in these proceedings.
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There is ample evidence before this Court of maltevhich uses significant amounts
of bandwidth or quota which is not infringing. Fet, there is evidence that most of that
material is outside the Freezone. For examplegtieevidence that Channels 10, 9, 7 and
SBS all allow streaming of television programs artp of television programs from their
websites. As mentioned, the ABC does so also butahtent is within the Freezone. Foxtel,
TiVo and Telstra Bigpond allow film and televisigmmogram downloads/streaming. These
are, of course, not the only examples. There apent@any to list. But they do provide
evidence which destroys the applicants’ charaatos of bandwidth, quota usage or

downloading as necessarily or frequently constigutiopyright infringing activity.

The Court notes the following increasingly exasptaesponses by Mr Malone on

this issue in his cross-examination:

But you have no policy which suggests to customevice representatives that they
should discourage any use of BitTorrent clientt’sheorrect?---Yes.

And or even discouraging any downloads using Bitdmat; there’s no policy in
relation to that, is there?---Downloading by Bitfieant is not in itself an offence.

But still have all the bandwidth they paid for dahble for downloading?---Yes.

Well, that's a real attraction to somebody whoniteliested in illegal downloading,
isn't it?---Or legal downloading.

But you promote as a benefit of Freezone as freeipgcustomer’s quota for,
amongst other things, downloading, don’t you?--;Ylest not all downloading is
downloading of illegitimate material or movies, e plenty of other things to
download on the internet.

Unauthorised downloaders are the sort of customdrs need more and more
bandwidth; you agree?---No. | think again you'ngirtig to paint all downloads as
illegal.

Mr Malone said in re-examination:

And when one uses the internet, what is-what aetimgs one could be doing when
one is downloading?---Receiving an email, browsing website, on-line gaming,

watching television, listening to the radio, dowading a file, the list-VPNs to

businesses, downloading files from work, the Bstmdless.
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The Court has specific examples of subscriber adsowhich are alleged to have
infringed the applicants’ copyright in the RC-20cagnts. Schedule 1 of the respondent’s
closing submissions demonstrates that, on the eegdbefore the Court, it is impossible to
conclude that even a substantial amount of momgiuiyta of those subscribers was being

used to infringe the applicants’ copyright.

The applicants submit that Schedule 1 is unrelidideause three of the RC-20
accounts were Naked DSL plans. Uploads as wellaenldbads count toward quota on
Naked DSL plans. While it is possible on the evimemo know how much each RC-20
account subscriber has downloaded in respect of fdag it is impossible to know the extent
of the uploading. Consequently, it is submitted tihh@ Naked DSL subscribers might have
used much of their quota uploading, which wouldlm®tisplayed in Schedule 1.

The Court accepts this submission. However, evearigg those three accounts, the
point is still made by Schedule 1 that on the evidgebefore the Court in relation to the RC-
20 accounts generally, in most cases less than df0#onthly quota was being used to
infringe the applicants’ copyright. Even assumih@ttthe applicants are correct in their
submission that this does not represent the totaluat of infringement of the applicants’
copyright being carried out by these iiNet useng total amount of infringement of their
copyright would have to be substantially greateanttwhat has been led in evidence in
relation to these users to demonstrate that everajarity of that quota was used for the

purpose of infringing the applicants’ copyright.

The above analysis is not intended to be dismissivéhe infringer’s conduct.
However, it demonstrates that the claim made tHrougthese proceedings that bandwidth
usage or downloading is somehow necessarily, pregotty or even significantly copyright
infringing, is simply not established on the evidenThe Court finds the applicants’ attempt
to cast a pall over internet usage, such that @ssumed to be infringing, unless otherwise
shown, is unjustified. The Court does not find tthegre is any evidence that the majority or
even a substantial usage of the bandwidth allochtedhe respondent to its subscribers

relates to the infringement of the applicants’ aagit.
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Proof of infringement — catalogue vs identified fins

Following from the judgment in this matter Roadshow Films Pty Ltd and Others
(ACN 100 746 870) v iiNet Limited (ACN 068 628 92009) 81 IPR 99 Roadshow No."}L
the Court divided these proceedings into a deteatiwn of liability (this judgment) and
qguantum of relief. Also in that decision the Cougfected at [52]-[54] a motion of the
respondent to confine this hearing only to the @éntified films for which copyright

ownership and subsistence was specifically pleaded.

In making such decision the Court was concerneengure that, should liability be
established, the applicants would be able to sek#f iin relation to the entire catalogue of
their films after proving infringement in relatido the more specific 86 identified films.
However, this procedure gave rise to an unantiegp@bmplication in these proceedings in
that the applicants provided evidence before thariCof alleged infringements involving
both catalogue and identified films. Nevertheldsws Court does not consider that the issue is
of any real importance. As will be made clear byt Baof this decision, there is sufficient
evidence of infringement to make a finding thateiNisers have infringed the applicants’
copyright irrespective of whether evidence of imigments relating to catalogue films is
considered.

PART D: PRIMARY INFRINGEMENT

The Court accepts that copyright subsists in, drel dpplicants own (or are the
exclusive licensees of) the copyright in the 8étdeed films. The Court accepts that these

films are cinematograph films as defined in s 1€hefCopyright Act.

The Court accepts that, pursuant to ss 115(1) da®dal of the Copyright Act, the
applicants, as owners and exclusive licensees ef8thidentified films, have the right to
bring this action for copyright infringement.

Section 101 of the Copyright Act states that:

(1) Subject to this Act, a copyright subsistinguigue of this Part is infringed by a
person [the respondent] who, not being the owneahefcopyright, and without the
licence of the owner of the copyright, does in Aal&, or authorizes the doing in
Australia of, any act comprised in the copyright.
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As a prelude to any finding of authorisation by tespondent, a finding must be
made that copyright infringing acts were committgdpersons that were authorised by the
respondent. As much was made clear by Gummow Hanimex at 287-288 where his
Honour found that one does not authorise actiorteerabstract. Rather, one must authorise
particular acts which have to be proven before arCdhis is what is known as ‘primary’

infringement.

In general, the respondent has conceded that bHaeme been primary infringements
committed by iiNet users. However, it argues that Court must undertake a close analysis
of the character and scope of those infringeméntsrder to do so, a detailed analysis of the

statutory provisions in the Copyright Act is ne@egs

The authorisation of acts, not of persons

As a brief aside, one issue should be referred thiga point. The applicants place
significant weight in the fact that authorisatiomshbe authorisation @lcts not of people
They cite the wording of s 101 of the Copyright Aglarticularly the following part:
‘...authorizes the doing in Australia of...amgt comprised in the copyrighfemphasis
added].

Based upon such text, the applicants argue the¢ tkeno need for them to prove the
exact identities of any person who is directly imjing. Consequently, they claim that it is
not necessary for them to prove that the resporaighbrised a particular person or persons
to carry out an act that is copyright and rely upgazaaand Cooper 150 FCR 1 which
proceeded upon the basis that the identities of pghemary infringers were unknown.
However, the applicants’ interpretation of the @&t namely that they need only prove that

the respondent authorised particlidats can be misleading.

While one may authorise an act, those acts are bppeople: that is, there can be no
doubt that there must be primary infringement blegal personor persons A computer
cannot infringe copyright. A computer can aid ie timfringement of copyright; indeed a
computer is essential in order to infringe muchyemt, such as the right to ‘electronically

transmit to the public or ‘make available online’the public. However, this must not distract
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from, and the focus on acts authorised must nat $oght of, the fact that the respondent, to

breach copyright, must authorise infringing acteelby a person or persons.

For example, the cinematograph film copyrights mrefé to in the Copyright Act are
the right to copy the film s 86(a), to communictte film to the public s 86(c) and to cause
the film to be seen and/or heard in public s 86fl).such actsmustbe done by legal
persons, even if, strictly speaking, they are bhbvadpout by technical means. Further support
for such proposition is seen in s 101(1A)(b) of @@pyright Act which statestHe nature of
any relationship existing between the person [#®pondent] anthe person who did the act
concerned [emphasis added]. See also the decision of GummidanwHanimexat 287 in
which his Honour foundit has not even been shown that there has beemaythorised
reproduction by any particular persorof any of the sound recordings in which the
applicants hold copyrighfemphasis added]. Such finding suggests thaHiisour believed
that the relevant primary infringement must be cottad by a person.

Further, the applicants’ construction of the Coghyti Act ignores the finding of
Wilcox J inKazaaat [358] where his Honour saifflhe authorisation referred to in s 101(1)
extends only to direct authorisation, by a potdrdefendant, of the person who performs the
infringing acts and at [415], [t]here is no evidence as to the identity of thetigalar Kazaa
user or users who made available for sharing, owdimaded from another user, each of the
defined recordings. Howevesomebodymust have done sdemphasis added]. These

statements suggest that a party such as the remptomdist authorise persons, not acts.

Therefore, while s 101 states that the respondest authorise acts, and not people,
this proposition is of no consequence when it ideustood that those acts must be done by
persons. Whether or not the respondent must asthagts is accordingly not germane. As
will become apparent, such perspective is an impbkine to keep in mind when considering

whether or not activities constitute primary inffement.

Nature of the primary infringements

There has been extensive argument in these proggedegarding the nature of the
primary infringements which have occurred. Thisiaable, as it appears that argument was

not so extensive before their Honours Wilcox J &achberlin J in th&KazaaandCooperl50
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FCR 1 proceedings respectively, given the briefmeam which their Honours addressed the
issue in their decisions. Indeed, their Honourdigments treat the proof of primary
infringement as virtually an assumed conclusiorchSapproach may be appropriate in some
circumstances, but not in all. Since authorisatsopredicated upon copyright infringing acts

occurring, the nature and extent of those acts bisiscertained.

The respondent virtually conceded that proof ofmary infringements would be
made out by the applicants but argued that itsemsal that the Court identify those primary
infringements in respect of which the applicantvended evidence. The Court agrees.
A finding of the character of the primary infringents committed by the iiNet users is
necessary for two reasons. The first reason istabésh whether the respondent authorised
those specific acts and persons. The second readmrause the nature and extent of the
primary infringements will be relevant to the scagehe relief available to the applicants,
should the respondent be found to be liable foiseéhprimary infringements because it

authorised them.

As mentioned, s 101 of the Copyright Act stateg thrae will infringe copyright
where one does an act that is copyright in relattoa subject matter without the licence of
the copyright owner or exclusive licensee. Thevahe copyright acts in relation to the
applicants’ cinematograph films are found in s 86tlee Copyright Act. Such section
relevantly states:

For the purposes of this Act, unless the contratgntion appears, copyright, in

relation to a cinematograph film, is the exclusiight to do all or any of the
following acts:

(a) to make a copy of the film;

) ...

(c) to communicate the film to the public.

Section 86(c) is often referred to as the ‘commatnon right’. It was adopted into the
Copyright Act pursuant to th€opyright Amendment (Digital Agenda) Act 200Dxh)
(‘Copyright Amendment (Digital Agenda) Act

The term ‘communicate’ is relevantly further defina s 10 of the Copyright Act:

communicatemeans make available online or electronically tnaihéwhether over a
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path, or a combination of paths, provided by a neltsubstance or otherwise) ...
other subject matter...

A further provision of relevance is s 14 of the @aght Act which relevantly states:

(1) In this Act, unless the contrary intention aguze

(a) a reference to the doing of an act in relatton other subject-matter shall be read
as including a reference to the doing of that actelation to a substantial part of
the...other subject matter...

Therefore, for the purposes of the present prooegsdithere are relevantly three

different exclusive rights of the applicants whioly be infringed by iiNet users:

1. The right to make a copy of a substantial part fihg

2. The right to ‘make available online’ a substanfiait of a film to the
public;

3. The right to ‘electronically transmit’ a substahtart of a film to the
public.

The dispute

While the respondent concedes that infringementopfright have been committed
by iiNet users, a dispute exists between the gadi¢he number of those infringements and
of the way in which they have been assessed. T8pomnelent objects to the characterisation
of the number of infringements alleged by the agpits, stating that, based upon the
respondent’s interpretation of the particular statuprovisions and method of assessment,

these are grossly disproportionate to the reality.

The difference between the parties concerning tmaber of infringements results
from their contrasting characterisations of the tipalar statutory provisions. Such
contrasting characterisations are technical (bahtcafact and as to law) but they are
important, and were rightly the subject of exteasubmission. Consequently, the Court will
deal with each type of infringement in turn, toaddish the correct characterisation of the

provisions in relation to these proceedings.

‘Make available online’ a substantial part of the fim to the public

Pursuant to theStatement of Nature of Casdiscussed at [22], the respondent

admitted, for the purposes of these proceedingd, were the AFACT Notices show a
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particular IP address at a particular time shad09% of a film, the person using the

particular computer on which that file is stored @amrough which that file is connected to the
internet (via the respondent’s facilities), was mgkthe film available online: that is, was

committing an act of copyright infringement. Thependent, for the purposes of minimising
the issues in dispute, also admitted in closingrssions that where the DtecNet evidence
shows an iiNet user sharing less than 100% of itagthat user was nevertheless ‘making
that film available online’. The relevance of thergentage of film shared lies in the concept

of ‘substantial part’ pursuant to s 14 of the Caglyr Act which is extracted at [268] above.

The doctrine of ‘substantial part’ operates sudt thhere someone does an act that is
in the copyright of the applicants (copying, ‘makiavailable online’ and so forth), but only
does so in relation to a part of the work or othebject matter that does not constitute a
substantial part, that act will not constitute aftingement of copyright. Or, to put it another
way, the Copyright Act only grants the copyright rex the exclusive right to do the

copyright acts in relation to a substantial parthef work or other subject matter.

The respondent argues that in the circumstancetibaAFACT Notices show that a
particular iiNet user is sharing less than 100%heffilm, it would have to be established on
a case by case basis whether the part being sheagdn fact, a substantial part. However,
for the purposes of these proceedings, the respomlies not raise such issue. Regardless,
the evidence establishes that the overwhelming mbyajof alleged ‘making available online’

infringements (78%) are in relation to 100% of i being shared.

Therefore within these proceedings it is admitted the respondent that the
applicants’ films have been ‘made available onling’iiNet users. The dispute that remains
is whether one makes a film available online omcanultiple times. In order to resolve that
dispute, one must appreciate how an iiNet userimpuder is connected to the internet,

particularly in the context of the BitTorrent prots.

Repeat infringers?

As explained at [113] above, the DtecNet Agent legsry incidence of downloading
a piece of a file of a film from a particular IPdadss which is an IP address associated with

the respondent. However, as the repeat infringedles produced as part of the evidence of
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Mr Williams in MJW-1 and MJW-8 make clear, thereyri@ae multiple incidents of pieces

being downloaded from what the evidence establishekviously the same computer.

The evidence of Mr Williams establishes by meanghaf PeerID that the same
computer was the source of more than one allegadgement. As discussed at [115] above,
the PeerID is a random number generated by theoB#ft client, upon the BitTorrent client
being initiated. The PeerID exists until the Bitfieat client is closed. Upon reopening the
BitTorrent client a new PeerID is generated. TherEeis quite separate from an IP address,

and it is important not to confuse the two.

Part of the PeerID identifies the particular Bitemt client being used (for example,
uTorrent), but the rest of the number is randondgegated. This number is broadcast to the
swarm, that is, any peer in the swarm (such a®taeNet Agent) is able to see the PeerID of
any other peer in the swarm. Given that the nurigbgenerated by the BitTorrent client, and
such client is a program on a particular computer,inference arises that where one sees the
same PeerlID across multiple incidences of alleg&thgement in the AFACT Notices, each
of those alleged infringements was sourced fromsdrae computer. This also means that
even where the IP address changes, it can stiihidg assumed that the same computer is
being used, albeit that the dynamic allocationPofatldresses by the respondent will lead to
that computer being connected to the internet titoa different IP address. While it is
possible for two different BitTorrent clients ondwlifferent computers to generate the same
PeerID, the length of the number and its randonareatenders it highly unlikely that this
will occur. Therefore, the Court accepts that whitre DtecNet Agent downloads two or
more pieces from the same PeerID, those piecesatathfrom the same computer and were
initiated by the same person.

How DtecNet produces multiple allegations of infgement

As already stated, the evidence in MJW-1 and MJWEBonstrates that on many
occasions there are multiple incidents of a piecth® same file being downloaded by the
DtecNet Agent from the same computer. There are re@asons why the DtecNet Agent

might download more than one piece of the samdrbla the same computer.
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Firstly, from the point of view of the DtecNet Agess a peer in the swarm, each IP
address represents a different computer. Howewethea repeat infringer bundles and the
above explanation demonstrates, this is not neglys#@de case. The respondent assigns IP
addresses dynamically, with the consequence that, tone, one subscriber account will be
associated with multiple IP addresses, and thexeforcomputer accessing the internet
through that subscriber account will have multijfeaddresses associated with it, although
no more than one at any given time. The DtecNetAgecalibrated to seek to download a
piece of the file from every IP address which isoasated with the respondent, even though,
as the evidence indicates, these IP addressestilhecessarily correspond to different
computers. This will mean that where an IP addbsssvhich a computer connects to the
internet changes, the DtecNet Agent will downlogalege of that file from that computer again,
even though it is the same computer. This may gémer significant number of allegations of
infringement in a short period of time. For exampite first page of MJW-8 discloses that the
computer with the PeerlD 2D5554313832302D7A3821WAA1D53FE14B7 accessed the
internet through at least 15 different IP addresd® June 2009, in some cases with multiple

different IP addresses within an hour. This wasthenevidence, by no means unusual.

Secondly, according to the evidence in relatiothto‘peer suspension’ feature of the
DtecNet Agent from Mr Lokkegaard, the DtecNet Agentalibrated to download a piece
from the same IP address once every 24 hours. fbneran the circumstance where one
subscriber account is associated with the one tRead (and therefore the one computer
associated with the same IP address) over a pefiotbre than 24 hours, it is possible for
the DtecNet Agent to obtain more than one piecm filwat computer. For example, if the one
computer accessed the internet through one IP ssldred participated in a swarm for three
days, the DtecNet Agent would download three piéaes that IP address over three days.

The following issue arises from this technical geel: the applicants assert that a
separate ‘making available online’ infringement wscevery time one of their films is
connected (or reconnected) to the internet, or.enpoecisely, to the BitTorrent swarm (the

causes of which are referred to below). The respondisagrees.

A connection or reconnection of copyright infringimaterial to the internet may
occur for any number of reasons. The computer auntathe file could be turned off, or
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alternatively the BitTorrent client could be clos@&this would disconnect that iiNet user/peer
from the swarm, thereby making the file no longeaikable online (at least from that
computer). When the computer is turned on and/erBhTorrent client restarted, that file
would again become available from that computeh&éswarm. However, from the point of
view of the DtecNet Agent, it would not necessafig apparent that the file was not
available for the time that the computer was turoéd or BitTorrent client closed. This
follows from the fact that IP addresses are aststiaith a particular modem or router, and
if the modem or router is never turned off (bubanputer is) there is no way of knowing that
that computer has become disconnected from thenswérer than from the lack of pieces
downloaded by the DtecNet Agent in that period. réf@e, if an IP address allocated to a
particular subscriber account did not change owseek, but the computer on which the file
was stored was turned on and off (and with the @idnt client being opened and closed)
multiple times over that period, that would notko®wn from the perspective of the DtecNet
Agent. The AFACT Notices, based upon the DtecNé&trmation, would accordingly not
reflect the true position. In summary, there wobkdno way of knowing how often the file

was disconnected and reconnected to the internet.

Further, the dynamic allocation of IP addresses magn that a subscriber account is
associated with multiple IP addresses over a gfeiod of time, without a person connected
to the internet through that account being at\alira of it. Each time the IP address changes,
that computer is disconnected and reconnectedetonternet. The evidence of Mr Carson
and Mr Malone indicated that at most this proceay ©ause an iiNet user to experience a
momentary slowing of the speed of the internets#sed, MJW-1 and MJW-8 demonstrated
that in some circumstances the same subscribeuace@s disconnected and reconnected to
the internet (with a new IP address) many timesiewveghin an hour. From the DtecNet
Agent’s perspective this represents multiple défercomputers sharing the file in the swarm,
and each incidence will be logged as such, evehisfin fact the same computer. On the
submissions of the applicants, that would be migltipases of infringement by ‘making

available online’.

Correct construction of ‘make available online’

The applicants claim that a new ‘make availablanenlinfringement occurs each
time an iiNet user is disconnected and reconnetdetthe internet. Further, the applicants
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submit that even if this not be the case, theretrbasa temporal aspect to the ‘making
available online’ act such that infringements oxdéong period of time could constitute more

than one infringement.

The appropriate response of the Court is to appBaaonable construction of the term
‘make available online’. Tamberlin J at [61] @boperl50 FCR 1 approved a construction of
the term ‘make available online’ which favoured approach that gave those words their
ordinary meaning, and considered them in congatter than individually.

The Copyright Act, as mentioned, focuses on thiers of persons, not computess.
personmakes a file available online and infringes coglyti not computers. Where copyright
infringement is concerned, the technical processvhich the connection to the internet is
effected does not render one person a repeatgefrimnd another a single infringer. Such an
approach would suggest that those that have $faiddresses would infringe less than those
that have dynamic IP addresses, because those dyilamic IP addresses will be
disconnected and reconnected to the internet megaéntly. It also necessarily follows from
the applicants’ reasoning (though no such submidsés been made) that a person who turns
off their computer every day will be a repeat infrer, while one who leaves it on will only
infringe once.

Accordingly, the act of ‘making available onlineught not to focus upon the
technical process by which the file is ‘made avdédaonline’: rather it should focus on the
substantive acts of persons. Leaving aside theptinoal (and highly unlikely) case of a
person who deliberately seeks to acquire the samerépeatedly through the BitTorrent
system (which does not arise from the facts betbeeCourt), a person makes each film
available onlineonce through the BitTorrent system. The computer oncWwhthat file is
stored, and from which pieces flow to the swarmyrba disconnected temporarily either
because of the actions of the person, or becauskeofechnical processes by which the
respondent allocates IP addresses, but this doeshane the consequence that such
disconnection and reconnection ought to give ns& new infringement of copyright on each
occasion. The applicants’ submissions render ittuaily impossible for multiple
infringements of ‘making available online’ not teaur. No doubt such interpretation would
favour the applicants, but that does not necegsarian it is the correct conclusion.
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There is another factor which mitigates against apglicants’ construction. The
applicants’ interpretation renders it virtually iogsible to assess the number of repeat
infringements occurring. As mentioned, there ardtipla possible factors which could cause
a film being shared by a peer in a swarm to beodisected and then reconnected to the
internet. First, the BitTorrent client could be s#0 down and reopened. Second, the
computer could be turned off then turned on. Thilhe, router could be turned off and then
turned on. Fourth, the modem could be turned off daen turned on. Fifth, the IP address
which the subscriber account has been allocatedthgy respondent could change,
necessitating a disconnection and reconnectiomeoirtternet. Sixth, there could be some
issue at the ISP level or at the physical faciléyel (for example fallen telephone lines)
which could cause a disconnection and eventualnresxion. Any one of these events, on
the applicants’ reasoning, would cause a new ‘ntpkiailable online’ infringement. But the
DtecNet evidence combined with the respondent’sridgg out details (such as with the RC-
20 accounts) can do no more than confirm the fdittor mentioned above. Some of the
other factors could be proven with other eviderc#,others, such as when and how often a
computer is turned off, or a BitTorrent client opdrand closed, are virtually impossible to

prove.

The Court is of the opinion that these factors mlevfurther reason to reject the
applicants’ interpretation of ‘make available oefirand to favour a construction that finds
that each film is ‘made available online’ once,edtiiperhaps for an extended period of time
and, on occasion, not being accessible for peraidsme, such as when the computer is

turned off.

The applicants argue against the construction nmwnd by the Court because it
renders an incident where a film is ‘made availaiiéne’ for a period of say nine months
equivalent to an incident where a film is ‘madeikde online’ for a period of one second.
This is argued to be a problematic interpretatiecdnse, in the context of the BitTorrent
protocol, a peer who ‘makes a film available orilif@ one second facilitates far less
infringement than the one who ‘makes it availabldine’ for say nine months. The
applicants therefore argue that there must be gdeahaspect to the ‘making available
online’ copyright act: that is, the longer the fiisr‘'made available online’, the greater the

number of infringements. They use this as a justifon for the DtecNet Agent downloading
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a new piece of the file (and therefore allegingesv infringement) every 24 hours from the
same |IP address (see discussion at [281] of the quespension feature of the DtecNet
Agent).

The Court disagrees with the applicants’ submissidre applicants’ construction of
the term ‘make available online’ would produce auirely arbitrary and random result, in
respect of the number of copyright infringementsctSconclusion would militate against the
construction of the term ‘make available onlinejen by the applicants. The Court does not
accept the further tortured construction wherebythé IP address remains static and the
computer remains connected to the internet, theNie Agent alone decides how many
infringements occur. If the DtecNet Agent is desgrno download a piece of the file from
the same IP address once every 24 hours, it céoidgxample, connect to the same IP
address to download a piece of the file once e%¥2rlgours, or one hour, or five seconds. The
mere fact that the DtecNet Agent reconnects onlgrye24 hours is not evidence of it
artificially reducing the number of infringementsat could be alleged as was submitted.
Rather, it is evidence of the artificiality of tmember of infringements being alleged. If the
applicants submit that each one of those incidemsld constitute a separate incident of
‘making available online’, the DtecNet Agent coldd set up to find thousands of ‘make
available online’ infringements every day if thepapants and AFACT so chose.

The issue of the temporal nature of ‘making avédainline’ is not something that is
relevant only to the BitTorrent system. A persorowlosts copyright infringing material on
their website for a month facilitates more infringent than one who does so for a day, yet it
is not as if such possibility would not have beéwean the minds of the legislative drafters
when the communication right was incorporated itite Copyright Act as part of the
Copyright Amendment (Digital Agenda) Act

The legislature saw fit to formulate the legislatiithout reference to any temporal
aspect such that one makes available online oncegbendar day, or month, or year. The
provision merely states ‘make available online’fawst, other sections of the Copyright Act
suggest that there is no temporal aspect to theasphmake available online’ in s 10. For
example, s 135ZWA(2A) of the Copyright Act (incorpted into the Copyright Act at the
same time as the ‘make available online’ copyrighdly be summarised as relevantly stating:
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If...a work is reproduced by...an administering body...antk..teproduction is
communicated by...the body by being made availabldin®en.and...the
reproduction remains available online for longeantithe prescribed period; then,
when that period ends:...the reproductios..taken to have been communicated
again by...making it available online for a furtheegcribed period'.
Section 135ZWA(4) defines therescribed periodas 12 months or as otherwise agreed.
The necessity for this imposition of a temporalez$pelating to the ‘make available online’

act suggests that, absent such imposition, there ismporal aspect.

In neitherKazaanor Cooper(at first instance or on appeal @ooper v Universal
Music Australia Pty Ltd and Othel@006)156 FCR 380 Cooper156 FCR 380"))where
incidences of ‘making available online’ were foumdis there any suggestion that such term
ought to have been confined to a set time periath any continued ‘making available
online’ in excess of that period constituting a neWingement. Contrary to the applicants’
oral submissions, neither the Copyright Act, noy anithorities, suggest that a continued
‘making available online’ infringement evolves indoseparate and further infringement if
such infringement continues, in the circumstanddbese proceedings, after the receipt of an
AFACT Notice.

The exact moment when the single infringement cdkimg available online’ occurs
under the Court’s interpretation of the sectiomag ascertainable in the abstract because of
the manner in which the BitTorrent system opera®egrs share pieces of the film from the
moment they receive them. This means that onecpaates in the swarm from the moment
one receives the first piece. However, the Copyrigtt focuses on the ‘making of tHgm
available online’ which requires issues relatedsttstantiality in s 14 to be taken into
account. That is, in order to infringe, one hadnake available online’ a substantial part of
the film.

Since the respondent has conceded substantialitelation to making available
online, the Court does not have to engage in aftysisaf the issue. In practice, the Court
accepts that people seeking to obtain files by medrthe BitTorrent system will seek the
whole file, and to do so they will have to, at sopmént, be sharing 100% of the file. At that
moment it will be certain that they have ‘made filra available online’.
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The respondent has raised no issue with the filrsgbmade available online’ to the

public. It has conceded such issue. Consequenity, issue need not be discussed further.

In conclusion, in view of the evidence and of teepondent’s concessions, the Court
finds that an iiNet user makeschfilm available onlineonce The exact moment when that
occurs will vary on a case by case basis, butishiot an issue because the respondent has
conceded substantiality in relation to this patacact of infringement.

Whatever the frequency of the infringements, theur€dinds that, as has been
conceded by the respondent, there have been matgnaes of iiNet users ‘making the

applicants’ films available online’ without the dince of the applicants.

‘Electronically transmit’ a substantial part of the film to the public

Similar to the dispute between the parties regardle ‘make available online’ act,
the parties also have differing interpretationstltd act of ‘electronic transmission’. The
respondent does not concede that the applicantdemse proves that iiNet users have
‘electronically transmitted’ films, and providegéle reasons. First, it submits that the alleged
transmissions do not satisfy the requirement obssantial part’; second, the transmissions
are not to the public; and third, based upon thgpoedent’'s interpretation of the
communication right, and leaving aside the evidenteMr Herps and Mr Fraser, the
evidence only discloses that there were commuwicatby the DtecNet Agent, not the iiNet

users.

‘Substantial part’

This proceeding throws into stark relief the difliy of applying the definition of
‘electronic transmission’ combined with ‘substahpart’ with communications which do not
occur by means of the traditional client/server elo@he evidence establishes that much
distribution of data across the internet occursnians of the client/server model. For
example, if http://www.google.com is typed into @rguter's web browser, that computer
(the client) sends a request to Google’s servées gerver), and those servers transmit the

requested data to the client, which is interpréyethat web browser as a website.
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Such communication has two salient features. Kjrstlis between the client and
server only. Secondly, all the data sought coma® fthe server to the client. It appears that
the ‘electronic transmission’ copyright was draftetb the Copyright Act with transmissions
of this kind in mind. As has already been explajrteéé BitTorrent protocol distributes data
in a very different manner. There is no centraVeethat provides data to clients; instead all
clients are, in effect, servers. There is no on@@® communication, but rather a multitude
of communications between a multitude of comput&ise data does not come from one

server to the client, rather the data is sourceah fmany different peers in the swarm.

This process gives rise to significant hurdlestifi@r definition of the act of ‘electronic
transmission’ contained the Copyright Act as such must be done in relation to a
substantial part of the film. However, the BitTarreprotocol operates by transmitting
thousands of pieces to hundreds of different pdeash piece is highly unlikely to be a
substantial part. A number of pieces are unlikelyoé a substantial part. The Court cannot
with certainty state whether they would comprissulistantial part in the abstract because
substantiality is both a quantitative and quakN&tanalysis. It would be necessary for the
Court to assess each individual allegation of mgfement to determine whether or not an
infringement occurred, consistent with that whidcwred inTCN Channel Nine Pty Ltd v
Network Ten Pty Ltd (No 22005) 145 FCR 35.

The comments made in relation to thigital Millennium Copyright Act 1998US)
(‘DMCA’") by Ginsburg J inRecording Industry Association of America Inc v ix@mn
Internet Services In851 F3d 1229 (DC Cir 2003) at 123&€rizoni) are apposite:

...the legislative history of the DMCA betrays no agreess whatsoever that internet

users might be able directly to exchange files @iomg copyrighted works. That is

not surprising; P2P software was “not even a glimineanyone’s eye when the

DMCA was enacted.”

While his Honour was referring to a specific pramsnot replicated in the Copyright Act,
the comments are apposite to the difficulty in ¢ansg the communication right contained

in the Copyright Act in regard to p2p systems saglthe BitTorrent protocol.

The fourth affidavit of Mr Herps includes data winithe applicants have consolidated
from a number of pieces downloaded by the BitTdrAsgent over a period of many months

from the RC-08 subscriber account (one of the RGa26ounts) in relation to the film
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Pineapple ExpressThe resulting film is viewable for a period of 4Bconds at one point,
eight seconds at another point and 47 secondo#iermoint. The applicants submit that this
may well constitute a substantial part of this ipatar film. The Court observes that the RC-
08 account reveals that the film was left availadodine for some nine months or so which
the Court considers was an exceptional periodned tbn the evidence. Further, such analysis
is unnecessary in view of the Court’s constructadnthe ‘electronic transmission’ act in

relation to the BitTorrent system as explained Wwelo

‘To the public’

The respondent submits there is a question whétkese one-on-one (or peer to peer)
communications of a single piece of the film satisfe definition of a communicatioto’ the

public as required by s 86(c) of the Copyright Act.

The respondent submits that there is a distindbetmveen the communication act of
‘making available online’, which is conceded in ghecircumstances to be to the public at
large, compared with the act of ‘electronic trarssi@n’ which, from a technical perspective,
is submitted to be in a closed setting to a limpedlic. The ‘electronic transmissions’ in this
instance are the direct communications betweerspedhe swarm of pieces of the file. The
respondent submits that such communication (berglimited public) will only constitute a
communication to the public within the meaning lodittterm in s 86(c) if the communication
occurs in a ‘commercial context’, citin@elstra Corporation Limited v Australasian
Performing Right Association Limit€@i997) 191 CLR 140 Telstra v APRA at 157.

The applicants have provided submissions in suppbitheir contention that this
requirement is satisfied. However, the Court findsnnecessary to determine such issue
because of the Court’s construction of the ‘elegtrdransmission’ being effected in these

circumstances, as considered hereunder.

The solution

The Court’s preference in the circumstances isake ta broad approach. The Court
finds that it is the wrong approach to focus onheadlividual piece of the file transmitted
within the swarm as an individual example of areddonic transmission’. The BitTorrent

system does not exist outside of the aggregateteffethose transmissions, since a person
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seeks the whole of the file, not a piece of it.shmort, BitTorrent is not the individual
transmissions, it is the swarm. It is absurd togesgg that since the applicants’ evidence only
demonstrates that one piece of a file has been Idaded by the DtecNet Agent from each
iiNet user (in some cases more than one, but nayymmre), the applicants cannot prove that
there have been ‘electronic transmissions’ by iiNgtrs of the applicants’ films. But it is
equally absurd to suggest that each and every pakea by the DtecNet Agent from an iiNet

user constitutes an individual ‘electronic transmg’ infringement.

The correct approach is to view the swarm as aityeint itself. The ‘electronic
transmission’ act occurs between the iiNet user/@eal the swarm, not between each
individual peer. One-on-one communications betwmesTs is the technical process by which
the data is transferred, but that does not mearstieh level of detail is necessarily what the
communication right in s 86(c) focuses upon. Whhe DtecNet evidence cannot prove
directly that an iiNet user has ‘electronicallyrtsanitted’ a film to the swarm (it can only
show that the data has been ‘electronically tratiediito the DtecNet Agent acting as a peer
in the swarm) the evidence is sufficient to drawirgierence that in most cases iiNet users

have done so.

It is possible, for example, in situations where iifNet user obtains the whole of the
file (by downloading) without sharing the same amtoof data back (by uploading) into the
swarm, that the iiNet user might not ‘electronigailansmit’ enough data to the swarm to
constitute a substantial part. However, the Cossumes that the viability of swarms relies
on peers providing at least as much data as they &0 it can be assumed that peers not
transmitting a substantial part of a film to theassw must be the exception rather than the
norm. Consequently, the Court finds that iiNet ssbave infringed by ‘electronically
transmitting’ the applicants’ films to the swarm.

In answer to the respondent’s submission that ¢hextronic transmission’ right has
not been interpreted in this manner previously,Goert observes that such right has never
been the subject of such detailed judicial consitien on any prior occasion. But, more
importantly, there is a difference between the nexdi process by which an ‘electronic
transmission’ occurs and the copyright act of ‘el@dcally transmitting’. That is, there is a
difference between the process of electronic trasson and the legal definition of that term.
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314 For example, in the case of a simple transmissatwéen a client and server, it must
be remembered that it is in the very nature ofititernet (as described at [44]-[48] of this
judgment) that the transmission of data is effettgdheans of that data being broken up into
thousands or millions of tiny packets of data, whigre then individually routed, not
necessarily along the same path, between the saneethe client. Each of these packets
cannot possibly be a substantial part of a filmt, Yfethe focus was at this level of detail, it
would be impossible for an ‘electronic transmissi@n the s 86(c) sense) tever occur,
because the transmission of files would actually de®n as a series of ‘electronic
transmissions’, each of which are insufficient tmstitute a substantial part. Given that the
communication copyright was drafted with the inegrin mind (see the objects to the
Copyright Amendment (Digital Agenda) Aand one would assume that it was intended that
it be possible for an infringement to occur by nseahan ‘electronic transmission’ over the
internet, the assumption arises that for infringethmrposes, the focus need not be on the
precise technical means by which a communicatiaumsg but rather upon the substantive

effect of a communication.

315 Such interpretation has much to commend it. It cveres the hurdle of ‘substantial
part’ being an issue. However, it also obviateseaosd issue, namely whether the
communication is made ‘to the public’. If the swasseen as the aggregate, rather than each
individual peer within it, it is clear that the camnication is to the public for the same
reason that the respondent concedes that iiNet us@ke available online’ to the public.
That is, the communication is made to the publitagge. On the evidence before the Court,
swarms for popular files (which the applicantsid frequently are) often contain many
thousands of peers. Any one or a number of thosesgre able to receive pieces of a film
from an iiNet user participating as a peer in twarsn. BitTorrent works because there is an
underlying assumption that every peer is willingsteare with every other peer. Generally
there are no restrictions on entry to a swarm, rothan finding the relevant .torrent file.
Consequently, a communication to the swarm canmotsden as anything other than a

communication to the public.

316 One issue arises from the Court’s interpretatiothef‘electronic transmission’ act in
regards to the BitTorrent protocol and it is a amone to that discussed in relation to the

‘making available online’ copyright. The issue ishether the ‘electronic transmission’
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between the iiNet user and the swarm is one trassom, or whether it could be multiple
transmissions, each constituting a single infringetn For the reasons outlined above at
[312], the Court assumes that, in most circumstgnae iiNet user will transmit back to the
swarm at least a substantial part of the file, midedy 100% of the file so as to ensure that
the iiNet user uploads as much as was downloadeel qliestion then remaining is whether,
if one was to transmit more than 100% of the fiselto the swarm, that would constitute

more than one infringement.

As with its finding in relation to ‘make availabtmline’, the Court finds that the term
‘electronically transmit’, in relation to the BitTi@nt system cannot be seen as a series of
single acts. BitTorrent use is an ongoing procés®mmunication for as long as one wishes
to participate. Therefore, the term ‘electronicalignsmit’ cannot sensibly be seen in that
context as anything other than a single ongoinggss, even if the iiNet user transmits more
than 100% of the film back to the swarm. Once thedle of ‘substantial part’ is overcome
initially, that is, the iiNet user transmits a st#mgial part, there is no more than one
infringement, whether the iiNet user transmits wiele of the data making up a film back
into the swarm or more than that amount of datardfore, similarly to the Court’s finding
regarding ‘making available online’ (and again legvaside the exceptional instance of a
person seeking to transmit the same film repeatedythe BitTorrent system which is not

suggested here), it finds thedchiiNet user ‘electronically transmitgachfilm once

The respondent also raises an issue regardingetherement that the infringing act
must, pursuant to s 101, occur in Australia. Sithee'electronic transmission’ of data to the

swarm by iiNet users does take place from Austrtthia requirement is satisfied.

Who makes the communication?

Such finding does not completely answer the issased in relation to ‘electronic
transmission’ act, as the respondent raises a ifssake regarding who it is that makes the

communication.

The respondent submits that in the case of theN&tieevidence, the communications

are made by the DtecNet Agent, not the iiNet ua@h the consequence that the DtecNet
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Agent is one who ‘electronically transmits’ withthe meaning of that term in s 10 of the
Copyright Act.

Further, the respondent submits that Mr Herps and-idser have been licensed by
the applicants and therefore their actions canedrdmated as infringements. The respondent
submits that for this reason there is no evidemerb the Court of any infringing ‘electronic
transmissions’ by iiNet users. The Court will ad$rdirst the communication issue, then the

licence issue.

The relevant section of the Copyright Act which dsea@pon this issue is s 22. Section

22 states:

(6) For the purposes of this Act, a communicatitrenthan a broadcast is taken to
have been made by the person responsible for deiegnthe content of the
communication.

(6A) To avoid doubt, for the purposes of subsec{®)y a person is not responsible
for determining the content of a communication ryebecause the person takes one
or more steps for the purpose of:

(a) gaining access to what is made available onlinesbgneone else in the
communication; or

(b) receiving the electronic transmission of which ¢benmunication consists.

Example: A person is not responsible for deternginithe content of the
communication to the person of a web page meretalme the person clicks on a
link to gain access to the page.

Subsection (6) was discusseddaoperl50 FCR 1 at [69]-[76] and briefly at [362] ifazaa

The disagreement between the parties relates itodlternative characterisations at a
technical level of how each communication of a pietthe file between peers is effected by

the BitTorrent protocol.

As already mentioned, the Court does not consider televant ‘electronic
transmission’ to be the transmission of each padce film between an iiNet user and a peer
in the swarm, but rather between the iiNet usertaadgswarm itself. Consequently, the issues
arising regarding the person who makes or origm#tie communication do not arise under

the Court’s construction of the ‘electronic transsmn’ right in the present circumstances. It



325

326

327

-03 -

is clear that the person responsible for deterrgiine content of the communication is the
iiNet user who chooses a particular .torrent fdennects to that swarm, and, over time,
‘electronically transmits’ to that swarm the fils they themselves receive pieces of it. The
effect of s 22(6A) would appear to be that the fiNser cannot be said to ‘electronically
transmit’ if they receive datérom the swarm. However, as has been made clear, the

‘electronic transmission’ is from the iiNet ugerthe swarm.

There is no direct evidence of the transmissiodata to the swarm as a whole, as the
evidence before the Court is of transmission of lgging of data between the iiNet user
and the DtecNet Agent. However, the Court findst thach evidence, coupled with the
evidence of the operation of the BitTorrent protoand with the Court’s interpretation of
‘electronically transmit’ in the current contexs, sufficient to draw an inference that there is
an ‘electronic transmission’ by iiNet users to thwarm, and that such transmission is

infringing the applicants’ copyright.

Were the applicants’ investigators licensed?

The relevance of much of the debate regarding whaztronically transmits’ pursuant
to s 22(6) stems from the respondent’s contenhiahthe applicants’ investigators, Mr Herps
and Mr Fraser, were not infringing the copyrightlod applicants because they were licensed
by the applicants to do copyright acts in relatomhe films. The Court’s analysis of the term
‘electronically transmit’, in particular in relatioto s 22(6) and (6A) of the Copyright Act,
makes the debate redundant because the Court dorsead the evidence of Mr Herps or Mr
Fraser to conclude that iiNet users ‘electronicaiynsmitted’ films: the DtecNet evidence is
enough. However, given that licence was a highhtested issue the Court will consider the

submissions of both parties.

As established imrAvel Proprietary Limited v Multicoin Amusements phietary
Limited and Anothef1990) 171 CLR 88, it is for the applicants to powat particular
infringements occurred in the absence of theirnkkee Such proposition is, in itself, a
tautology. If licence exists there could be noimgement since the absence of licence is a
precondition to an infringement of copyright. Thespondent has conceded that where the
applicants can prove a copyright act committedildgti users, such act was an infringement
because it occurred without the licence of the iappts. However, the respondent does not
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concede that Mr Herps and Mr Fraser (who were bothloyees of AFACT and subscribers
of the respondent) were unlicensed by the appbkcaien they downloaded the applicants

films via the respondent’s internet service as stibers of the respondent.

In the Full Federal Court decision Gomputermate Products (Aust) Pty Ltd v Ozi-
Soft Pty Ltd and Otherd988) 20 FCR 46 Sheppard, Spender and Gummowudd that the
word ‘licence’ in s 37 of the Copyright Act wasenthangeable with the words ‘permission’
or ‘consent’ (at 48-49). Their Honours also fouhdtta licence did not have to be brought
about by means of a contract: rather, a ‘bare’ntbee could be inferred from factual
circumstances (at 49-50 and 51). The Court can findeason not to interpret the word
‘licence’ in s 101 of the Copyright Act in the sammanner as s 37 of the Copyright Act.
Consequentially, the Court considers that the wdrdsnce’, ‘consent’ or ‘permission’ are

interchangeable in s 101 of the Copyright Act.

The applicants rely upon two pieces of evidencestmg their contention that there
was no licence, namely the statements of the sexkgutives and the evidence of Mr Gane.

Each will be dealt with in turn.

STUDIO WITNESSES' EVIDENCE

The applicants firstly refer to statements in eatthe studio withesses’ affidavits as
evidence of the absence of licence in relatioh&®AFACT investigators, Mr Herps and Mr
Fraser. Those statements, which are substantiddigtical, are in very broad terms. For
example, Ms Garver of NBC Universal stated:

From my own knowledge and my review of the bookd eecords of Universal, |

confirm that the Universal Applicants and theielicees have not given any licence,
permission or consent:

(a) to any customers of the responddiiti€t Customers) or persons accessing the
internet by means of the internet accounts of iiflestomers, to make available
online or electronically transmit in Australia (lading by means of BitTorrent
technology), or make copies in Australia of, theolehor a substantial part of any
of the motion pictures or television programs corgd in the Universal Film
Catalogue, including the Universal Films...

As a matter of common sense, this statement calnathat the applicants wish it to
do. It seeks to speak for both the Universal applie and all their licensees and is said to

relate to all iiNet users. This cannot be corréct example, iTunes must be a licensee of
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some of the applicants. As discussed at [184] aviples the means by which people can
purchase and download films of the applicants &rtbomputers (among other things) and
that download necessarily involves making a copyaofilm (for the same reason as
downloading via the BitTorrent system). The evideat[184] also establishes that iTunes is
widely used by iiNet users. Therefore, was Ms Giasvatatement or any of the other studio
witnesses’ statements correct, iiNet users who lased and downloaded copies of the
applicants’ films legitimately through iTunes wouldfringe copyright, because they were
never granted a licence by any of the applicanthair licensees to do so. This is obviously

incorrect.

As the iTunes Store Terms of Service (exhibit M}esdt of purchases from the iTunes

Store:

10. b. Use of Products

Usage Rules

(iif) Your licence of Products as authorised hedmrmpermits you to use the Products
on five iTunes-authorised devices at any time...

(iv) You shall be able to store Products from ugive different Accounts on certain
devices...at any time.

(vii) You shall be entitled to export, burn (if dmable) or copy (if applicable)

Products solely for personal, non-commercial use.
Each of these devices (for examphm iPod, iPhone or Apple TMwill require a copy of the
film to be placed on it to enable legitimate useistthe licence necessarily extends to making
a copy of the film within the meaning of s 86(a)tbé Copyright Act. Therefore, assuming
that iTunes itself is ultimately licensed by theikdmsal applicants (which one assumes it
must be because Mr Dalby gave evidence of the abiliiyy of Universal films to download
from iTunes) iTunes would then licence any persoduding an iiNet user, who purchased
one of the Universal films through iTunes to makeogy of it. The Court assumes that at
least some iiNet users have purchased the Univéhsal through iTunes. This is in direct
contradiction to Ms Garver’s statement tHatonfirm that the Universal Applicants and their
licensees have not given any licence...to any cussoiethe respondent...or persons

accessing the internet by means of the internebwads of the iiNet Customers, to...make



333

334

-96 -

copies in Australia of...any of the motion picturastelevision shows contained in the
Universal Film Catalogue In the circumstance of such contradiction, theu€ finds that the
statement of Ms Garver at [330] and any similatesteent of the other studio witness to be

unreliable.

Further, as already found, a licence need not bedbor contractual. It can be
implied from conduct. It can be entirely casualefiéfore, it is unlikely in this circumstance
that the books and records of Universal, or of atimer studio for that matter, would provide
any guidance as to whether Mr Herps and Mr Frasze Wcensed to do what they did. The
Court accepts the broad accuracy of statementaattaabove of Ms Garver, and statements
of other studio witnesses to the same effect, iyt tannot, by themselves, prove absence of
licence in circumstances where other evidence sgdRat licence exists, as the preceding

discussion in relation to iTunes has shown.

MR GANE’S EVIDENCE

Mr Gane answered, in reply to a question askedmfWhether his investigators had
the licence of the copyright ownersf ‘course ndt He stated that[flhere may be occasions
where my investigators — | actually direct them amstruct them, which you may technically
say is infringement of copyright, when they goand purchase, or download pirated copies.
It is an investigative techniqueWith respect to Mr Gane, such statements reflect
layperson’s understanding of copyright law. Coplytigs not infringed by purchasing an
infringing copy (the infringer is the person whaeates that copy), but that is immaterial.
More importantly, one does ndethnically infringe copyright. Either copyright is, or is o
infringed. If a licence exists, no infringement caccur. Whilst Mr Gane understood that
there was no licence, the Court considers that uhiderstanding was made on a far too
narrow and formal interpretation of the word ‘licen Licence can be inferred and it can be
inferred by conduct Just because Mr Gane may have thought that heowtesing the
infringement of copyright does not mean that he.wWRegardless, as will be shown, Mr
Gane’s own evidence contradicts his belief. Therample evidence, as detailed hereunder,
sufficient to establish that the AFACT investigatovere, in fact, licensed by the applicants

to do copyright acts in relation to the films.
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As already discussed above at [82], AFACT is affdd with the MPA, which is the
primary industry body of the applicants. In praatiterms, AFACT is the local ‘franchise’ of
the MPA. AFACT receives its funding from the apphts. Mr Herps and Mr Fraser are
employees of AFACT. While the evidence suggesteat the studios provided funds to
AFACT but were largely ‘hands off’ in relation tbd operation of AFACT, this does not
lead to the conclusion that there was not an intplicence given to AFACT to use the
applicants’ films as necessary for the purposegathering evidence for investigations of
infringement and litigation. It seems most unlikéiat the applicants would provide money
to an organisation for the purpose of knowinglyimging their copyright. One might argue
that such money was provided in order for AFACTintiminge copyright for the purposes of
preparing for litigation or investigation of copght infringement, but such reasoning is
circular. If funding was provided in order to gatleeidence for the purposes of a proceeding
or for other reasons, that is evidence that theae permission or consent for Mr Herps and
Mr Fraser to do copyright acts. One cannot givanigsion for one’s copyrights to be
infringed; the very granting of permission vitiatege infringement, because the infringement

is predicated on the absence of permission.

Indeed, it is this aspect which exposes the fallatyhe applicants’ position. The
cross-examination of Mr Gane and Mr Herps estabfighat no films were downloaded or
were directed by Mr Gane to be downloaded via tit€dBrent system by Mr Herps and Mr
Fraser (and consequently no further copies of §itrak were made on DVD or other media)
until those films were included in a list of filnpsepared by the applicants that weskeared
for litigation’.

[Mr Gane]: But the details [of the AFACT investigats], by and large, are left up to

you and to AFACT?---The details, in terms of howdonduct the investigation,
would be up to me.

Thank you. In this case, there were some detagis\iere given to you from either
the regional office or the head office, such asgfample, the list of titles approved
for Australian litigation, correct?---Correct.

Thank you. And those activities that he [Mr Herpspaged in...they were part of his
duties as an employee of AFACT?---They were parhisfinstructions to — from
myself, to be an — as part of his investigativeatuliies, so yes.

Yes. And he downloaded the films that you told hindownload?---No.

Did he download titles that had been put onto thdis lists, cleared for litigation in
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Australia, as we discussed earlier?---Some ofitles tyes.

And he [Mr Fraser] did those activities, as dirddby you?---Yes, he did.

[Mr Herps]: .. And during that period, 19 to 27 June 2008, you mloaded some
films via BitTorrent, is that correct?---That’s cect.

And was that on the instructions of Mr Gane?---Yesas.

And were you informed which titles of films you shd seek to download in the
course of that process?---Not directly which titlest any number of titles.

And you searched for files containing copies of smotion picture television
programs you list, there. Is that a list of titwsepisode names that were identified to
you by Mr Gane that you should look for?---They &part of a series.

Yes. So he identified more titles than that ande¢hsere among them?---Yes.

And were you acquainted, by 27 June 2008, withoaguture that might be described
as the DtecNet evidence gathering procedure?---Yes.

Thank you, and did that involve engaging in adigtthat were directed at titles that
came from a list of clear titles that had been dddesomething called share point?--
-That’s correct.

And you confide [sic-likely confine] yourself witthe stage of the activities to the

titles that were so cleared and available on spairg?---That's correct.
Such studios’ list was regularly updated by theliappts on Microsoft SharePoint (which is
a secure online facility for the MPA and affiliates share content). That is, the copyright
owners or exclusive licensees were the bodiesgbagerated those lists. The act of placing
those films in the cleared for litigation list is sufficient evidence to imply that the
investigators where then licensed to do copyrigbts an relation to them. Only by
undertaking the investigations could evidence btiobd for the litigation. Mr Perry of
Paramount, for example, said:

And so, from when the title was put on SharePgiat; understood that that was a

title that would be the subject of the sorts ofestigations that DtecNet was carrying
out; correct?---Yes

And the subject of the sorts of activities that AFR was carrying out; is that
correct?---Yes

To find further evidence of licence one need oolykl at the fact that Mr Herps and

Mr Fraser have voluntarily submitted affidavit esmate before the Court of actions which,
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but for a licence from the applicants, would cans#i copyright infringement. The damages
for such copyright infringement could be substdntend one might suggest the word
‘flagrant’” within the meaning of that term in s 14Xb)(i) of the Copyright Act applies to
such conduct, given its blatant and open natureh ghat it would satisfy an award of
additional damages. It could scarcely be accepted Mr Herps and Mr Fraser would
volunteer to perform such acts if they did not knawplicitly or explicitly that the applicants
would not bring suit against them to seek damagescobpyright infringement in the
circumstances where they delivered themselves éefoe Court with evidence of such
copyright infringement. Further, the applicants dnawot moved against them since such
evidence was read and admitted before the CourteWdll these circumstances are
considered, the Court does not accept the widthleft is relied upon by the statements of
the studio executives or Mr Gane. Their understamds negatived by the contradictory

evidence.

M OORHOUSE

The applicants submit that the present circumstaren® similar to the events
occurring inThe University of New South Wales v Moorhouse arath®r(1975) 133 CLR
1 (‘Moorhous@. In that case a university graduate, Mr Brenrmaesumably prompted by, or
at the request of, the Australian Copyright Courgsdid to haveéinstigated, or at least
supportetthe proceedings (at 7)) supplied the evidencprhary infringement by copying
pages out of a book (discussed in more detail belb[868]). In that case, it was found that
such act was an infringement of copyright by Jacbbsith McTiernan ACJ agreeing) at 20
and Gibbs J at 11.

The Court does not consider thdborhousestands for any broad proposition that
deliberate actions taken by investigators for thgppses of litigation constitute infringement
of copyright.

Furthermore ,Moorhouseis readily distinguishable. There does not appeahave
been any argument in that proceeding as to theéeexis or absence of licence of the primary
infringer. Since the proceeding was clearly a ‘tease’ (see [367] below) regarding
authorisation no occasion arose to consider any issue of leeeBoth Gibbs J and Jacobs J
turned their minds only to whether the act of pkoftying was a copyright act, whether it
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was done in relation to a substantial part of tleekwand whether there was any statutory
defence. Consequently, it is not surprising thatrthlonours did not turn their minds to the
guestion of licence. As their Honours Gleeson Qim@ow and Heydon JJ stated @SR
Limited v Eddy(2006) 226 CLR 1 at [14]:

But where a proposition of law is incorporated iti@ reasoning of a particular

court, that proposition, even if it forms part bétratio decidendi, is not binding on
later courts if the particular court merely assuritedorrectness without argument...

The Court notes that the issue of licence was dgamliin the first instance judgment
in Moorhouse & Angus and Robertson (Publishers) PiyM University of New South Wales
(1974) 3 ALR 1 (Moorhouse3 ALR 1’) at 15. However, it is important to diggmish such
decision on two grounds. Firstly, the first instapadge only analysed whether licence was
extended to Mr Brennan from Angus and Robertsaom [§tiblisher of Mr Moorhouse’s work)
pursuant to a specific clause of an agreement leetw&ngus and Robertson and Mr
Moorhouse which was not reproduced in the primadgment. Accordingly, the terms of
such agreement are unknown. Secondly, Angus andrioln provided no evidence in those
proceedings. Therefore, the Court does not congfgemprimary judgment’s discussion of
licence to be a discussion of licences in suchaoesn generally. Rather, it was specific to
the factual circumstances of those proceedingstlamgk circumstances are distinct to those

in the present circumstances.

Further, there is clearly a far higher degree chrawess on the part of the studios of
the general actions of AFACT than there was fromabpyright owner ilrMoorhouse who
was found tonot know beforehand that it was proposed to makepy of part of his book
(see Gibbs J at 7-8). Ms Garver, for example, nayhave personally known that Mr Herps
personally would be undertaking copyright acts, that is hardly surprising. The applicants
knew, at least in general terms, what was occurrifigally, it is not certain whether Mr
Moorhouse had any association with the Australiapy€ight Council, the body that appears
to have prompted the proceedingsMoorhouse In the present proceedings the applicants

have delegated some investigations of the infriregdrof their copyright to AFACT.

It is for the applicants to prove there was no eomslicence or permission for Mr
Fraser and Mr Herps to undertake acts compriséaeimpplicants’ copyright. The applicants

have not so satisfied the Court. Indeed, the Caunppositively satisfied that thereas
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consent, licence or permission for the copyrightoas undertaken by Mr Herps and Mr

Fraser.

Despite such finding, the Court does not find $sié to be of any real consequence.
Whether or not Mr Herps and Mr Fraser were licensedters little for two reasons. Firstly,
it is always open to the Court to infer from acsomhich are licensed that actions which are
not licensed are occurring. Secondly, and more mapdy, the Court does not rely on the
evidence of either Mr Fraser or Mr Herps for anytld infringements found to have been
proven by the applicants above. That evidence asiged by DtecNet. As already found,
when one considers the DtecNet evidence as beiigrese of the likelihood that an iiNet
user has ‘electronically transmitted’ the film thet swarm, rather than ‘electronically
transmitted’ a piece of the film to the DtecNet Agas a peer, it is immaterial whether the
investigator such as DtecNet is or is not licensadther, as will become apparent from the
discussion below, whether or not Mr Herps or Mrdérawere licensed has no impact on the
Court’s finding in relation to whether the applitethave made out their claim that iiNet

users have made further copies of films onto othamage media.

Did s 104 of the Copyright Act apply?

The respondent pleaded that the actions of Mr HevjssFraser and DtecNet were
also done for the purpose of this proceeding and Hitracted s 104 of the Copyright Act
which states that copyright is not infringed whareopyright act is donddr the purpose of a
judicial proceeding However, the respondent made no mention of safument in its
closing submissions and the Court considers thabg abandoned. Even if not abandoned,
the Court rejects it. The Court believes that ttape of s 104 is narrow, similar to s 45(1) of
the Copyright, Designs and Patent Act 1988K) and thus would not cover the actions
undertaken by Mr Herps, Mr Fraser or DtecNet. Ralgas, the issue is irrelevant as the
Court has found that the activities of Mr Herps &mdFraser were non-infringing because

they had the licence of the applicants.

Make a copy of a substantial part of a film

The final type of infringement alleged by the apailits is that iiNet users have made
copies of the applicants’ films. There are two sy copies alleged to have been created.

The first are the copies of the films necessarigated by the iiNet users upon downloading a
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file from a swarm, namely the very file sought bhetiiNet user from a swarm is an
infringing copy. The applicants also allege thhii users have then made subsequent copies
on physical media such as hard drives, DVDs or roterage media from the copy
downloaded from the BitTorrent swarm. The Court wéal with each alleged infringement

in turn.

Copies from BitTorrent

The respondent admits that where the applicantisieece shows a particular iiNet
user sharing a file with a swarm, it is highly lkéhat that iiNet user obtained that copy from
the swarm, and it is therefore an infringing copycordingly, there is no real dispute
between the parties that iiNet users have madengifig copies of the applicants’ films.
After all, obtaining a copy of the film is the wieoteason that iiNet users would infringe the
applicants’ copyright in the first place. An iiNefser derives no benefit from ‘making
available online’ the film to the swarm, nor ‘elemtically transmitting’ the film to the swarm
(except in the sense that these actions are pretimorsdfor participation in the swarm). These
actions are merely consequential effects of thetiilser’s actions in obtaining, for personal
use, an infringing copy of the film. Further, tlaef that the file being shared with the swarm
has the same hash value as the file being shardthinparticular swarm means that it is
essentially impossible for the film to have beemirsed from anywhere else, or to be a
legitimate copy.

The respondent submits as a possibility that thmy coay have been obtained from
the swarm at a time while the particular computequiestion was connected to the internet
via a different ISP (such as laptop used at work @inhome). However, as the respondent

also admits, this is nothing other than a possbili

Further copies made on physical media

The applicants’ further claim, namely that iiNeets made further copies on physical
media (such as a DVD) for viewing for other purgyse infringement one step removed
from those outlined above because the allegednggment does not take place across the
respondent’s facilities. This particular claim wtHge subject of a strike-out motion in
Roadshow No Bnd at [33]-[34] the Court refused such motionwewer, in the Court’s
refusal to strike-out the claim, the Court stateat tthe Court is mindful that if the evidence
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of Roadshow [the applicants] proves inadequateattst/ the requisite burden of proof, such

claim will fail’.

The only admissible evidence supporting such cliginthe actions of Mr Herps and
Mr Fraser, an affidavit by Mr Gane and documengareéing an AFACT criminal copyright
infringement investigation. The Court concludest thach evidence establishes that it is a
technical possibility that further copies are bemgde. But such evidence can give absolutely
no guidance to the Court how frequently such actiocurs, or how likely it is to occur. In

summary, the evidence only raises the possibiy further copies are being made.

The actions of Mr Herps and Mr Fraser show the rimeth capability of such
subsequent copying. However, as Mr Herps and Msdfracted in order to gather evidence
solely for the purposes of investigation of copltignfringement and eventually these
proceedings, the Court is circumspect in accegheg evidence as objective evidence of the
propensity of certain actions undertaken by iiN&trs. The Court would make such finding

irrespective of whether they were licensed.

Brief evidence was given of an investigation conddcby AFACT known as the
AFACT ‘Rama’ investigation into the copyright inigement of certain individuals who
subscribed to iiNet (not related to these procegg]in Such investigation concerns
commercial-scale criminal copyright infringemerdy fvhich individuals have been charged.
The Court has been informed by the applicantsdhelh persons charged are presently before
the Local Court in Brisbane. The Court finds thattsconduct is unlikely to be typical of an
iiNet user. Indeed, much of the applicants’ subioiss particularly in criticism of the
respondent’s practice of forwarding the AFACT Nesido the police, are predicated on an
assumption that the actions of the infringing iiNséers are not criminal actions.

The Court does not consider the opinion of Mr Géred it is likely' that further
copies would be made on DVD or other storage nadtéoi be sufficient evidence of the
likelihood of that conduct in relation to iiNet use Mr Gane appears to deal mainly with
commercial-scale infringements. The Court maderdleat while the evidence of Mr Gane

on this issue would be admitted, its relevancevagidght would be minimal.
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Finally, in relation to the piracy reports exhilit® the first affidavit of Mr Gane, the
Court can find no guidance from such reports. Tém@orts in question are general reports
relating to worldwide copyright infringement trended studies of general internet traffic.
The applicants have not pointed to any particukstisns of such reports as providing
evidence of the likelihood of films downloaded frdhe internet being further copied onto

other storage media, let alone by iiNet users.

The Court does not believe that such evidence fiscigmt to prove that, on the
balance of probabilities, iiNet users have madé¢héur copies of the applicants’ films on
DVD or other storage media. Upon the evidence lkeifpithe Court does not find that such

infringement is made out.

Conclusion

The Court finds that iiNet users have ‘made avélabnline’, ‘electronically
transmitted’ and made copies of the applicantshtified films without licence of the
applicants (except in the case of Mr Herps and Msé&r). The Court does not find that iiNet
users have made further copies on other storageanmdtkerefore, the applicants have proven
primary infringement on the part of the iiNet useasd consequentially the next step is for

the Court to consider whether the respondent caaioketo have authorised those acts.

PART E1: AUTHORISATION

The key issue in these proceedings is that of dgipyrauthorisation. Primary
infringement has been established in Part D. Tbegefthe next question the Court must
consider is, pursuant to s 101 of the Copyright, Adtether the respondeatthorisedthe
doing in Australia of any act comprised in the aogiyt of the applicants by those that have

been found to have infringed.

In the 1987 decision dlanimex Gummow J commented at 285 thigihe evolution
of the meaning of “authorisation” in the 1911 Aatcathe 1968 Act has pursued perhaps an
even more tortuous course than the doctrine of rdmrtory infringement in the United
States The Court concurs with such statement, and stlhecome even more apt in the years
following that decision. Despite the legislatureatempt to simplify the relevant

considerations pursuant to tBepyright Amendment (Digital Agenda) Actd s 101(1A), the
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law of authorisation has continued to grow more gloicated and unwieldy, with a litany of
competing and contrasting considerations, and with statement of principle frequently
matched with a contradictory one. The authorityaothorisation has become a mire. There
seems to be little certainty other than the basagim that authorisation is a question of fact
to be decided in the particular circumstances @hezase: se®erforming Right Society,
Limited v Ciryl Theatrical Syndicate, Limitg@l924] 1 KB 1 at 9;The Corporation of the
City of Adelaide v The Australasian Performing Rigssociation Limiteq1928) 40 CLR
481 at 504 (Adelaide Corporatiol); Moorhouseat 21; Australasian Performing Right
Association Limited v Jai(Ll990) 26 FCR 53 at 59Jain’); Australasian Performing Right
Association Ltd v Metro on George Pty Ltd and Ost{2004) 61 IPR 575 at [17]Nletro);
Nominet UK v Diverse Internet Pty Ltd and Othg804) 63 IPR 543 at [129]N'omineY);
andCooperl50 FCR 1 at [80]Kazaaat [368].

Judicial consideration of authorisation

In the following discussion a number of authorigatdecisions will be considered.
However, the Court considers that four specificislens must be considered in greater
factual detail. They ar&oorhouse Kazag Cooper150 FCR 1 andCooper156 FCR 380.
Moorhouseis discussed in detail in the section regardirgy ‘theans’ of infringement. The

other three decisions will be considered below.

Kazaa

The information underlying the following discussi@ sourced from [59]-[61] of
Kazaa The Kazaa proceedings dealt with computer software knowrthes Kazaa Media
Desktop. This software allowed a person to acogaghe internet, two networks known as
FastTrack and Joltid PeerEnabler. The Court wiBréo the software and networks together
as the ‘Kazaa system’. By means of the Kazaa syssars could search for files contained
in the computers of other users on the system. Qle=eof interest were found, the users
could connect directly to the computer containingse files and download the file. This is
similar, at least in substantive effect, to how Bif orrent system operates. However, there
are important technical differences between thénnelogies. The Kazaa system had,
according to the applicants in those proceeding2P‘ characteristics [however] it is now

clear that it has many features in common withntlgerver and centrally indexed systems
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The BitTorrent system appears to have more p2p acltestics than client/server

characteristics.

The individuals and corporate entities responditaléhe creation and maintenance of
the Kazaa system were sued for authorisation ottipgright infringement of the users of

the Kazaa system.

Wilcox J found that the respondents had authoridexl offending conduct. In
particular, his Honour found at [489] that Sharnaaud Altnet authorised the infringements
which resulted from the use of the Kazaa systertt) katities responsible for the creation
and maintenance of the Kazaa system. His Honoundfad [411] that by means of technical
mechanisms, namely ‘keyword filtering’ and the @dile flood’, the respondents had the
means to prevent or at least substantially redheenumber of infringements which were
occurring by use of the Kazaa system. His Honoumdo at [404] that it was in the
respondent’s financial interest for there to berenereasing amounts of file-sharing and the
respondents knew that copyright infringement wasptedominant use of the Kazaa system.
Further, his Honour found at [405] that the resmorid had positively exhorted or
encouraged users of the Kazaa system to infringgright: that is, it was the intention of the

respondents that the Kazaa system be used togafdopyright.

Cooper

Cooperl50 FCR 1 concerned the operation of the websité@//www.mp3s4free.net
which was created by Mr Cooper. At [84] Tamberlifiodnd that the website was highly
structured and user-friendly and contained hypleslito other websites, or remote servers,
which contained music files. Therefore, a persoro wisited Mr Cooper’'s website was
provided with the means to quickly and easily dayadl copyright infringing music files,
although those files were not directly hosted on@doper’s website. On appeal in 156 FCR
380 it was admitted by Mr Cooper at [2] that themvhelming majority of hyperlinks on his

website went to copyright infringing music files.

Tamberlin J found inCooper 150 FCR 1 at [84] that Mr Cooper intended and
designed his website to be used for copyrightrgiement. Tamberlin J found at [88] that Mr
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Cooper authorised the copyright infringement thedufted by use of his website. Such

findings were upheld on appeal@ooperl56 FCR 380.

Mr Cooper’'s website was hosted by an ISP known -dglk/Com-cen (‘Comcen’).
Tamberlin J found at [122] that Mr Cooper was adinassisted in the creation of his website
by an employee of that ISP. It was also clear tmf@erlin J at [119] that Comcen was well
aware of the copyright infringing nature of Mr Ceojs website. Comcen had in fact made
an arrangement with Mr Cooper whereby Mr Cooper&bsite would be hosted free of
charge in exchange for Mr Cooper advertising Conscearvices on his website (at [36]).
Tamberlin J at [117] found such an arrangement wdikely to have been made unless
Comcen stood to make a commercial benefit, anditldvonly have known that it stood to
make a benefit if it was aware of the high volurhé&affic going to Mr Cooper’s website and
its copyright infringing nature. Finally, Tamberlth found at [121] that Comcen had the
power to prevent the infringements occurring by nseaf Mr Cooper’s website by refusing
to continue to host it. These findings were uphahtdappeal inCooper156 FCR 380 by
Branson J and Kenny J in separate judgments, wéhdh J (as he then was) agreeing with

both decisions.

These decisions, and the factual circumstancegpiart to them, will be referred to
throughout this part of the judgment.

The ‘means’ of infringement

Moorhouse

In an uncharacteristic lack of prescience, Gibbsaitl at 12 of theMoorhouse
proceedings]i]t will be seen that the present appeal, althougtended to be a test case, is
of limited significance Judicial history has proven otherwise. The Faéideral Court
decision ofJain at 57 stated[t]lhe starting point[of an analysis of authorisationis the
Moorhouse caseThe Court agrees and considers that it remairfslfowing the insertion of
s 101(1A) into the Copyright Act. That section doed change the role dfloorhouseas
‘s 101(1A)s premised on the concept of “authorization” deymdd by the High Court in that
case (per Kenny J inCooper156 FCR 380 at [136]): see alk@zaaat [402]; andCooper
150 FCR 1 at [83].
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As discussedMoorhouse considered the factual circumstance of coin-opdrate
photocopiers provided by the University of New $oWales (‘the university’) in its library.
Mr Brennan copied a short story out of a copyrighirk, specifically the book The
Americans, Baby At first instance it was found that Mr Brennaachinfringed copyright.
However, the university was not found to have ausied Mr Brennan’s infringement given
that it did not inducé him to infringe: seeMoorhouse3 ALR 1 at 15. On appeal, both Gibbs
J and Jacobs J (with McTiernan ACJ agreeing) fabhatthe university had infringed. Their
Honours, while agreeing on the outcome, each appeshthe issue on a slightly different

line of reasoning.

GiBBs J

Gibbs J found at 12, adoptirkdelaide Corporatiorand Falcon v Famous Players
Film Company[1926] 2 KB 474 (Falcon v Famous Playe€)s that the word ‘authorise’
means $anction, approve, countenanand can also, pursuant #adelaide Corporation
mean permit. His Honour found at 12 that one cannot be saiduthorise the infringement
of copyright unless one has some power to preveniting Adelaide Corporationand that
express or formal permission or sanction is noesgary in that inaction or indifference can
reach a degree whereby authorisation will be iefisrragain citingAdelaide Corporation
While indifference can lead to authorisation, hisndur stated at 12 that authorisation
requires a mental element such that it will notfdasend where one is inactive and does not
know or have reason to know that infringements aceurring, pursuant tcAdelaide
Corporation His Honour then said, in perhaps the most citedapsulation of the
requirements of authorisation (at 13):

It seems to me to follow from these statementsrivfciple that a person who has

under his control the means by which an infringetmeaty be committed — such as a

photocopying machine — and who makes it availablether persons knowing, or

having reason to suspect, that it is likely to bedufor the purpose of committing an

infringement, and omitting to take reasonable stiepémit its use to legitimate
purposes, would authorize any infringement whiculted from its use.

The first consideration, therefore, was whether timversity had provided the
‘means’ by which an infringement may be committ®w the facts before him, his Honour
noted at 13 that the university made availablmoks in its library-at least those in the open
shelves — and provided in the library the machibgsvhich copies of those books could be

madeé. In summary, the copying machines were the ‘meahmfringement in thecontextof
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the library. Both were essential. His Honour's mrasg and finding proceeded upon the
context of both books and copier together and thveas no suggestion that the mere
provision of a photocopier in the abstract couldstitute authorisation: for example (at 13),
However, in the nature of things it was likely tismime of theébooks which were
subject to copyright and whickere in the open shelvemight becopied by use of

the machinesin a manner that would constitute an infringemehtcopyright...
[emphasis added]

And also at 14

The University had the power to control both the akthebooks andthe use of the

machines In the circumstances, if a person who was alloteadse the library made

a copy of a substantial part of a bdaken from the open shelves of the library.it

can be inferred that the University authorized tondo so.. [emphasis added]
There was no suggestion that the university awtbdricopyright infringement of books
brought from home, or outside the library, that feaped to be copied on the copiers it had
provided. Later decisions have highlighted the ingae inMoorhouseof both the books
and copiers being provided, for example the Highur€alecision ofAustralian Tape
Manufacturers Association Ltd and Others v The Conmwealth of Australig1993) 177

CLR 480 (Australian Tape Manufacturejsat 498 andVetro at [18].

The next consideration was knowledge of infringem@&ubbs J found at 14 that the
university had reasonable grounds to suspect that some irgnments would be made if
adequate precautions were not takgiven that it was likely that a copier in a lilbyavould
be used to copy books which were predominantly egpted works, and that it could not be
assumed that people would not breach copyright lbans of only copying less than a
substantial part of a work or by only copying inmanner that constituted fair use for
educational purposes. Further, his Honour found[X4}) that the university was put on
notice of the likelihood of infringements by mearisa letter from the Australian Copyright

Council.

As to the third requirement, control, Gibbs J fowtdl4 that the universityhad the
power to control both the use of the books anduee of the machinesAs mentioned, this
statement supports the finding that it was impdrthat both the bookand the copier were

necessary to the finding of authorisation.
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Gibbs J found therefore at 14 théta person who was allowed to use the library
made a copy of a substantial part of a book takemfthe open shelves of the library...it can
be inferred that the University authorized him to sb, unless the University had taken

reasonable steps to prevent an infringing copyhat kind being made

Given the previous paragraph, Gibbs J concludednigans, knowledge and control
are all that is necessary to constitute a findimgaathorisation. Therefore, the role of
‘reasonable steps’ is to take authorising condoicia situation which could be authorising
infringement, out of that context, and thereby endhat would otherwise be infringing
conduct non-infringing. Gibbs J considered (at ¥%-four factors relied upon by the
university as reasonable steps to prevent thengigrnent occurring, namely the provision of
a library guide to students with a section dealvith copyright law; the provision of the
Copyright Act near the copiers; notices placed loa ¢opiers dealing with the subject of
copyright law; and the provision of library attent Gibbs J found (at 17) that none of
these steps were sufficient to negative the findofgauthorisation. They were not
‘reasonable or effective precautions against amimgfement of copyright by the use of the

photocopying machinés

Consequent upon a finding that there were no reddersteps taken, and the previous
finding that authorisation could be made out in fdagtual circumstances, his Honour found

that the university authorised the copyright infement of Mr Brennan.

JacoBs J (MCTIERNAN ACJ AGREEING)

After referring to similar authority to Gibbs Jca#s J found authorisation for slightly
different reasons. His Honour began at 21 by gjatirat authorisation can be found in
situations wheredn express permission or invitation is extendedddhe act comprised in
the copyright or where such a permission or inutatmay be implied In the proceedings
before him, Jacobs J asked at @héther there was in the circumstances an invitat@be
implied that he [Mr Brennan], in common with othesers of the library, might make such

use of the photocopying facilities as he sawv fit
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His Honour began by way of creating a hypothetinalvhich he thought that such
implied invitation and thus authorisation could bstablished, and then compared that
hypothetical to the circumstances before him. Typothetical was:

...assume first a library open to all persons eitineely or on payment of a fee.

Assume that the owner places copying machineseitilthary which can be operated

on payment of a fee whereby a profit accrues tootkeer of the library. Is this not

an invitation to any user to make such use of thelmmes as he sees fit and therefore

an invitation which extends to the doing of actmpdsed in the copyright of authors

whose books are on the library shelves?...I wouldrtamly answer

“Yes”...Authorization is given to use theopying machineto copy library books.
[emphasis added]

The sections in bold provide further evidence o&tmias discussed at [370] above.

Jacobs J then found (at 22) that the mere facttiigakibrary was not open to all was
irrelevant and the fact that the university did nake a profit was irrelevant. He found (at
22) the invitation éxtended by the supply of books and machittedbe an unqualified
invitation such that it was not an invitation tolymise the copiers to photocopy in a non-
infringing way. Therefore, the level of knowledgen ¢he part of the university that

infringements were actually occurring was an iwvaley.

His Honour was not persuaded that the library gyideotices or copy of the
Copyright Act qualified the invitation he had fouridis Honour found at 23Brennan by his
conduct accepted the invitation which had no reiwgualification to use the bookThe
Americans, Baby and the copying machine. The unqualified nature tlee invitation
sufficiently caused him to do the acts which he amll which were comprised in the
copyright of the respondént

Relevantly, Jacobs J’s finding regarding ‘impliewitation’ resulted from a critical
fact specific to that case, namely the provisioa abpier in a library. Copiers have but one
use, to copy. However, such supply of copiers iscopyright infringing in the abstract: it is
only copyright infringing when applied to a work &re such right (copying) is the copyright
of the owner of that work. As Jacobs J said attl24 invitation must beeXxtended to do the
act comprised in the copyrighfemphasis added]. Consequently, the invitationld@nly be

implied because the copier was surrounded by baoks$aining copyright material when
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copying was the exclusive right of the copyright n@n The implied invitation was

predicated on a copier being placed in a libraog,the provision of a copier in the abstract.

CONCLUSION

Therefore, whatever reasoning one chooses to amdidth judgments are based
upon a fundamental assumption that the allegedodasén is the one who provided the true
‘means’ of infringement. The mere provision of fai@s by which an infringement can occur
will not necessarily constitute infringement. The\psion of a photocopier, in the abstract,
would not have satisfied the reasoning of eithdsbGior Jacobs JJ. It was the provision of a
photocopierin a library. The library and provision of books was a distiaad essential

ingredient leading to the finding of authorisation.

It was onlyafter this fundamental and foundational finding thatestuestions, such
as control, power to prevent, knowledge of infrimgamts and so on became relevant. For
example, in Jacobs J’'s reasoning, knowledge is mrgvant if there is a qualified, rather
than an open, invitation: see 22. However, suclsidenation is premised upon a finding that
there was in fact the implied or express invitafiothe first place. Whether or not there is to
be an express or implied invitation is to be caredr from the factual circumstances. In
Gibbs J’s reasoning, one has to have under onasatdhe ‘means’ of infringement before
knowledge of infringement becomes a relevant camaitbn. Consequently, it is of
fundamental importance to decide, in the particalesumstances of each case, whether the
person alleged to have authorised actually proviiedmeans’ of infringement. Context is

all important in authorisation proceedings.

Importance of factual context in decisions followgnMoorhouse

While decisions followingMoorhousemay not explicitly analyse their respective
factual circumstances pursuant to the methodolegyned above, it can be discerned from a
detailed analysis of those judgments that the figsliof authorisation made by them are
predicated on a finding that the particular aut@riwas the person who provided the
‘means’ of infringement, and the analysis of coasitions relevant to authorisation such as
knowledge and power to prevent are predicated wpennitial finding that the ‘means’ of

infringement has been provided by the authoriser.
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If the decision ofMoorhousecan be considered the foundation of the contempora
law of authorisation in Australia, the Court coresilthat the cases since that decision can be
divided into two categories: ‘technology cases’chswasAustralian Tape Manufacturers
Cooper150 FCR 1,Cooper156 FCR 380Kazaaand the present proceedings; compared
with ‘APRA cases’, such a%ain andMetro. While both lines of authority followloorhouse
principles, they are factually quite distinct, wishould be kept in mind when considering
them.

APRA CASES

Two key facts are present in the APRA cases. RhistAustralasian Performing Right
Association Ltd ((APRA’) owns the performance righo the vast majority of music that
could or would be performed in public. Second, atke APRA proceeding, the authoriser
owned or controlled premises in which live musicsweerformed in public. Consequently,
unless those performing at the venue were perf@mrginal works which they themselves
had created and the performance rights to whichniohtbeen assigned to APRA, it would be
virtually impossible for the performance rights atinby APRA not to be infringed by the
performances at the venue. Consequently, Ba¢tro and Jain's factual matrixes were
analogous to &opier in a library. Indeed, the context went bel/doorhouse because it
would have been far easier to use a copier inraritin a way that did not infringe copyright,
for example, by copying less than a substantial pafor fair use for educational purposes
which is an exemption provided by the Copyright #cinfringement, than it would be to use a
live music venue in a way that did not infringe A®&performance rights. As statedNetro
at [56]:

APRA contends that present facts are “relevanttlistinguishable” from those in

Canterbury BankstownThis is based on the argument that Metro has pdwe

control what music is performed on its premiseat thprovides facilities for and

advertiseghose performancesand that,whatever songs will be performed, they
will be songs in APRA’s repertoire [emphasis added]

In Jain the Court appeared to adopt the reasoning of Gibbsjudgment in
Moorhouse The finding of authorisation was predicated uploa foundation that Mr Jain
was effectively the CEO of the company that ownddwern where live music was played
and the likelihood was that music would be played whichuld be part of the appellants’

repertoire: see 61. Mr Jain had knowledge of infringementsuwring, both general (given
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the nature of the live music and APRA’s rights) apeécific (given a letter from APRA of 12
July 1989 stating that infringements of its coplitBywere occurring at the venue): see 61. Mr
Jain was found at 61 to haw@e power to control what music was played at theefn and
also to determine whether a licence from the appelivould be applied farHowever, he
did nothing, taking no reasonable steps to preveatinfringement that was occurring.
Consequently, based on the reasoning of Gibbs Jhdwe authorised the copyright
infringements that occurred at the Old Windsor Tave

No analysis was made by the Full Court in the tesm¥acobs J's ‘implied invitation’
reasoning. However, one could readily infer frora tontext of that case, with a live music
venue and APRA largely owning the rights to almarsy song that was likely to be played
there, that the provision of the premises to thpksing live music was a relevantly
unqualified invitation to use the venue to infringPRA’s copyright, remembering that the
invitation must be oneextended to do the act comprised in the copyrigke [376] above.

In Metro it was argued (at [15]) that there was a contacrangement between the
premises and the promoter whereby the promotertwagmin the relevant APRA licence,
which would, in Jacobs J’'s reasoning, qualify thetation. However, it was also found in
that case that the promoters had not obtaineddéedes and Metro knew this. Therefore, the
invitation in that decision was relevantly unqualf and Metro thereby authorised the

infringement that resulted.

TECHNOLOGY CASES

The ‘technology’ decisions display the requiremdat the authoriser to have
provided the ‘means’ of infringement even more diealthough the High Court decision of
Australian Tape Manufactureisvolved a dispute regarding constitutional lawyexessary
step in the reasoning of the decision was to censithether a vendor who sold blank tape
and/or tape recorders would authorise any infring@nthat resulted from the use of those
items. The High Court found (at 498) that:

[i]t follows that manufacture and sale of articlessch as blank tapes or video

recorders, which have lawful uses, do not constitutthorization of infringement of

copyright, even if the manufacturer or vendor kndleg there is a likelihood that the

articles will be used for an infringing purpose lsuas home taping of sound

recordings, so long as the manufacturer or vendsmio control over the purchaser’s
use of that article.
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The High Court drew a distinction (at 498) betwé®a facts in those proceedings and
those inMoorhousewhere the university had control and hadovided potential infringers
with both the copyright material and the use of theversity’s machines by which copies of
it could be made It would appear that the High Court preferreé #malysis of Gibbs J to
that of Jacobs J, because there was no analysithevhihe sale of blank video tape or
recorders could constitute an unqualified invitatio use that tape to infringe copyright, thus
authorising the copyright infringement which reedltfrom its use. It would appear under
Jacobs J’s analysis of authorisation that contréhe time of the infringement itself was not
an essential element in the circumstance that\dtation can be implied from the mere sale
of goods. While it is always dangerous to atteropgxplain why something was not said or
considered in a judgment, it is at least arguatde given their Honour’s explicit approval of
comments made i€BS Songs Ltd and Others v Amstrad Consumer Etecgd’LC and
Another[1988] AC 1013 (‘Amstrad’) andony Corporation of America v Universal City
Studios Inc164 US 417 (1984) (to the effect that while tapmrders facilitated infringement
they were ¢apable of non-infringing us@gshat the tape’s sale of itself could not conggt
an implied invitation to do a copyright act. In tlsense the tape or recorder would be a
copier in the abstract. lboth Amstrad and Sony there was no liability eyeught there was

evidence that such machines could be used, andusetk for copyright infringement.

Such assessment of tape and recording devices ecaioriirasted with the facts in
Cooper150 FCR 1. In that decision, the fundamental basiBamberlin J's finding that Mr

Cooper authorised infringement was the followingtdial finding (at [84]):

The Cooper website is carefully structured and lgiginganised. Many of its pages
contain numerous references to linking and downit@adr he website also provides
the hyperlinks that enable the user to directlyeasand download the files from the
remote websitesThe website is clearly designed to — and does - ifaate and
enable this infringing downloading. | am of the view that there is a reasonable
inference available that Cooper, who sought adwseto the establishment and
operation of his website, knowingly permitted opagved the use of his website in
this manner andesigned and organised it to achieve this resufemphasis added]

Critically, based upon Gibbs J's reasoning, Mr Gatg website was clearly the
‘means’ of infringement. On Jacobs J's reasoninga$ an express invitation to users to use
the website to infringe copyright. The factsGooper150 FCR 1 in fact went well beyond
that in Moorhousein that Tamberlin J found that Mr Coopetendedthat the website be
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used to infringe copyright. There is no suggestioMoorhousethat the university intended

its copiers and books be used to infringe copyright

It was only after making such funding that Tamlredi went on (at [85]-[87]) to
analyse whether Mr Cooper had the requisite cootret the ‘means’ of infringement as per
Gibbs J; whether the disclaimers on Mr Cooper’'s sitebregarding copyright were a
reasonable step to prevent infringement as pergaibland finally to find that Mr Cooper did
not take a reasonable step, namely to remove tperlmyks that linked to infringing music

files.

The role played by Comcen, the ISP which also wasd to have authorised
infringement, will be considered below. On appeaCooperl56 FCR 380, Branson J found
similarly to Tamberlin J at [41] regarding the acs of Mr Cooper:

| conclude that, within the meaning of the parabrgp101(1A)(a)] a person’s power

to prevent the doing of an act comprised in theydght includes the person’s power

not to facilitate the doing of that act by, for exale, making available to the public a

technical capacitgalculated to lead to the doing of that actfemphasis added]

That added proviso, that Mr Cooper did not jusite the facilities in the abstract, rather he
provided them in aalculatedway to bring about the infringements that resylisdto be
noted. It may have been inferred that Mr Coopercaleulated due to his design of the
website, the name of the website, as well as tbetfat, as was conceded on appeal at [2],
the ‘overwhelming majorityof links on Mr Cooper’s website linked to infrinngy material.
This would satisfy Jacob J's ‘implied invitatiomaysis as well as Gibbs J’s provision of the
‘means’ of infringement approach. Indeed, Bransan dnalysingMloorhouse said at [36]:

It seems to me that both Jacobs and Gibbs JJ dmathon the behaviour of the

University in making the photocopier available e in the library rather than on

the issue of the University’s capacity to conti@ use of the photocopier once it had

been made available to library users...That is, televant power which the

University had to prevent the copyright infringerhemnust be understood to have

been, or at least to have included, the powermatlow a coin-operated photocopier
in the library.

At [149] Kenny J explicitly relied on the findingcacted in the paragraph above at
[391] to make the following finding:

[tihe findings at first instance as to the natufee contents and structure of the
website, which were not seriously contested, pfasupported the further finding
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that Mr Cooper deliberately designed the website to facilitate iminging
downloading of sound recordings Mr Cooper’s position was, in this respect,
entirely different from that of the manufacturerdlarendors of blank tapes, which
was considered iAustralian Tape Manufacturets/6 CLR 480. [emphasis added]

Later, adopting (though not explicitly) the reasmnof Jacobs J, Kenny J said at [152]:

So far as internet users and remote website opsratere concerned, the website
was in substance an invitation to use the hypeslprovided and to add new links in
order that sound recordings could be downloadedh fremote websites, and a
principle purpose of the website was to enabldriging copies of the downloaded
sound recordings to be made. The fact that the iteeblso carried a warning that
some downloading could be illegal did not lessenftince of the invitation.

Kenny J found that the provision of Mr Cooper's s#d was an implicit or explicit

unqualified invitation to use his website to infyan

In Kazag similar considerations applied. The Kazaa systgpnedominant use, and
perception of its use by its users, was as a twatdpyright infringement and this was known
to its creators. Wilcox J specifically found at #]9hat it was the intention of its creators to
have the Kazaa system used for copyright infringgm@n]one of them had an interest to
prevent or curtail that predominant use [copyrighfringement]; if anything, the contraty
that is, it was their intention to invite infringemt. A summary of the evidence supporting
that proposition is found at [181]-[193] of his Han’s judgment. It included a focus group
report commissioned by Sharman stating that Kazas perceived and used by its users
primarily for copyright infringement of music; enmbetween Sharman executives regarding
how to promote file-sharing; and the advertisinghed Kazaa system itself, particularly the
‘Join the Revolution campaigwhich constituted positive encouragement to unee Kazaa
system to infringe. In accordance with the reaspihGibbs J, this was the provision of the
‘means’ of infringement. Consistent with Jacobthi} could be seen as an explicit invitation

to use the facilities to infringe.

Returning to the position of Comcen vis-a-vis augaiion, the Court considers that
while the ISP did not provide the ‘means’ of inffement in the same sense that Mr Cooper
did, given that Comcen not only helped set up thebsite but also made contractual
arrangements with Mr Cooper for the hosting ofebsite free of charge, Comcen must be
seen, in light of Tamberlin J's reasons, to havenbso complicit in the existence of the

website (which was the ‘means’ of infringement)tthgprovided such facility in the same
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way that Mr Cooper himself did. Indeed, Tamberlipainted out at [131] the fact that
Comcen had:
...assumed an active role by agreeing to host thesiteeland assisting with the
operation of the website...[tlhe reciprocal consitlera passing between them,

namely, the free hosting in return for the disptayhe Com-cen logo on the website
is an additional matter...

Consequently, while the liability of Comcen for goight infringement inCooper
suggests that it is possible for an ISP to autkarnifingement, it is important to observe the
very specific factual circumstances in which auaiion was found. Comcen had directly
dealt with, and assisted in the creation of, thetipdar ‘means’ of infringement (the
website), and had even entered into an agreemémitaiowner to provide for hosting of that

website free of charge.

Did the respondent provide the ‘means’ of infringemt?

It is important to distinguish between the prowumsiof a necessary precondition to
infringements occurring, and the provision of theual ‘means’ of infringement in the
reasoning of Gibbs J iMoorhouse As discussed earlier, a photocopier can be used t
infringe copyright, but on the reasoning of Gibbantl Jacobs J, the mere provision of a
photocopier was not the ‘means’ of infringementthe abstract. Rather, it was only the
‘means’ of infringement in the particular contexttie library, where it was surrounded by
copyright works. Other preconditions existed, namnbe supply of power and the physical
premises in which the infringements occurred. Thesg@nce of each of these factors was a
necessary precondition for the infringements taiodout that does not inexorably lead to the
conclusion that a person who individually provideach one of those preconditions could

equally be found to have authorised the infringeisien

In the present circumstances, it is obvious that sspondent’s provision of the
internet wasa necessary precondition for the infringements wtochurred. However, that
does not mean that the provision of the internes the ‘means’ of infringement. The
provision of the internet was just as necessaryeagmdition to the infringements which
occurred in th&kazaaproceedings, but no ISP was joined as a respond@katfocus in that
proceeding was correctly upon the more immediatanmeby which the infringements

occurred, namely the Kazaa system. Indeed, thecappd’ closing submissions in reply
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regarding the centrality of the provision of théemet (rather than the BitTorrent system) to
infringing the communication right would suggesattiKazaa was wrongly decided and
therefore the Court rejects them. The provisiontlud internet was also a necessary
precondition to the infringements that occurredthy people who accessed Mr Cooper’s
website, but, again, the focus in those proceedwegs rightly upon the narrower and more
specific ‘means’ of infringement, namely the websihd the ISP that hosted it. As with cases
like Kazaa and Coopet in the present circumstances there are also atleeessary
preconditions to bring about infringement, such the computers upon which the
infringements occurred or the operating systemthose computers, for example, Microsoft

Windows.

The use of the BitTorrent system as a whole was jost a precondition to
infringement; it was, in a very real sense, thedn® by which the applicants’ copyright has
been infringed. This is the inevitable conclusiare anust reach when there is not a scintilla
of evidence of infringement occurring other thantbg use of the BitTorrent system. Such
conclusion is reinforced by the critical fact titaere does not appear to be any way to
infringe the applicants’ copyright from mere useleod internet. There will always have to be
an additional tool employed, whether that be a wellisking to copyright infringing content
like Mr Cooper’s website i€ooper or a p2p system like the Kazaa systerK@zaaand the
BitTorrent system in the current proceedings. Absdéime BitTorrent system, the

infringements could not have occurred.

The infringing iiNet users must seek out a BitTatrelient and must seek out .torrent
files related to infringing material themselves. doing so, they are provided with no
assistance from the respondent. The respondenbcamonitor them doing so or prevent
them from doing so.

For the abovementioned reasons, the Court findsitha not the respondent, but
rather it is the use of the BitTorrent system ashale which is the ‘means’ by which the
applicants’ copyright has been infringed. The resj@mt’s internet service, by itself, did not
result in copyright infringement. It is correct thabsent such service, the infringements
could not have taken place. But it is equally tthat more was required to effect the
infringements, being the BitTorrent system overchhthe respondent had no control.
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All the evidence of the infringement of the appttsl films before the Court was
generated by means of the use of the BitTorrernesysThe DtecNet Agent operates as a
BitTorrent client and participates in swarms. Mrrpke and Mr Fraser downloaded a
BitTorrent client onto their computer and parti¢gzh in BitTorrent swarms in order to
infringe the applicants’ copyright. All the partlaused acts of infringement pleaded by the
applicants in the applicants’ particulars derivenirthe BitTorrent system. As the applicants
said in their closing submissiongijnsofar as the applicants allege that iiNet usdrave
engaged in acts of infringement in the course @kasing the internet by means of iiNet's

internet services, those users have done so useBitTorrent protocol

In making such finding the Court does not wishriply that the BitTorrent system is
necessarily copyright infringing, nor that the Bitifent system itself is illegal. Rather, that in
the particular circumstances of these proceedinigsthe ‘means’ of infringement, it having
been deliberately used by persons to achieve timsegjuence. The Court expressly declines
to find whether any constituent part of the BitBmtr system is the precise ‘means’ of
infringement. As stated at [70]-[72], the BitTortesystem cannot sensibly be seen as

anything other than all the constituent parts at 8ystem working together.

There is no evidence before this Court that theopaedent has any connection
whatsoever with any part of the BitTorrent systdine respondent has no dealings with any
organisation which produces BitTorrent clients. Thepondent has no dealings with any
website that makes available .torrent files thédteeto infringing material. The respondent
does not support any software, let alone softwaat is a constituent part of the BitTorrent
system. Merely directing those asking questionsualBitTorrent to a location where they
can gain more information does not constitute ‘suppThe respondent did make available a
press release in relation to this proceeding veaBiiTorrent system, but there is nothing
untoward in using this system and it is not evidermé any relationship between the

respondent and any of the constituent parts oBttleorrent system.

In this sense the respondent is in an entirelyeddfit position to Comcen @oopet
and this critical factual distinction is pivotah that proceeding, not only did the ISP host the
‘means’ of infringement (Mr Cooper’s website) orithservers, they actively supported Mr
Cooper in the creation of that website, and eveared into a contractual arrangement with
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him whereby Mr Cooper's website was hosted freeharge in exchange for Mr Cooper

advertising Comcen on his website by means of a &gl link to Comcen’s website.

In fact it was found at [157] o€ooper156 FCR 380 by Kenny J thdE-talk could
have taken down the website itself. It could hagelided to provide its host facilities
Branson J said at [64] that Comcen could have wathd the hosting of the website or
otherwise placed pressure on Mr Cooperstop his website being used for the predominant
purpose of copyright infringement#n the present proceeding the respondent hasbilady
to do anything in relation to the BitTorrent systdtrcannot pressure, cajole or threaten any
BitTorrent client, or shut down any website hostitmyrent files associated with copyright
infringing material. It could terminate the accaumtf iiNet users who infringe but that is
termination of the provision of the internet whickhile certainly a precondition to the
infringements, is not the ‘means’ by which thoseimgements occur.

The internet can be used to virtually any end. Maldve cited examples including
communication, such as email, social networking siteb and VOIP; online banking and
retailing; and entertainment, such as through enimedia and games. The Court takes
judicial notice of the fact that the internet icn@asingly the means by which the news is

disseminated and created.

While the Court expressly does not characterisesscto the internet as akin to a
‘human right’ as the Constitutional Council of Feanhas recently, one does not need to
consider access to the internet to be a ‘humar’ iglappreciate its central role in almost all
aspects of modern life, and, consequently, to apuee that its mere provision could not
possibly justify a finding that it was the ‘meai’copyright infringement. This position may
be contrasted with thKazaasystem which was found to be predominantly used dod
certainly seen by its users as, the ‘means’ tongé copyright. Similarly, the overwhelming

majority of hyperlinks on Mr Cooper’s website weéatcopyright infringing material.

Indeed, it is this very broadness of the uses efitibernet which provides a clear
distinguishing factor to other cases where authtida was found. In the APRA cases, as
already explained, there was very little use toclha live music venue could be put other
than infringing copyright in the circumstances tA&RA owned the performance rights of
virtually every song that would be performed athsacvenue and no licence was obtained.



413

414

-122 -

On the facts in botMetro andJain there did not appear to be any relevant use of¢nee

for a non-infringing purpose, such as artists penfog their original works for which APRA
did not hold the performance rights. lKkazag as mentioned, the predominant use of the
Kazaa system was to infringe. The overwhelming aseMr Cooper's website was to
infringe. InAustralian Tape Manufacturetse High Court explicitly mentioned that tape and
video recordershave lawful uséssuggesting that it was at least part of the seawhy
authorisation was not made out. The Court woule tioat the lawful uses of video recorders
and tape were then far fewer than the internetd@asy. Indeed iimstrad which was relied
upon in Australian Tape ManufacturersLord Templeman stated at 1050 thdi]t ‘is
statistically certain that most but not all consolre used for the purpose of home copying in

breach of copyright(yet the authorisation of infringement was natria).

It is this broadness of the various uses of therm@t which explains why its mere
provision is not an implicit invitation in the sendiscussed by Jacobs JMmorhouse The
relevant invitation was one (at 21) which was finvitation to any user to make such use of
the machines as he sees fit and therefore an tiuitavhich extends to the doing of acts
comprised in the copyright of the authors whosekbae on the library shelvedt was, as
mentioned, an invitationextended to do the act comprised in the copyrighdwever, the
mere use of the internet cannot infringe copyrigihout more. The provision of the internet
is not an implicit invitation to use it to infringeopyright, even if it is an unqualified
invitation. The Court cannot imply such invitatiom the present circumstances. Perhaps if
the predominant use of the internet was to infringpyright, its provision might constitute
such an invitation. Perhaps if there was an additioelevant contextual factor, such as the
existence of the library context Moorhouse an invitation to infringe could be implied. But
in the circumstances of this case, the Court singaiynot find such implicit invitation to
infringe as Jacobs J could oorhouse On the facts before his Honour, there were cepier
whose one use was to copy, in an environment satuwaith copyright works where one of
the copyrights in those works was the exclusivatrig copy. The internet has a litany of

uses, and it is not saturated with copyright wankihe same sense.

In conclusion, the Court considers that the respondid not provide the ‘means’ of
infringement in the sense that the phrase was lg&gibbs J. It did not extend an invitation

to the iiNet users to use its facilities to do amsprised in the copyright of the applicants.
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Consequently, the Court finds that the respondémtndt authorise the infringement of

copyright carried out by the iiNet users.

Section 101(1A) considerations

Wilcox J at [402] inKazaamade clear that, citing Bennett JNtetro, s 101(1A) was
meant to elucidate, not vary, the pre-existing lafvauthorisation. This conclusion was
approved by Branson J at [20] and Kenny J at [13&ooper156 FCR 380. Consequently,
the discussion above continues to guide the Couts$ tonclusion that the respondent did not
authorise the infringement of the iiNet users. Efame, the Court would find that the
respondent did not authorise for the reasons discliabove regardless of its consideration of
s 101(1A) of the Copyright Act below.

Nevertheless, as s 101(1A) is phrased as consigiesahat must be considered, the
Court is compelled to go into further consideratadrthe issue of authorisation pursuant to
the considerations in s 101(1A)(a)-(c) of the Cagiyir Act.

Section 101(1A)(a) Power to prevent

Section 101(1A)(a) provides the first statutory sideration, specificallythe extent,
(if any) of the person’s power to prevent the dahghe act concernédThe Court considers
that a power to prevent is not an absolute powgréwent. As already discussed, there is a
distinction between a precondition to infringemanid the ‘means’ of infringement. Any
number of persons may have control over whetheeegndition exists, and therefore have
the power to prevent the infringement by refusimgptovide the precondition, but the Court
does not believe that all such persons have theptmprevent the infringement relevant to a
finding of authorisation and s 101(1A)(a).

AUTHORITY

The term ‘control’ which appears in the test of &ih) inMoorhouse(extracted at
[369] above), and ‘power to prevent’ appear to fleated synonymously in the authorities:
see, for example, Gibbs J's referenceMpoorhouseat 12 to two different statements in
AdelaideCorporation(one using the term ‘control’, the other ‘powerpi@vent’) in support
of the same proposition; see algletro at [67]; andKazaaat [414]. Control (and therefore
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the power to prevent) is, pursuant Aalelaide Corporationat 497-498 and 50&nd
Moorhouseat 12, essential to a finding of authorisationciSstatement has never been
adequately reconciled with Jacobs J’s ‘implied tation’ reasoning which would appear to
envisage authorisation where there was no cordside from the initial offer of the ‘means’
to infringe: see, for example, the Court’'s discossof Australian Tape Manufacturerat
[390] above Regardless, Gibbs J's determination on this paastrrever been questioned and
it is accepted by both parties in these proceedingscontrol must necessarily be found to

exist before there can be a finding of authorisatio

However, this control and power to prevent doesexéénd indefinitely. The clearest
example of this is the decision @ustralian Tape Manufacturerdn that decision, as
discussed, the High Court considered that the wehdd no relevant control over the use of
the tape or tape recorders following their salewkler, the vendor always had the ability to
not offer the products for sale at all. Similatlye manufacturer could have never created the
items in question. That must have been a relevamsideration to their ability to ‘control’
infringement. It was determined to be relevant tfeg purposes of the ‘power to prevent’
discussion at [36]-[37] and [41] of Branson J'sidemn in Cooperl56 FCR 380 where her
Honour said at [41]:

| conclude that, within the meaning of the parabrapperson’s power to prevent the

doing of an act comprised in a copyright includgseeson’s power not to facilitate

the doing of that act by, for example, making aa# to the public a technical

capacity calculated to lead to the doing of that ac
The only way to reconcile Branson J’s statement Witstralian Tape Manufacturemshere
authorisation was found not to exist (assuming Henour did not desire to depart from
existing High Court authority) is to conclude tiatAustralian Tape Manufacturerthe sale
of tape and video recorders was nalculatedto lead to the infringement of copyright. Tape
and recording equipment certainly hagexhnical capacityto infringe copyright and it was
‘made available to the publidt was this talculatiori aspect which Kenny J used (at [149])
to distinguishAustralian Tape Manufacturersom the situation before her i@ooper156
FCR 380. It is a fine distinction, given thatAmstrad as already discussed, it was found to
be ‘statistically certain that most...consoles are uged copyright infringing purposes and
the High Court did not suggest otherwiseAnstralian Tape Manufacturer®bserving that
there were lawful usesfor tape, not necessarily that tape would be usedully. There is

also discussion of the issue Hanimexat 286-287. These passages provide clear guidance
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that the power to prevent infringement or exeraisatrol over infringement is not an
absolute, and whether the alleged authoriser reaselevant control or power to prevent the

infringements will be determined by the factual nxgpresent in each case.

In Adelaide CorporationHiggins J at 498-499 considered that while it wassible
to prevent copyright infringement by means of cdimgea lease with persons using a hall
who were performing copyright works without licencancelling the lease wasct a step
which would in itself prevent the infringement loé tcopyright, but a step which would do
much more: it would put an end to the Iéastecannot be doubted that such statement was
made in the context of a consideration of ‘pernoissirather than ‘authorisation’ but, as
already explained at [369] abovéoorhousemade clear that the two words were treated
synonymously inrAdelaide CorporationThis is further indicia that a power to prevesnpt
to be interpreted as an absolute power to prevent.

Explicit in Higgins J's consideration iAdelaide Corporationwas that notions of
reasonableness of steps which might be taken anplaver to prevent infringement interact:
‘[i]s the smashing of the lease a “reasonable stepider the circumstances®fat 499).
Therefore, it appears that there is necessarigraction between s 101(1A)(a) and (c) of the
Copyright Act in that one could not be said to htwe power to prevent infringement if the
step to be taken to prevent the infringement isan@asonable step in the circumstances. For
example, the factors that led Kenny J at [155]ind that Comcen had the power to prevent
the infringements occurring by Mr Cooper’'s websitere the same factors her Honour
mentioned at [157] in relation to reasonable stbps could have been taken (but were not)

by Comcen. The same can be said of Branson J'enmg@sat [62] and [64].

Finally, it should be noted from the reasoning otharisation decisions themselves
that judges have been keen to closely confine dinfinthat there is a power to prevent or
control infringement to steps that would be reabtmaand proportionate in the
circumstances. For example, Kkazag Wilcox J at [411] expressly conditioned his fingli
that the respondents in those proceedings haceteeant power to prevent infringement on
his specific findings in regards to the narrow tachl mechanisms that could be employed to
curtail infringement on the Kazaa systeifijf 1 am correct in my conclusions about keyword
filtering...and gold file filtering...Sharman had pow(er the case of gold file flood filtering,
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in conjunction with Altnet) to prevent, or at leastbstantially to reduce, the incidence of
copyright file-sharing His Honour did not find that the power to prevesxtended to
shutting down the Kazaa system as a whole, evemgthsuch act would, in an absolute
sense, prevent the infringement that was occurtim@loorhouseGibbs J at 15 mentioned
that a reasonable step might have been to includeearly worded and accurate notice on
each machine in a position where it could not berlmoked, being a power to prevent
infringement of a lower standard than not offerihg@ photocopiers in the library which
would, in an absolute sense, be a power to praaéiigement (though ilCooper156 FCR
380 at [36] Branson J thought otherwise). Mr Codpeaed his website shut down completely,
depriving him of income, but this was necessaryhi context where it was found that he
provided facilities calculated to lead to infringents; the overwhelming majority of the use
of his site was to infringe; and that he intendeat to be so.

As Kenny J said irCooper156 FCR 380 at [142][tlhe question what degree of
control can constitute a sufficient basis for adfimy of authorisation does not admit of a

straightforward answer see alsdHanimexat 286-287.

DID THE RESPONDENT HAVE THE POWER TO PREVENT THE INFRINGEMENTS ?

In the present circumstances, it must be rememhbegdhe Court has found that the
respondent has not provided the ‘means’ of infnmget. It has provided one of the facilities
which has enabled infringements to occur, but #hatdistinct consideration: see [400]-[414]
above. The BitTorrent system is the ‘means’ of ingfement. As already outlined, the
respondent had no relevant power over any aspdbiedBitTorrent system: see [407]-[409]
above. Consequently, the Court finds that the eoelgvant power the respondent had to
prevent infringement was to warn and then termisaspend its subscriber’'s accounts based
on the AFACT Notices. Other technical mechanismeeweentioned from time to time in the
proceedings, such as play-penning (restricting @us), and, at one point, blocking websites.
However, there was inadequate evidence before thiet @ make any finding regarding the
scope and effectiveness of such mechanisms. Thysbma&ontrasted witKazaawhere it is
evident from Wilcox J's decision at [254]-[294] af8iL0]-[330] that there was extensive
evidence before the Court of the feasibility of teehnical mechanisms that his Honour
eventually found would prevent or substantially taiirinfringement, namely Keyword
filtering’ and the gold file flood. This issue is discussed further at [459] below.
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APPLICANTS’ SUBMISSIONS THAT THE RESPONDENT DID HAVE THE POWER TO PREVENT
INFRINGEMENTS

The applicants make four primary submissions wtey rdspondent had the relevant
power to prevent the infringements which were ogogr by means of warning and
suspension or termination of the iiNet users. Filst respondent’s ability to do so under the
CRA; secondly, the fact the respondent does sotherocircumstances; thirdly, the safe
harbour provisions; and fourthly, the technical ataifity of the respondent to suspend and

cancel accounts.

There can be no doubt that the respondent hasaheactual right to warn and
terminate its subscribers pursuant to its CRA lifreach of its terms occurs. However, that
does not, of itself, make termination a reasonadép or a relevant power to prevent
infringement in all circumstances. It must be rerhered that absent those contractual
provisions, the respondent would have had no pdweerminate subscribers even if they
were found by a Court to have infringed copyrighte CRA constitutes the respondent’s
standard contractual terms used by a wide varidtysubscribers. Consequently, and
unsurprisingly, the CRA seeks to provide sufficiecdntractual terms to cover all
eventualities, both existing at the time of thetwg of the CRA and into the future. That
does not mean that such terms should or would aWwayexercised even if a contractual right

to exercise them arises.

Further, the right to do something does not craatebligation to do something. The
doctrine of privity of contract provides that thelptwo parties relevant to the enforcement
of the CRA are the respondent and the subscribeul8 the contract be breached by the
subscriber, it is entirely a matter for the respanido decide whether to act on the contract.
Had the respondent taken action against its sudessribased on an AFACT Notice and it
was subsequently found that the allegation was untfed, the respondent would have
committed a breach of its contract with the sulbssriand been made potentially liable for
damages without any indemnity from the applicamt&BACT. In such circumstance it was
not unreasonable that the respondent should hawghsdo be cautious before acting on

information provided by a party unrelated to theACR
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As Bennett J irMetro said at [61] [t]he extent to which a party is obliged to usedkg
powers in a contract in order to take reasonabkpstmust, | would have thought, vary with
the facts of the particular caself the respondent did not have the power to iaate
subscribers’ accounts, that may well have beernesart factor suggesting it did not have a
power to prevent infringements, but it does nolofelthat the corollary applies with equal

force.

As to the applicants’ second submission, it isrctbat the respondent, from time to
time, suspends or terminates subscriber’s accammtbe basis of non-payment of fees, that
is, for non-compliance with contractual obligatioriBhe applicants question why it is
reasonable to terminate in these circumstancesiandn the basis of the AFACT Notices.
The reason is simple. The respondent could takeratdllowing the non-payment of fees
because there is a far greater degree of certaim¢yher an account is financial or otherwise.
The enquiry is straightforward. The respondentdibthe information before it necessary to
make a decision as to whether that contractuaatiin has been complied with by its
subscribers. The evidence of Mr Dalby demonstr#tetl even though the non-payment of
fees might be obvious, the respondent exercisetfisignt discretion when exercising the
power to suspend or terminate an account. Furtham though failure to pay fees is an
uncomplicated issue, the respondent’s right to ieate operates in the context of the
Telecommunications Ombudsman being expressly ctawgéh oversight to deal with
complaints regarding billing: see s 128(&glecommunications (Consumer Protection and

Service Standards) Act

The same cannot be said of copyright infringemi@egardless of the actual quality of
the evidence gathering of DtecNet, copyright irgament is not a straight ‘yes’ or ‘no’
guestion. The Court has had to examine a very fgignt quantity of technical and legal
detail over dozens of pages in this judgment ireotd determine whether iiNet users, and
how often iiNet users, infringe copyright by usetloé BitTorrent system. The respondent had
no such guidance before these proceedings came hedrd. The respondent apparently did
not properly understand how the evidence of infmgnts underlying the AFACT Notices
was gathered. The respondent was understandahbbytaet to allege copyright infringement
and terminate based on that allegation. Howevee, mbBasonableness of terminating

subscribers on the basis of non-payment of fees dotdictate that warning and termination
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on the basis of AFACT Notices was equally reasanabhlike an allegation of copyright
infringement, the respondent did not need a thiadtypto provide evidence that its
subscribers had not paid their fees before takictgpra to terminate an account for such

reason.

As to the applicants’ third submission, the appitsasubmit that as condition 1 of
item 1 of s 116AH(1) of the Copyright Act expresggvisages termination of subscriber
accounts, such step is, by force of statute, naogss reasonable step and is therefore a
relevant power to prevent infringement. Such subiois is not only circular; it is
misconceived in its understanding of the safe harlpoovisions found in Division 2AA of
Part V of the Copyright Act. Such provisions arscdissed in detail later in the judgment in
Part F. Suffice to say, as the Court will expldmjure to comply with the safe harbour
provisions is not a factor which can be used fa& plurposes of supporting a finding of
authorisation, given that they are optional.

Even if the Court be wrong in making such findilge applicants’ reasoning is
circular. Condition 1 of item 1 of s 116AH(1) isrpked asd policy that provides for
termination, in appropriate circumstances, of theceaunts of repeat infringets
‘[A]lppropriate circumstancess not defined. Termination may be reasonableappropriate
circumstances However, given that no guidance is given by ldngislature as to what those
‘appropriate circumstancésmight be, it cannot be said that the mere existeof the
provision renders termination reasonable. It ordgynders it reasonable irappropriate
circumstances If ‘ appropriate circumstancésre found to exist only when a Court finds
someone to have infringed copyright, then the redpot’'s termination of an account for a
reason which did not satisfy that requirement woetgbressly not be reasonable, on the

applicants’ own reasoning.

Finally, the applicants argue that the respondeag the technical capability to
suspend and terminate accounts. The Court accbptsthis is the case. However, the
technical feasibility of suspension and terminatismot the only relevant consideration. It
must be noted that such technical capacity doesopetate in a vacuum: it must be
considered in the context of the reasons for whiglould be exercised. The applicants point
to the Westnet policy as evidence of the feasybiif such a scheme of warning and
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termination. However, the evidence demonstrate$ WMastnet’'s policy was to pass on
warning notices received by it to its subscribemsd to do no more. It may be readily
assumed that merely passing on notices could haedly power to prevent infringement or a
reasonable step without more, given that a penstmi on infringing would quickly become
aware that such warnings were ineffectual if teahon of accounts did not follow, similarly
to the position of notifications not to infringe moight in Kazaa (for example, at [407]).
That is, an ineffectual step is not a power to prévnfringement nor is it a reasonable step.
As extracted at [138] aboveno further action (beyond forwarding the notices)taken
That can hardly be a power to prevent infringemerherefore, all the applicants’
submissions suggesting that it would be a simpteraasonable step to implement a scheme

for passing on warning notices has no merit.

Even assuming that Mr Malone’s evidence relating the feasibility of a
notification/warning system referred to in his setaaffidavit were wrong and that such
system could be implemented with ease, the prinfaagibility problem remains. The
primary problem arises from the considerations tified in Mr Malone’s second affidavit at
[17] regarding the difficulty in imposing a notifiionas well asa disconnection regime. It is
by no means clear how many infringements ough¢ad ko termination; whether a sufficient
number can happen within one notification, or wketime should be given for behaviour to
be rectified; whether termination should only ocurelation to infringements made on the
basis of evidence generated by a DtecNet-stylegggoor whether notices such as those sent
by the US robot notices also ought to result imteation; and how to deal with subscribers
disputing the accuracy of notifications of infrimgent. Indeed, the applicants also mention
‘suspension’ of accounts as an option, that igep short of termination. This would appear
to be a suggestion that subscribers could be serectiby suspending internet access for a
period. However, the duration required for any psma suspension is unknown and it is
unclear whether, for example, it ought apply omlyilNet users whose infringement were on
a small scale. The respondent had no certaintyy évetook some steps, whether it might
nevertheless be taken to have authorised infringemdes the Court has just found, had the
respondent been sued, merely passing on notifia@s Westnet did would not have been
sufficient in itself for the Court to conclude thihe respondent had taken a reasonable step to

prevent the infringement of copyright and thus miad authorise.
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One need only consider the lengthy, complex anéssy deliberations of the Court
upon the question of primary infringement to apptec that the nature of copyright
infringements within the BitTorrent system, and toecept of ‘repeat infringer’, are not self-
evident. It is highly problematic to conclude tlsath issues ought to be decided by a party,
such as the respondent, rather than a court. Gggynfringement is not a simple issue. Such
problems as identified are not insurmountable,tbhay do weigh against a finding that the
respondent could conclusively decide that infringamhad occurred and that it had the
relevant power to prevent by warning, suspensicemnination of subscriber accounts, even
if it had the technical capability to do so. Evéfeasible, such a scheme would likely lead to
significant expense incurred by the respondentvaasalluded to by Mr Malone in his second
affidavit. Of course significant expense was likatyhave been incurred by the respondents
in Kazag but that was in the context of those respondkatsng provided the ‘means’ of
infringement. The respondent has not done so setpeoceedings, and thus the expense and
complexity of the imposition of responsibility far notice and termination scheme on them

manifestly militates against the conclusion thathsscheme is a relevant power to prevent.

THE COURT’'S CONSIDERATION

The Court does not consider that warning and teatitn of subscriber accounts on
the basis of AFACT Notices is a reasonable step, fanther, that it would constitute a
relevant power to prevent the infringements ocagtriThe respondent did not create the
‘means’ to infringe copyright. It was the constitiparts of the BitTorrent system which has
given rise to the infringements. Consequentlyaitreot be incumbent upon the respondent to
stop the infringements. Even if it was incumbenbruphe respondent, that does not lead to
the conclusion that it was a reasonable step ftoo itake action. Termination of internet
facilities might have been reasonable&Ciooper but that was a decision regarding the hosting
of a website which was calculated to, and was okemwingly used to, infringe with the

creation of such website being actively assistethbyiISP, Comcen.

Even taking the RC-20 accounts where infringemérage been shown to have
occurred, it is not at all clear whether those aat® were used primarily, substantially or
even significantly for the infringement of the apphts’ copyright. Schedule 1 of the
respondent’s closing submissions provides someatidn that at least in the accounts where
significant evidence is before the Court, and whagmificant repeat infringements have
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been proven, copyright infringement is not a priynar even significant usage of quota on
those accounts. That is, even on what would apjpede some of the worst examples of
infringing iiNet users and assuming (against ther€Ce earlier finding) that the provision of
the internet is the ‘means’ of infringement, th&imgement of the applicants’ copyright does
not even appear to be a significant use of quotdhose accounts. This should be contrasted
with Mr Cooper’s website and the Kazaa system.

Obviously termination of the subscriber accountaiaonstitute a step that would
prevent the person or persons from infringing &st with that ISP), but it would also
prevent that person or persons from using thenetdor all the non-infringing uses to which
the internet may be put and to which they havereoted with the respondent and provided
consideration. Given that Wilcox J had no desir@rier the respondents Kazaato shut
down their system where he found fr@dominantuse was to infringe copyright, it would
seem that termination of accounts in the circunt&armf unproven and sporadic use, at least
absent judicial consideration of the extent of ihigingement on each account, would be
unreasonable. The words of Higgins J Adelaide Corporationare apposite. While
termination of accounts would stop the infringementwould do much more and in the
circumstances it would not be reasonable. Consélgu@rarning and termination/suspension

does not relevantly constitute a power to prevefningement on the part of the respondent.

There is a distinction to be observed between wietpplicants seek and that which
was sought in previous authorisation proceedingsidered earlier in this judgment. In no
previous proceeding has any attempt been madenteren alleged authoriser responsible
for, or to act as, a conduit to punish those wterasponsible for infringing the applicants’
copyright directly. In a substantive sense, thdiagpts seek an extrajudicial scheme for the
imposition of collective punishment for those a#ldgto have committed a tort (that is, the
iiNet users). It inevitably follows from this argemt that those that fail to participate in such

scheme (that is, the respondent) themselves atamda tort.

Presuming that the MPA and AFACT can speak for dipglicants (which one
assumes must be the case, otherwise these progeedmld never have been instituted) the
applicants have made clear their desire to sanctianthe respondent those directly
infringing copyright, that is, the iiNet users. étter dated 25 June 2008 by Mr Pisano, the
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President of the MPA, to Mr Coroneos, the CEO ef titA, stated [oJur view is that some
adequate sanction is necessary in the implememtaifoa graduated response program in
order for it to be effective to both educate therumnd discourage repeat infringemenidr
Gane said that thegfaduated programproposed by AFACT in a press release dated
29 August 2007 (exhibit 3would have encapsulated a series of sanctionsahdSP could
have takeh (despite the press release stating tjghe graduated response AFACT is
proposing isn't about punishing customers — it'soab educating customeéys Such
punishment or sanction would be collective becallge termination or suspension of a
subscriber account would affect not just the persto infringed, but all those who access

the internet through such account or use such ate@sua phone line via VOIP.

Relief has not been granted in such terms in aryigus known decision. The law
knows of no sanction for copyright infringementethhan that imposed by a court pursuant
to Part V of the Copyright Act. Such sanction ist mmposed until after a finding of
infringement by a court. Such sanction is not ingaben anyone other than the person who
infringed. Such sanction sounds in damages orjniinal, possible fines and imprisonment,

not removal of the provision of the internet.

That is not to say that such consideration prevanfisding of authorisation in the
present circumstances of itself, but it does previdther evidence that warning followed by
suspension or termination is not a reasonableistdpe circumstances and is therefore not a

relevant power to prevent.

TELCO ACT

The respondent further argues that the Telco Achipits it from using either the
AFACT Notices or its own information to identify lsscriber accounts. Use of such
information is a precondition to a warning and te@tion or suspension regime.
Accordingly, the respondent submits, warning anthieation or suspension cannot be a
power to prevent. As discussed, such reasoningaw/k as the Telco Act defence. The Court
considers that the Telco Act defence is a com@dta@nd discrete issue, and it will be dealt

with in Part E2 of the judgment.
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CONCLUSION

The Court finds that the respondent had no relevyamiver to prevent the
infringements which were occurring. In making stiddling, as discussed at [418] above, the
claim that the respondent has authorised the génments of the iiNet users must fail.

It is unfortunate that the outcome of the Courtrgling is that the applicants will
continue to have their copyright infringed. Howevidte fault lies with the applicants for
choosing the wrong respondent. The current respandiges not stand in the way of the
applicants pursuing those who have directly infedhdgheir copyright nor in the way of the
applicants pursuing any of the constituent partshef BitTorrent system for authorisation.
This decision in no way forecloses the applicantssping those other avenues to obtain a
suitable remedy. The existence of infringementagycight, however regrettably extensive,

can never compel a finding of authorisation.

Section 101(1A)(b) Relationship

The second statutory consideratiortie nature of any relationship existing between
the person [the alleged authoriser] and the per§itve primary infringer] who did the act

concerned

In the present circumstance it cannot be doubtat ttrere is a direct relationship
between the respondent and the owners of the atscapon which the infringements occur.
That relationship is a contractual one pursuarthéoCRA. There is a non-contractual and
more distant relationship between those who useusts to infringe but are not directly
subscribers of the respondent. Those persons areontractually bound to the respondent,
but there is still a relationship that is closearththat between Comcen and the unknown
persons who used Mr Cooper’s website€Cimoper for example, which was considered to be
a relationship for the purposes of s 101(1A)(bXeynny J inCooperl56 FCR 380 at [156].
However, the mere existence of the contractuatiogiship, given the preceding discussion,

does not persuade the Court to change its finadiggrding authorisation.

The Court accepts that there is a relationship éetwthe respondent and its
subscribers who were infringing copyright. Howewle existence of a relationship does not
compel a finding of authorisation. Australian Tape Manufacturetie vendors had a direct
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contractual relationship with those to whom theyds@pe and recorders. The Adelaide
Corporation had a direct contractual relationshifhwhose who infringed in that decision.

Yet in neither of these circumstances was authiwisa&stablished.

Both Branson J (at [46]-[48]) and Kenny J (at [)58]Cooper156 FCR 380 placed
weight in the commercial aspect of the relationdiepveen Mr Cooper and those infringing.
The commercial relationship between infringers amdthoriser was also a relevant
consideration inCooper150 FCR 1 at [117] and iKazaaat [404]. In the case of both Mr
Cooper and the respondentsKiazaait was found as a matter of fact that there wa#&ect
relationship between the financial interest of @éhoriser and the infringements which were
occurring. InKazag Wilcox J found at [191] and [404] that given thia¢ Kazaa system was
largely supported by advertising (few subscribexgimg for a version without advertising), it
was in the interests of the respondents to havaaas/ people using the system as possible,
and such imperative operated in the context tlaptedominant use and perception of use of

the Kazaa system was as a tool of infringement.sEnmee considerations appliedGooper

The Court finds that much more complex considenati@rise in the present
proceedings for two reasons. The first reason as, ths already discussed above at [239]-
[250], despite their best efforts, the applicarasehsimply not proven that bandwidth use,
downloading or quota use is, ipso facto, infringifigpere are multiple uses for the internet
and there are multiple means to consume signifieambunts of quota for non-infringing
purposes. Even where there is evidence before dlet 6f accounts where infringing activity
is occurring, the evidence does not suggest teagraficant amount of quota was being used

for the purpose of infringing the applicants’ cagiat.

However, even if that finding be wrong, and theee a correlation between
downloading, bandwidth and quota use and ‘infriggactivity’, this does not lead to the
conclusion that it is necessarily in the respondeiimiancial interests for the iiNet users to
infringe as discussed at [224]-[238] above. Thelence of Mr Buckingham suggests that, at
least within each subscriber plan, it is not in tbgpondent’s interests for subscribers to use a
substantial amount of monthly quota, given thatrdgpondent’s revenue from a subscriber is
fixed but bandwidth is a variable cost. It was lfiert shown on the evidence before the Court
in the form of the RC-20 accounts and generalsiiesi regarding the number of subscribers
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of the respondent signed up to high quota planisiths. not necessarily apparent that most
subscribers are upgrading their plans on the hastbeir quota being used up and being
shaped. Therefore, it was not necessarily in tepaedent’s interests to have the iiNet users
using ever increasing amounts of bandwidth: se8][Zurther, it was shown (at [235]) that
in relation to the sample of those who had infrthgdhe RC-20 accounts, such infringers
were not the ideal subscribers of the respondergngthat they regularly used their quota
without necessarily upgrading their plans.

There is simply no sufficient nexus between proiitey and the commercial interests
of the respondent on the one hand and infringinivigc on the other, such that it is
necessarily in the respondent’s interests to haeeiiNet users infringing. Of course the
respondent profits from infringements in an absokénse, in that some of its subscribers are
infringing and it is taking money from them. Howeyvthis was not a commercial interest in
the same sense that was relevant for the purpdseee consideration of s 101(1A)(b) in

KazaaandCooper

In summary, the Court considers that while thereaiselationship between the
respondent and those who are infringing, suchiosiship of itself does not persuade the
Court that the respondent is authorising the igEments of the iiNet users.

Section 101(1A)(c) Reasonable steps

The final statutory consideration is whether thiegdd authorisertook any other
reasonable steps to prevent or avoid the doinghef dct, including whether the person
complied with any relevant industry codes of pragtilt is agreed between the parties that

there is no relevant industry code of practice.

WHAT IS THE ROLE OF REASONABLE STEPS?

As discussed above at [374], pursuant to the réagai Gibbs J, ‘reasonable steps’
becomes relevant onlgfter the facts giving rise to authorisation have bestaldished (at
14): ‘if a person who was allowed to use the library madsopy of a substantial part of a
book taken from the open shelves of the librarycait be inferred that the University
authorized him to do saynlessthe University had taken reasonable steps to prieea

infringing copy being made[emphasis added]. Based upon Gibbs J's reasorting,
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university's provision of, and control over, thegpbcopiers and library books in the library,
coupled with its knowledge that infringements wékely to occur meant that it would
authorise any infringement that resulted from tke of the copiers to copy library books,
absent steps taken to prevent those infringemamsriong. Following Gibbs J’'s analysis of
authorisation, the place of reasonable steps ienmve a circumstance or conduct which
would constitute authorisation of copyright infrergent out of such context. In that sense, it
operates as somewhat of a ‘defence’ or exculpati@uthorisation. However, as also already
discussed at [421], there is an inextricable liekween the power to prevent infringement
and reasonable steps. A step that is not reasomalblaot constitute a relevant power to
prevent infringement. This is demonstrated by thé&aet above: reasonable steps to
prevent..’. On Jacob J's analysis reasonable steps tak@netcent infringements occurring
would be relevant as evidence to show that theiedphvitation was relevantly qualified,
such that it did not extend to using facilitiesctory out copyright acts without licence.

It appears, however, that an analysis of reasorsibpes now has relevance beyond its
role as a ‘defence’ or exculpation to authorisatioraccordance with Gibbs J's reasoning, it
would appear the failure to take reasonable stepddibe, at the most, neutral to a finding of
authorisation, in that it would merely deprive aleged authoriser of a ‘defence’ to
authorisation. But more recent authority has usedfailure to take reasonable steps that
could be taken as further evidence of authorisafidrat is, an analysis of reasonable steps
itself can be evidence of authorisation. The Cdistussed such issue in making an earlier
finding during these proceedings relating to andentiary dispute regarding whether,
amongst other things, the evidence of the actidrmdheer ISPs such as Telstra or Optus were
relevant to these proceedings. The Court finds iinstructive to extract a portion of the
informal reasons given to the parties:

The Applicants are incorrect in their propositi@@s/anced in paragraph 12 and 13.

The inquiry isunequivocally nofust into the steps taken by iiNet and whethey the

were reasonable. The Court is required to considext reasonable stegsuld be

taken by iiNet, and whether the absence of takhmpd steps might lead to an

inference that iiNet authorised the infringing astsich occurred in the absence of
those steps being taken.

Such inquiries were made i@ooper both at first instance and on appeal. For
example, inCooperat first instance, Tamberlin J said at [87]:-

However,no attempt was madeby Cooper, when hyperlinks were
submitted to the websitéo take any steps to ascertain the legality
of the MP3sto which the hyperlinks related or the identity the
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persons submitting the MP3s. In the words of KnaxiCAdelaide
Corp v Australasian Performing Right Associatiord 1(1920) 40
CLR 481 at 488, as approved by Gibbs CJMaoorhouseat 13,
Cooper 4bstained from action which under the circumstances
then existingit would have been reasonable to taker ... exhibited
a degree of indifference from which permission dugtbe inferred.”

Also, [121]:-

Pursuant to s 101(1A) of the Act, in determininggitter a person has
authorised an infringement of copyright, the Coomtist take into
account the extent of that person’s power to pretien doing of the
act concerned amnghether that person took any other reasonable
stepsto prevent or avoid the doing of the acthey could have
taken the step of taking down the website

Such extracts show that Tamberlin J (upheld byRhk Court) made a finding of
what reasonable steg®uld have been taken by Cooper or the ISP, and that the
finding of the failure to take that action was xelet to a finding of authorisation.

On appeal the Branson J (with whom French J agia€coperat [64] said:-

E-Talk could have, but did not, take reasonablpsste prevent or
avoid the doing of the acts of infringement (s 1@9(c)). Rather
than withdrawing hosting of Mr Cooper's website, otherwise
placing pressure on Mr Cooper to stop his websiagoused for the
predominant purpose of copyright infringements, &kTsought to
achieve a commercial advantage from advertisingMorCooper’s
website.

And at [71]:-

...Nor did the evidence suggest that there wamg reasonable step
open to be takenby Mr Takoushis personally to prevent or avoid the
doing of the acts of copyright infringememhile it would have
been a reasonable stepfor Mr Takoushis’ employer to have
terminated its hosting of Mr Cooper’s website, eitler absolutely
or unless he removed the hyperlinks on it which falitated
copyright infringement, the evidencedid not establish that
Mr Takoushis had the necessary authority to do so imself
(s 101(1A)(c)). | do not consider that it would have been a
reasonable step for Mr Takoushis to approach his eptoyer to
compel them to do so.

Kenny J (with whom French J also agreed) said&f]f1

...Mr Takoushiswas unable to causeE-Talk to take down the
website and discontinue its hosting arrangemertts Mi Cooper. ...
His superiors, such as Mr Bal, already knew abdgt website
operated by Mr Cooper and the copyright difficidtte which it was
likely to give rise;and there was no other reasonable step that he
could take to prevent the infringementsin these circumstances, Mr
Takoushis cannot be said to have relevantly “aighdt: the doing in
Australia of acts infringing the Record Companiegpyright.

All the judges on appeal therefore made an enquotyonly into the steps thatere
taken, but into steps thabuld have beetaken andvould have been reasonatite
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take. These findings led directly into the analydisvhether the actions taken or the
absence of actions that could have been takenvi® demonstrated authorisation on
the part of the alleged authoriser. The enquirwloét is a reasonable step that could
be taken necessarily requires a wider factual mdat@n merely deciding whether
specific acts that were positively made were realslensteps to attempt to prevent or
avoid copyright infringement. The Court may consitleat iiNet could have taken a
particular step, and that the absence of that siggests iiNet was authorising the
infringement that resulted because a failure te thiat step. It is only fair that iiNet
be able to provide evidence to submit that not aayldn't they take the step (for
example, resulting from the prohibitions containedhe Telecommunications Act
1997 but also thatin the circumstancest would not be reasonable to take a step
even if they, strictly speaking, could take it. T@eurt is entitled to review evidence
relating to thoseircumstancegemphasis added in each of the above extracts]

There was also debate in these proceedings upoguistion of which party was
required to bear the evidentiary onus in relatomeasonable steps. That is, whether it was
for the applicants to establish the reasonablesdteprespondent could have taken to prevent
the infringements of the iiNet users, or whetheitt thas a matter for the respondent to prove.
The answer is that both applicant and respondegthage the onus, depending on the point
being made. As discussed, ‘reasonable steps’ i@1€lA)(c) can act as a defence to
authorisation as well as further evidence of ausilation. Therefore, if an applicant relies on
reasonable steps that were not taken by an allegghdriser as evidence of authorisation, the
onus of proof of those steps not taken lies with dpplicant. If a respondent seeks to show
that it did take reasonable steps and thereforeldhmt be found to have authorised, the

onus of proof lies upon the respondent to provefi.

WERE THERE REASONABLE STEPS THE RESPONDENT COULD HAVE TAKEN ?

The Court has made its findings in regards to wéretiie respondent had the power to
prevent the infringements committed by the iiNe¢rgas As found, the only relevant power to
prevent was a scheme of notification and termiméiaspension of subscriber accounts. The
Court has found that such step was not a reasostdye

As already discussed, there was insufficient evidebefore the Court as to other
technical steps that could have been taken but na&réaken. The primary evidence on the
subject of ‘play-penning’ and website blocking astep to prevent copyright infringement
related to the RC-20 accounts. They showed thatrabpondent had the ability to restrict
subscribers’ internet access where accounts wesgesded for non-payment of fees to the
respondent’s website only, such that they had Hilyato check their account details and
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pay their account fees but do no more. Howevet,ithesufficient evidence to prove that it
would be technically possible for the respondeniriplement such block on all subscriber
accounts, and particularly the technical feasipitit blocking specific websites (rather than
all websites except for one, which was the evidebetre the Court). Even if it were

technically possible, Mr Malone said that websitecks can bettivially bypassed

Even more important than the technical availabiitysuch step is a consideration of
its scope. The AFACT Notices did not indicate ttie copyright owners were suggesting
that certain websites should have been blockedchbyréspondent. Rather, the information
provided by such Notices to the respondent relédethe actions of the iiNet users, and
implied that action should be taken against thpaedent’s subscribers. The respondent was
not provided with any guidance or information ory amebsites which were sought to be
blocked by the applicants or AFACT. Such informatis not self-evident, yet if action upon
the AFACT Notices was sought, this was clearly @partant consideration. It might be
expected that the blocking of a website ought todresidered a serious step, given the nature
of the internet as an open platform to communidsiieMalone testified that it was not the
respondent’s practice to block any websites, notendtow nefarious. Consequently, any
claim that a failure to block would be construedathorisation ought to have been distinctly
made and proved to the respondent. Absent suchlsdétacould not be said that the

respondent’s failure to do so was evidence of aigaton.

Other considerations — Knowledge of infringements

There can be no doubt that the mere insertionl®fl$1A) into the Copyright Act was
not intended to prevent the Court from considemmatters other than those mentioned in
s 101(1A)(a)-(c) when considering whether authtsa of infringement is made out.
Knowledge of infringements is one such consideratsee, for exampl&azaaat [370]; and
Metro at [46]-[52].

Following the introduction of th€opyright Amendment (Digital Agenda) Bill 1999
(‘Copyright Amendment (Digital Agenda) Bith recommendation was made by the House of
Representatives Standing Committee on Legal andt@ational Affairs that an additional
consideration be inserted into the s 101(1A) carsitlons, namelywhether the person knew

the infringing character of the act or was awarefafts or circumstances from which the
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infringing character of the act was apparenthe Copyright Amendment (Digital Agenda)
Act did not incorporate such recommendation. Howethes, does not lead to the conclusion

that knowledge is not a relevant consideration.

The role of the knowledge held by the alleged aigko of the occurrence of
infringements is an important consideration, bu¢ #xistence or lack thereof of that

knowledge does not compel a finding either wayhenduestion of authorisation.

Pursuant to Jacobs J's reasoniniylimorhouse knowledge of infringements occurring
is irrelevant as long as there is an unqualifie@lied or express invitation extended to the
primary infringer to use the facilities offered itafringe (seeMoorhouseat 21). Adopting
Gibbs J’s reasoning, knowledge is necessary, gikiah one must provide the ‘means’ of
infringement knowing, or having reason to suspe@t 13) that it is likely to be used to
infringe. Accordingly, it is uncertain whether aatisation can be made out if there is no
knowledge or suspicion that there are acts of pymafringement occurring. The mere
existence of knowledge will not mandate a findifigaothorisation either [Klnowledge that
a breach of copyright is likely to occur does netessarily amount to authorisation, even if
the person having that knowledge could take stepgsrévent the infringemenAustralian
Tape Manufacturers Association Ltd v CommonwealtioB) 176 CLR 480 at 497-498’
Nationwide News Pty Ltd and Others v Copyright Agehimited (1996) 65 FCR 399
(‘Nationwide News at 424 per Sackville J speaking for the Full @o&uch statement has
been approved iNominetat [129]; Cooper156 FCR 380 at [31] per Branson J, [144] per
Kenny J;Kazaaat [370]; andCooperl50 FCR 1 at [80].

The respondent has accepted that it had generall&dge of copyright infringement
committed by iiNet users or that infringement wiaelly to occur on its facilities. However,
at such a level of abstraction it is very diffictdtact on such knowledge in any meaningful
way. Accordingly, the Court considers that it wouleé difficult to make a finding of
authorisation on that level of knowledge alone. this sense, s 101(1A)(a) and (c)
considerations interact with the issue of knowlentlgeonsidering a finding of authorisation.
For example, in some circumstances a relevant poavgarevent will be to refrain from
offering a facility by which infringements could@g, such as when the facility is calculated

to lead to its use to infringe copyright (as disad above at [419]). In such circumstance,
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knowledge, at an abstract level of likelihood dfimgements, will be sufficient. However,
where it would not be a reasonable step to reffi@m offering any facilities by which
infringements might occur, such as in the presasédn which no claim has been made that
the respondent should shut down its operationsdSR, but a more specific step could be
taken, it would appear to be necessary that to naakeding of authorisation the level of
knowledge of the alleged authoriser be sufficiesiecific to take that step. In the present
circumstances the Court has found that the onlgiplesreasonable step or power to prevent
would have been for the respondent to notify aed tierminate or suspend its subscribers for
infringing. Therefore, the relevant level of knodde would have to be at this level of
specificity. In the present proceedings the onlidence at that level of specificity is the
AFACT Notices.

The Court finds Mr Malone and Mr Dalby were hongsstating that they did not
understand all the technical detail of the spreaefshttached to the AFACT Notices and the
DVD attached. The Court notes that the headingedaolumns included in the spreadsheet
attached to the AFACT Notices were not self-evid&ldr was the information found on the
DVDs. Mr Carson did not appear to have difficultyunderstanding the data (as discussed in
his second report), but he had already preparedirbisreport explaining in detail how the
BitTorrent protocol functioned. That report was ¢poated on Mr Carson havingeviewed
and collated information from Internet based resms; including knowledge based web
sites, blogs and postingsThat is, Mr Carson, an expert in computer forengarticularly
related to copyright infringement, had to resedhhtopic extensively before he was able to
provide his report on the subject of the informatadtached to the AFACT Notices, and was
therefore in possession of the required level ohmehension of the detail contained in the
AFACT Notices, spreadsheets and DVDs.

Mr Malone was aware of the BitTorrent protocol omyvery general terms, and Mr
Dalby did not appear to have any knowledge othan tbuch protocol’'s mere existence. Of
course Mr Malone and Mr Dalby would have understinadgist of what the AFACT Notices
were alleging, as Mr Parkinson wrote to AFACT ie $econd email dated 12 August 2008,
‘liNet understands how AFACT has come to its aliegatf copyright infringement based on
an IP address, date & timebut that level of appreciation is different frokmowing how
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such allegations came to be made, that is, howett®saddresses, dates and times were

generated.

The 29 July 2008 response from AFACT to the respatid response to the first
AFACT Notice stated[g]iven iiNet is presently the third largest ISP Australia, it would
have no shortage of technically qualified employedso should have no difficulty
understanding the information provided to iiNetAACT. Such observation was likely to
be correct. However, given the context whereby ISR$h as the respondent had received,
and continue to receive, thousands of notices folhgement from overseas (in the form of
the ‘robot’ notices discussed at [192] which thei@@annot find to be reliable) and previous
mechanisms to inform ISPs of infringements occgrrisuch as those using Media Sentry,
had been shown to be unreliable, there was anaildigon AFACT to make clear that their
data was different if they expected a positive oase. The draft ‘straw man’ response to
AFACT created by Mr Perrier of Telstra (see [20pee) and sent to the diss_connect group
attached an academic paper from the University afMhgton. The academic paper became
exhibit KK. Such paper explained why the invesiigatmechanism of Media Sentry was
flawed, and could lead to false allegations of ey infringement. Given that email, it
would appear that none of the ISPs in the diss_exngroup, including the respondent,
appreciated the distinction between Media Sentmpeestigative mechanisms and that of
DtecNet.

The Court has before it a partially confidentigdoet of Mr Lokkegaard explaining in
great detail how his computer software, the DtecAent, operates. The Court has a report
of Mr Carsonindependentlyconfirming the accuracy of the DtecNet method.hBptovide
extensive and, in some cases, confidential detad, in the absence of such information the
operation of the DtecNet Agent could not necesgéel understood. Yet the respondent had
neither report at the time when the AFACT Noticegdn arriving. The Court finds that
AFACT should have explained, in providing the AFAQIbtices, how the allegations of
infringement came to be made in detail, that isy hlee DtecNet Agent operated. DtecNet
(and therefore AFACT) is not entitled to keep itethod secret while at the same time
expecting ISPs and others to be convinced of tiebikity of the allegations of infringement
it creates and to therefore act on those allegatidhe applicants certainly have not expected

the Court to take the DtecNet evidence at faceevallney have explained and proven both
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the method of evidence gathering and used an et@eartlependent verify its veracity. This
was exactly the point of the respondent’s resptmged=ACT: it wanted an independent third
party to assess the reliability and authenticity safich evidence. There was nothing

unreasonable in the respondent taking such a positi

Mr Malone’s statement referring to the AFACT Nosdeeing tompelling evidence
does not change the Court’s finding. Mr Malone’s ofthat statement, as already discussed,
was expressly qualified in that he made such s&emn the context of that evidence being

reviewed by a third party such as this Court.

Despite the foregoing, it can be accepted that freame point after the
commencement of the present litigation the respondgined the relevant level of
knowledge that enabled it to act, and it becamer@awéathe manner in which the DtecNet
evidence was gathered. That is, whatever its kragdein 2008, at some point after the
commencement of litigation the respondent possessedledge which enabled it to act as
this cross-examination of Mr Malone showed:

Well, you know it is happening and know it has hegd, correct, since at least

April 2009?---Based on these documents, yes.

And your response has been to give them [iiNetS)iseirther access?---Correct,
subject to the outcome of this litigation.

However, the Court does not find such conclusiaierdenative. As extracted above
at [465] mere knowledge, as well as the power évgmt is not, ipso facto, authorisation. For
all the reasons already outlined in the discussibthe ‘means’ of infringement as well as
s 101(1A)(a)-(c) of the Copyright Act, the Coumds that authorisation is not made out in
the present circumstances, despite the respondémidsvledge of the infringements

occurring.

Other considerations — Encouragement of infringemein

The applicants point to acts of the respondent lwlaie submitted to be positive
encouragement to iiNet users to infringe. Wilcofound at [405] ofKazaathat Sharman
positively encouraged copyright infringement on Kiszaa system. As discussed above at
[391] the very design of Mr Cooper’s website eneged infringement and it was set up for
that purpose.
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The actions of the respondent relied upon by thpligmts which allegedly
encouraged infringement are: firstly, failing ti&eéaany action to prevent the infringements;
secondly, a 20 November 2008 press release; thitlibymeans by which that press release
was disseminated; fourthly, th&olden Girlsadvertisement’ and finally the respondent’s

encouragement to its subscribers to upgrade thansp

Failure to act

The first example, the failure of the respondent tédke any action to stop
infringements occurring, is not encouragement @ingement. At the outset, the Court has
found that the action suggested was not a relegwawer to prevent or reasonable step and
thus did not need to be taken. Regardless, faitutbscourage copyright infringement is not
encouragement of copyright infringement. There isniddle ground, namely remaining

neutral as the respondent did. On this basis, thetCejects this claim.

20 November 2008 press release

The second example is not encouragement either. afipdicants point to the
20 November 2008 press release (exhibit U) by #spondent regarding the institution of
these proceedings. The relevant section extragtékebapplicants is:

“liNet cannot disconnect a customer’s phone lingedaon an allegation. The alleged

offence needs to be pursued by the police and priovéhe courts. iiNet would then

be able to disconnect the service as it had beewmeprthat the customer had

breached our Customer Relations Agreement,” Mr kialgaid.
The applicants have argued that as Mr Malone hadpaed during his cross-examination
that infringements had occurred, it was incumbegxdrnuthe respondent to at least amend or
clarify such press release. The Court rejects tgenaent. The Court takes judicial notice of
the fact that these proceedings have generated roumeress releases from both the
applicants (via AFACT) and the respondent. Suclsgpreleases were released by the parties
for purposes ulterior to providing all the relevanformation to the public. Their purpose
was ‘spin’ and they are, as such, unreliable. Hamethat does not mean that this release

would constitute encouragement to infringe if irevaot amended or subsequently clarified.

The statement referred to above appears to rerhaipdsition of the respondent. It

may have accepted, for the purpose of this tialt the AFACT Notices proved certain types
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of copyright infringement, but the respondent’stestaent would still be pertinent to that
context. The statement specifically sayfhe alleged offence needs to be...proven in the
courts. Such offence, namely copyright infringement, we proven in this Court until the
handing down of this judgment. Mr Malone’s referemna ‘compelling evidences discussed

above at [172]-[180] was in the context of thatdevice being tested in Court.

478 Further, even if that were not the case, the prelemase related to the respondent
choosing to defend itself against the allegatioat ih had authorised the infringement of
copyright. To suggest that defending oneself agasush allegation, and explaining its
position to the public, could itself constitute @mcouragement to the iiNet users to infringe

which would support a finding of authorisationaltssurd.

479 The applicants submit that the option of downlogdsuch press release via the
BitTorrent system was further encouragement toingé. The Court can make no such
finding. The mere use of the BitTorrent system welf does not infringe copyright.
Consequently, the provision of such press rele@s@&NTorrent, while unusual, was not an

encouragement to the iiNet users to infringe.

‘Golden Girls advertisement’

480 The applicants submit that the following radio atigement was an encouragement

by the respondent to the iiNet users to infringe:

[tlo internet users a Gig is a Gigabyte. The qoesis, how big is a Gig? A Gig is
about 500 hi-res photos or about 300 songs or $odps of thésolden Girls At
iiNet we explain all this to you so you can choaskroadband plan that's right for
you ... it's not the size of the Gig, its how you oke to use it.

481 The Court believes the following finding of Gummadvin Hanimex at 288 is

apposite:

The respondent submits that particularly when ttheedisements in question are
listened to rather than their text read, the gdriemaression is one of promotion of
the virtues of the physical properties of the resl@mt’s product in comparison with
the properties of other products...In my view, théssance of the colourful and
somewhat exaggerated language of the advertisenigentot an invitation or
incitement to or approval of the reproduction of $ound recordings by Madonna
for which copyrights are held by the applicants.
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There is evidence of the availability of televisjgmograms for download or streaming
on the internet which are perfectly legitimate aad in the Freezone: see [245]. It would be
useful for non-technically minded people to knowwhmuch quota would be used up by
activities that they might undertake on the interiiée reference tGolden Girlswas clearly
intended to be humorous given its somewhat less tbatemporary relevance. Indeed, the
joke is that it is highlyunlikely that someone would download an episode ofGloéden
Girls. It is not an invitation to download th&olden Girls Rather, it is a tongue-in-cheek
reference to a section of popular culture. The €does not understand why Mr Malone

found it necessary to be so apologetic about theridement in his cross-examination.

As mentioned, Wilcox J considered that some adsiagiof the respondents in the
Kazaa decision constituted encouragement to people flinge copyright via the Kazaa
system. To appreciate how utterly innocuous t®lden Girls advertisement’ is in
comparison, it is instructive to extract the adgernent as referred to by Wilcox J (from
Kazaaat [178]):

THE
KAZAA
REVOLUTION
30 years of buying the music of [sic] they thinkuyghould listen to.
30 years of watching the movies they want you & se
30 years of paying the prices they demand.
30 years of swallowing what they’re shovelling.
30 years of buying crap you don’t want.
30 years of being a sheep.
Over. With one a single click.
Peer 2 peer, we're sharing files.
1 by 1, we're changing the world.
Kazaa is the technology.
You are the warrior.
60 million strong. And rising.
Join the revolution
KAZAA
Share the revolution

As Wilcox J found at [405] [e]specially to a young audience, the “Join the
Revolution” website material would have conveyesl ittea that it was “cool” to defy the
record companies and their stuffy reliance on theopyrights The ‘Golden Girls

advertisement’ was not even remotely similar iretonintention.
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Encouragement to upgrade

As outlined at [239]-[250] the use of bandwidth quota or downloading is not
necessarily copyright infringing. Therefore enc@emment to use more bandwidth or quota,
or to download more, cannot be encouragement tmgd.

The Court rejects each of the above examples relgoh as being evidence of

encouragement to infringe.

Other considerations — Inactivity or indifference

Gibbs J inMoorhouseat 12 accepted the proposition fréxdelaide Corporatiorthat
‘[i]nactivity or indifference, exhibited by acts @dmmission or omission, may reach a degree
from which authorization or permission may be iréel. However, a precondition to a
finding that a person is indifferent or inactiveasfinding that action was warranted and
required. That is, some obligation to act must tefis one to be properly characterised as

inactive.

It is submitted that the respondent’s failure tad an the AFACT Notices was
evidence of this inactivity or indifference. Thdléoving extract ofJain at 61 was said to be
relevant to the present circumstances:

...the evidence in the present case reveals, in pimian, a studied and deliberate

course of action in which Mr Jain decided to igndre appellant’s rights and to

allow a situation to develop and to continue in ebhhe must have known that the

appellant’'s music would be played without any licerfrom it. It was within his
power to control what was occurring be [sic] he mlidhing at all.

SeeMetroat [52] to similar effect.

Such finding of indifference was, necessarily, adbaded upon two matters. The first
was the evidence in the present cased the second wagi]t was within his power to
control what was occurririglt is dangerous to take statements such aslbeeaout of the
context in which they applied, that is, the facefobe their Honours in those proceedings.
Doing so can distract from the relevant enquiriregm analysis of authorisation, which, as
stated inJain, begin with Moorhouseand, following its introduction, s 101(1A) of the

Copyright Act.
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The Court accepts that the respondent knew thahg#ments were occurring or were
likely to occur. The Court accepts that the respomdhas not acted to stop those
infringements. However, such considerations faihtoount for the important first step in a
finding of authorisation, that is, whether the gdd authoriser has provided the ‘means’ of
infringement, not merely a precondition to infringent, and whether there is a relevant
power to prevent infringement that could be exedtidy the alleged authoriser. As
mentioned, the reasoning above was expressly c¢oned on it being within Mr Jain’s
control or, in s 101(1A) parlance, his power toverg the infringements occurring. In the
present proceeding the respondent has neitherdgawvhe ‘means’ of the infringement nor
has the power to prevent those infringements, anthe absence of these essential pre-

conditions, indifference is irrelevant.

It is instructive to extract a statement of HiggihkomAdelaide Corporatiorat 497:

At most, it might be said that the Corporation shdwitself indifferent; but, as
“indifference” has a rather dyslogistic senseuesay that the Corporation remained
neutral. The problems involved in the letter of @btober called for consideration
and caution: and the Corporation had not the fonctif policing the provisions of
the Copyright Acton behalf of alleged owners of copyright.

There is no legal obligation or duty on any pertmiprotect the copyright of a third
party. There is only a legal prohibition on doingact composed in the copyright without the
licence of the owner or exclusive licensee of taiyright or authorising another to do that
copyright infringing act. Consequently, merely lgeindifferent or inactive in the knowledge
that copyright infringement is occurring cannot $ibly constitute authorisation. A key factor
which must be present is control, or the powerrgvgnt. But, of course, even that may not be
enough, as was found by the Full CourNiionwide Newsit 424 as extracted above at [464].

Did the respondent sanction, approve, countenancéé infringements of the iiNet users?

It has been accepted in virtually every authomsatidecision from Adelaide
Corporation onwards that the word authorisation has the OxMictionary meaning of
‘sanction, approve, countenancesee Falcon v Famous Playersat 474; Adelaide
Corporationat 489;Moorhouseat 12, 20;Hanimexat 286;Jain at 57; Nationwide Newst
422;Metro at [16]; Cooper150 FCR 1 at [78]Kazaaat [402]; andCooper156 FCR 380 at
[20], [138]. Therefore, despite all the precedingcdssion and authority on the issue, at its
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heart, the question of authorisation is a simplestjon of fact, answered by the following:

did the alleged authoriser sanction, approve, @narice the infringements which occurred?

494 It is to be noted that the judicial authority reféo all three words (sanction, approve,
countenance) together, separated by commas arefdreall are to be considered. That is,
the inquiry is not whether the alleged authorisarctioned, approvedr countenanced the
infringement, it is whether they sanctioned, appd\countenanced the infringement.

Approve

495 As to the word ‘approve’, the Oxford Dictionary tefs such word as meaningp
pronounce to be good, commén&uch definition, particularly the wordpronouncé
suggests that approval will only be found whererdhis some positive announcement of
approval of infringements occurring. However, itlsar fromMoorhouseat 12;Hanimexat
286; andMetro at [19] that, active conduct indicating approval [is] not essahto a finding
of authorisation In Cooper 150 FCR 1 Tamberlin J found at [84] that
‘Cooper...knowingly...approved the use of his websitleisrmanner [a copyright infringing
manner] and designed and organised it to achieve ibsult. Such finding was upheld on

appeal. IrKazaaat [194] Wilcox J found similarly regarding the & system.

Sanction

496 As to the word ‘sanction’, the Oxford Dictionaryfoes such word as meanintp
permit authoritatively; to authorize; in looser yge countenance, encourage by express or
implied approval Tamberlin J and Wilcox J found at [100] and [18#[Cooper150 FCR 1
andKazaarespectively that the respondents sanctionedifnagement.

Countenance

497 As to the word ‘countenance’, the Oxford Dictionagfines such word as meaning
‘to give countenance to; to look upon with sanctwrfavour; to favour, patronize, sanction,

encourage...a thirigin Jainat 61 the Full Court said:

[tlhe judgment of the members of the High CourtiaMoorhousecase establishes
that one of the meanings of the word “authorisetha context in which it is here
used is “countenance”. It may be that not every abich amounts to the
countenancing of something is an authorisationnfease will depend on its own
facts. Matters of degree are involved.
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Branson J adopted such statemer@aoperl56 FCR 380 at [72]:

It may be that Mr Takoushis can be understood te@ Ffaountenanced” the acts of
copyright infringement in the sense that he sugobar showed favour to those acts
(seeThe Macquarie Dictionary2nd ed)). However, as the Full Court observed in
[Jain] every case in which the issue of whether a persothorised an act of
copyright infringement arises will depend on itsmofacts and involve matters of
degree.

Branson J also found in that decision at [65] thaincen, at the least, countenanced
the infringements which occurred by means of Mr @ats website. Kenny J found at [152]
and [158] that both Mr Cooper and Comcen countesdiribe infringements occurring by
means of Mr Cooper's website. IMetro, Bennett J found at [52] that Metro had
countenanced the infringements that occurred aeisie. InKazag Wilcox J found at [194]
that Sharman and Altnet countenanced the infringgsnevhich occurred by means of the

Kazaa system.

It was put to Mr Malone that he countenanced tlienigements of the iiNet users,
particularly RC-08, one of the RC-20 accounts:

Your company is countenancing that customer comgto infringe copyright, isn’'t
it?---No. Countenancing implies some form of apptoef it. | certainly don'’t
approve of what he’s doing or she’s doing.

Well, if you don’t approve why don't you stop theayatting access to the internet?---
We would have if there had been a requirementéf ttould have been part of the
orders here as well is to provide that informateord disconnect we would have
immediately acted on it.

But you know they only infringe if you provide theatcess, but you continue to
provide them access. Correct?---They could contiouefringe by any other means.

But you know that the claimed act of infringemesitthe making available online
through your customer’s account on your serviceu Kioow that, don’t you?---Yes.

And you know that the only way they can continuedtothat that is if you keep-
continue to provide them with access. Correct?s-Ye

You are countenancing them infringing, are you nefgain, | say by the word
countenance you mean approving of it, no | don't.

Findings

Consistent across all the words ‘approve’, ‘samctemd ‘countenance’ is the element
of approval or favour with what is said to be awibed, whether it be explicit or to be

implied. There appears to be a consideration tt@iritenance’ is of a lesser force than that
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of ‘approval’ in assessing whether particular fattcircumstances give rise to behaviour or
conduct which authorises, in the sense that approvanfringement will almost always

suffice for a finding of authorisation. Howeverueienancing may not: sdainat 61.

In the current proceedings, the Court does not fivad the respondent approved or
sanctioned or even countenanced the copyrightngments of the iiNet users. All terms
imply a sense of official approval or favour of tinéringements which occur. Such approval

or favour cannot be found.

Mr Malone has made public statements that copyrigfitngement is wrong. For
example, on the Whirlpool forums on 29 March 2068 81 March 2005 and to the media on
29 March 2005 and during the proceeding. The radpan publicly stated in the 20
November 2008 press release thidtét does not in any way support or encourage bnes
of the law, including the infringement of copyrighthis statement was repeated in 17
December 2008 and 5 February 2009 press releagasdiy these proceedings. The
respondent has implemented a CRA that prohibitsaiiers from using their internet to

infringe copyright.

Of course these public statements would count ébhing if it was apparent that in
reality the respondent tacitly approved of copyrigtiringement. For example, the public
pronouncements and notifications telling people twtinfringe copyright inKazaa and
Cooperdid not reflect the reality of the situation. Imose decisions the authoriser intended
that the ‘means’ of infringement be used to infargclearly sufficient to make out that they
approved or favoured infringement. The Court cam fno similar evidence in the present
circumstances. The respondent does not intendhasdever intended, that its facilities be
used to infringe. In fact it implemented the Fraezavhich is a net cost, and which provides
an attractive mechanism for iiNet users to consomadia, including the applicants’ media, in

a way which does not infringe copyright.

It cannot be doubted that the respondent did notvdat was demanded of it by
AFACT. However, this approach is not the same asraing of infringements. The
applicants appear to premise their submissions eonaewhat binary view of the world
whereby failure to do all that is requested andsiibs to co-operate with copyright owners to
stop infringement occurring, constitutes approvatapyright infringement. Such view is not
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the law. It is possible to be neutral. It is poksito prefer one’s own interests to those of the
copyright owners. As Higgins J found at 497Aidelaide Corporationthe law recognises no
duty to police copyright infringement for the bebedf third parties. The law merely
prohibits authorisation of copyright infringemefhe law recognises that favour may be
implied from inaction. However, this is only so wlection could or should be taken. For all
the reasons discussed in this part of the judgitientespondent was not required to act and
its inaction did not equal favour. It did not saant approve, countenance the copyright

infringement of the iiNet users.

Conclusion on authorisation

The Court accepts the respondent had knowledgeeahfringements occurring. The
Court accepts that it would be possible for th@oeslent to stop the infringements occurring.
However, the Court has found as a matter of faat the respondent did not authorise the
infringement committed by the iiNet users. Suchdifng is premised on the fact that the
respondent did not provide the ‘means’ by whichsthaNet users infringed. Even if that
finding be wrong, the Court finds that while thespendent could stop the infringements
occurring in an absolute sense, the steps to dove® not a power to prevent the
infringements or a reasonable step in the senstinse 101(1A)(a) or (c) of the Copyright
Act. Finally, the Court has found that the respanakd not approve, sanction, countenance
the infringements committed by the iiNet users.

It follows that the present Amended Applicationiagathe respondent must fail.

However, despite such finding, the Court considiat it should make further
findings in relation to the other matters that wargued before it. Therefore, the Court will
move on to a consideration of the Telco Act defescEL2E of the Copyright Act and finally
the safe harbour provisions.

PART E2: THE TELCO ACT DEFENCE

As already mentioned at [443] above, the respon@egties that the Telco Act
prohibited it from acting on the AFACT Notices awdrning, suspending or terminating its
subscribers for copyright infringement (the Telcct Aefence). The respondent argues that if

the Telco Act defence is upheld, it would operateaacomplete answer to authorisation.
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However, the respondent submits, if it be not uphalithorisation would nevertheless not be
found for other reasons. As the Court has found tiva respondent did not authorise the
infringements of the iiNet users, the Telco Actatefe is redundant. Nevertheless, given the
length of argument on the issue the Court consithertsthere is value in making findings on

the issue.

The respondent argues that it would have to use ttiifferent kinds of information to
bring about a warning/suspension/termination schérne first would be the provision of the
IP addresses and times provided by the AFACT Nuatiibns (‘AFACT information’). The
second would comprise information in the resporiderdcoré database which contains
information identifying those IP addresses whichrevallocated to particular subscriber
accounts at certain times (‘score information’).eTtird would consist of the information
contained in therumbd database which contains the personal detailsh(sag names,
addresses, emails and telephone numbers) of itscsbérs (‘rumba information’). The
respondent would have to match the AFACT informmatio the score information which
would give it the subscriber account which was iogied in the alleged copyright
infringement. Once it had that information it cotiein consult the rumba information which
would contain the contact details of the ownethat subscriber account.

The respondent argues that the Telco Act prohibésuse of any such information for
the purposes of warning its subscribers of allegatiof copyright infringement and of
termination of subscriber accounts for such rea3te. respondent submits that upholding
the Telco Act defence would operate to prevent @oart from making a finding of
authorisation irrespective of whether such defemas in the minds of the employees of the
respondent at the time of first receipt of the AHARotices. The Court concurs but, as will
become apparent, the issue of whether the Telcadéfeince existed at the time of the first
receipt of the AFACT Notices is an irrelevancy, doethe Court’s findings regarding the

Telco Act defence.

The Telco Act

Section 270 of the Telco Act is contained in Digrsil of Part 13 of that Act. Such
part is entitled Protection of communicatiohsSection 270 provides a simplified outline of
Part 13:
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» Carriers, carriage service providers, numberigda operators, emergency call
persons and their respective associates must prétec confidentiality of
information that relates to:

(a) the contents of communications that have beerare being, carried by
carriers or carriage service providers; and

(b) carriage services supplied by carriers amdagge service providers; and
(c) the affairs or personal particulars of othersons.

e« The disclosure or use of protected informatien authorised in limited
circumstances (for example, disclosure or use farpgses relating to the
enforcement of the criminal law).

« An authorised recipient of protected informatimay only disclose or use the
information for an authorised purpose.

e Certain record-keeping requirements are imposedelation to authorised
disclosures or uses of information.
512 As mentioned, it is agreed between the partiesthigatespondent is a carriage service
provider (‘\CSP’). For all relevant purposes a CSkhe same as an ISP, but as the term CSP

is used in the Telco Act, the Court will refer heetrespondent as a CSP in this part.

Operation of s 276

513 Section 276 of the Telco Act relevantly provides:

(1) An eligible person must not disclose or useiafgrmation or document that:
(a) relates to:

(i)  the contents or substance of a communicatan has been carried
by a carrier or carriage service provider; or

(ii)

(iif) carriage services supplied, or intendedb®® supplied, to another
person by a carrier or carriage service provider; o

(iv) the affairs or personal particulars (inclugliany unlisted telephone
number or any address) of another person; and

(b) comes to the person's knowledge, or intg#rson's possession:

() if the person is a carrier or carriage sFvprovider-in connection
with the person’s business as such a carrier ofiggq or

(ii)
514 Section 276(3) makes contravention of s 276 amoée

Offence
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(3) A person who contravenes this section is gwh an offence punishable on
conviction by imprisonment for a term not exceedinggars.

The respondent claims, and it is not the subjedfigpute, that, as a CSP, it is an
‘eligible persohwithin the meaning of s 271 of the Telco Act. Gequently, disclosure or
use by the respondent of information that fallshwits 276(1)(a) and (b) is prohibited, unless

certain exceptions apply.

The Oxford Dictionary definesiSe as tjo make use of (some immaterial thing) as a
means or instrument; to employ for a certain engharposé The Court finds that were any
of the AFACT information, score information or rueninformation sought to be put to the
purpose of notifying or terminating subscriber acus, that would be relevanise of that
information for the purpose of s 276. Thereforeg tlelevant question is whether the
information sought to be used falls into s 276(Ljfad then 276(1)(b).

Does the information required to be used satisf%&5(1)(a)?

It is accepted by the applicants that the AFACDiimfation satisfies s 276(1)(a)(i),(iii)
and (iv). Consequently, the score information rmestessarily also satisfy s 276(1)(a)(i),(iii)
and (iv) because that information is relevantly saene as the AFACT information, being IP
addresses and times. The rumba information, gikiahit comprises subscriber contact and
personal details, can only sensibly satisfy s 2)(&](iv). Therefore, all the information falls
within s 276(1)(a).

Does the information required to be used satisf®%&5(1)(b)?

There is no issue that the score information ared rthmba information fall into
s 276(1)(b)(i). The relevant debate is whethetARACT information satisfies s 276(1)(b)(i).

The wording of the section such that the informmatioust come within the person’s
knowledge or possessioim‘connection with the person’s business as sudaraier or
provider suggests a wide range of potential types of mi@iion, particularly the use of the
word ‘business which suggests wider circumstances than the nbechnical process by
which the respondent provides internet accesstsuibscribers. As Campbell J said at [7] in
C J Redman Constructions Pty Ltd v Tarnap Pty[R@D6] NSWSC 173,the expression “in

connection with”, while sometimes capable of rafegrto a connection of any kind between



520

521

522

523

-157 -

two subject matters, does not always have thatreeée...[i]t is necessary to look to the
context in which the expression occuts this circumstance, the use of the wobtisines’s
provides important context to the terin ‘connection with It suggests a wide variety of

connections.

The applicants submit that as the AFACT Noticeslectéd publicly available
information from swarms sharing particular filelsat information cannot sensibly fall under
s 276 and thereby give rise to an offence due tthéu disclosure or use of that public
information. The applicants submit that such ancomie would not be pursuant to the

purpose of the section.

Such submission is misconceived for two reasons.fiFst reason is that a significant
amount of information which falls under s 276 wouldcessarily otherwise be public
information. A person’s name is public informatioA person’s address is public
information. However, both examples, when provitdeé CSP for the purposes of signing
up to its services (as part of its business), bietall under s 276(1) and thus further
disclosure or use is not permitted by that CSP gcecertain circumstances. The purpose of

S 276 is not to prohibit disclosure only of infotmea which is not public.

The applicants’ submissions are, in essence, tRF6sis designed to cover only
information generated by the CSP, and informatiavided to the CSP by a subscriber. The
Court can find no such limitation in the wordingtbe section, nor any purpose that would
justify such a narrow interpretation of s 276. Aated, In connection with the person’s
business as such a carrigrecessarily covers a wide range of informatiohe Tourt rejects
the submission of the applicants thttird party informationn namely information from a
person other than the CSP or the subscriber, is@ad from the ambit of s 276(1)(b)(i).

The second reason is that the AFACT Notices do rit@e provide information; they
provide information directed towards a particulanrgmse. The Notices are headed
‘Notification of Copyright Infringemenhimaking that purpose clear. The AFACT information
has been collated and sent to the respondent tajitacity as a CSP. The AFACT Notices
demand that they be acted upon with the implicatloat the respondent should warn its
subscribers or terminate its subscribers’ accesbdanternet. Such demands are clearly a
matter relevant to the respondent’s business aSR The information has only come into
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the respondent’s possession because of its busases<CSP. The AFACT Notices were not
sent by AFACT to any other persons. Indeed, theydconly be sent to a CSP because a CSP

is the only person that could sensibly do anythity) such Notices.

The origin of the information might have been pabbeing obtained from a swarm,
but that information has been taken from the putdictext, converted into a much narrower
context of alleging copyright infringement, and rihgent to the respondent to act on. The
information has clearly come into the respondemssession in connection with the
respondent’s business as a CSP and thereby fales gr276(1)(b)(i).

However, even if the Court be wrong in its findimg relation to the AFACT
information falling under s 276, such finding is mrelevancy. This is because in order to
bring about the result the applicants demand haflet sources of information must be used,
not just the AFACT information. Therefore, were t@eurt wrong in its finding regarding
s 276 and the AFACT information, that informatiooutd be used without prohibition, but
such information cannot be used to any end intigplalt must be used with the rumba and

score information which undoubtedly fall under £27

All the information in question falls under s 27&dats use or disclosure is prohibited
unless some exception found in Division 3 of P&rbfithe Telco Act applies. If the Court be
wrong in regard to its finding concerning the AFA@iformation, s 276 nonetheless prevents

the use or disclosure of the score informatiorherrumba information.

Exceptions

Division 3 of Part 13 of the Telco Act provides #eceptions to the prohibition on the
use or disclosure of information found in s 278h& Telco Act. The four relevant exceptions

for the present circumstances are ss 279, 280a28290. Each will be addressed in turn.

Operation of s 279
Section 279(1) of the Telco Act provides:

Performance of person’s duties

(1) Section 276 does not prohibit a disclosuresa Iy a person of information or a
document if:
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(a) the person is an employee of:

@i ...;or
(i) a carriage service provider; or
(i) ...; and

the disclosure or use is made in the performantleeoperson’s duties as such an
employee.

The critical issue arising in the consideratioriro$ question is whether the use of the
information in the AFACT information as well as theore and rumba information would be
made by an employee of the respondemtthe performance of the person’s dutie&n
employee’s duties would presumably involve dailynadstration of a subscriber’s account.
But could it be said that the investigation of mh@tion provided by a third party concerning
a possible infringement of that party’s rights wbabnstitute performance of the person’s

duties as such an employee?

In Canadian Pacific Tobacco Limited and Another v fttam (1952) 86 CLR 1 at 6
Dixon CJ, commenting on a provision of similar wiaogland intendment, said:

[the provision] ought to receive a very wide intefation. The word “duty” here is

not, | think, used in a sense that is confinedetgal obligation, but really would be

better represented by the word “function”. The @ticm governs all that is

incidental to the carrying out of what is commonbfled the “duties of an officer’s

employment”; that is to say, the functions and pragctions which his employment
authorizes.

While the respondent has no duty to exercise gistsiunder the CRA, that does not
mean that were it to do so it would not be protte s 279. If, as part of an employee of the
respondent’s duties, an employee is required testigate whether a subscriber is, or has
been, engaged in conduct which is alleged to hagached the CRA, such investigation
would be performed by the employee of the CSP haditree types of information would be
utilised in the performance of their duties. Thep@ndent would be conducting an enquiry,
through its employee, to determine if its subscriteeed complied with the CRA, and further

to exercise its rights under that CRA.

Accordingly, the Court finds that the disclosureuse of the information is authorised

by s 279 of the Telco Act.
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Operation of s 280

Section 280 of the Telco Act relevantly provides:

Authorisation by or under law
(1) Division 2 does not prohibit a disclosure sewf information or a document if:
@) ...;or

(b) in any other case-the disclosure or use isired or authorised by or under law.

The applicants submit that as s 101 of the Copygih creates a tort of authorisation
of copyright infringement this must mean that usehe three types of information was
required or authorised by or under law to avoicabheof s 101. The applicants submit that as
the AFACT Notices put the respondent on notice thiiingements were occurring, and as
the respondent had the power to prevent thosengdments, the respondent must at least
have been authorised by s 280 to use the thres tfpeformation to take reasonable steps to

prevent copyright infringement occurring.

Such submission is circular and rather ‘puts the lbafore the horse’. To make a
finding of copyright authorisation complex issuesisinbe resolved which require careful
deliberation: it is not a matter that permits ofagthtforward resolution. The law of
authorisation is not so simple as the applicanggest. As already extracted frdwationwide
Newsat 424, [kKlnowledge that a breach of copyright is likelydocur does not necessarily
amount to authorisation, even if the person havivag knowledge could take steps to prevent
the infringemerit Indeed, even the AFACT Notices acknowledged ittieerent uncertainty
of the law of authorisation when they stated:

The failure to take any action to prevent infringens from occurring, in

circumstances where iiNet knows that infringemenfs copyright are being

committed by its customers, or would have reasosugpect that infringements are

occurring from the volume and type of the activitwolved, may constitute
authorisation of copyright infringement by iiNe¢niphasis added]

The Court has found that copyright authorisationn® made out in present
circumstances. Consequently, use of the three typedormation cannot have been required
or authorised under the law merely by force of .10

The applicants alternatively submit that s 116AH{fLjhe Copyright Act (part of the

safe harbour provisions) authorise the disclostitheinformation falling within s 276 of the
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Telco Act. The applicants submit that as a requereinof those provisions is a ‘repeat
infringer policy’, s 280 must authorise the usdha three types of information to implement

that policy.

The safe harbour provisions may well authorisey(tb@nnot tequire, given their
voluntary nature: see [589] below) the use of tired types of information. However, as will
become apparent from the Court’s discussion in Pant this judgment, there is significant
latitude given to a CSP to create its own repefiinger policy. The respondent’s repeat
infringer policy provided that termination of subber accounts would not occur until such
time as a Court ordered termination of a subscridmeount, a person had been found by a
Court to have infringed or had admitted infringem&one of these scenarios necessitate the
use of any of the information absent a court orfier such information’s production.
Therefore, s 280 cannot have authorised the infoomao be used because the respondent
would not have been using that information for theposes of complying with the safe
harbour provisions. That is not to say that oth8P€ with different repeat infringer policies
would not be authorised under s 280 to use infaomaif the kind discussed: the policies of

each CSP would require their own interpretation.

Consequently s 280 cannot operate as an exceitimetprohibition in relation to

any of the three types of information.

Operation of s 290

The applicants further rely upon s 290 of the Télcowhich provides:

Implicit consent of sender and recipient of commurgdation
Section 276 does not prohibit a disclosure or ysa jperson if:

(a) the information or document relates to the teots or substance of a
communication made by another person; and

(b) bhaving regard to all the relevant circumstandemight reasonably be expected
that the sender and the recipient of the commuinitatould have consented to
the disclosure or use, if they had been awareeoflisclosure or use.

It is to be noted that s 290 is phrased in mordtdienterms to the previous two
exceptions in that it only applies ifh'e information or document relates to the contemts

substance of a communication made by another perSoich phrase is more specific than
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ss 279 and 280, suggesting that s 290 will onlyraipeas an exception to information or a
document which would fall under s 276(1)(a)(i) iox. Consequently, as the rumba information
only falls under s 276(1)(a)(iv), that is, the imf@ation does not relate to a communication,
s 290 could not operate as an exception allowieguse of that information, and it therefore
cannot operate as a relevant exception in the pregeumstances, because all three types of

information must be used.

In relation to the score or AFACT information, tees no factual basis upon which it
can be said that an iiNet user who has been infringopyright might be said to have
consented to the use of either the score or AFA@drination were they to be made aware
of that use. Accordingly, the Court does not coasitiat the circumstances permit the Court
to find any basis that implicit consent exists eugmelation to the information which could
be excepted from s 276 by s 290.

Operation of s 289

Section 289 provides:

Knowledge or consent of person concerned

Division 2 does not prohibit a disclosure or use&ywperson of information or a
document if:

(a) the information or document relates to theaiesf or personal particulars
(including any unlisted telephone number or anyresk) of another person; and

(b) the other person:

(i) isreasonably likely to have been aware or enadare that information or a
document of that kind is usually disclosed, or ysedthe case requires, in
the circumstances concerned; or

(i) has consented to the disclosure, or use, h&s dase requires, in the
circumstances concerned.

It is to be noted that, similarly with s 290, s 28%rafted more narrowly that ss 279
and 280. It only applies ifthe information or document relates to the affaorspersonal
particulars...of another persanSuch section appears to have been drafted virthlas
wording to s 276(1)(a)(iv), to the exclusion of ethypes of information. However, it must
be remembered that one type of information mayfyatine description of information of the
type referred to in s 276(1)(a)(i@s well as(i), (i) and/or (iii). As already found, both the
score and AFACT information is information of thygé mentioned in s 276(1)(a)(i), (imnd
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(iv). The Court does not understand s 289 to applyinformation which satisfies
s 276(1)(a)(iv) only, and not other subsectionatT$, the Court believes that s 289 will only
apply to information if it meets the description ®276(1)(a)(iv), but it will also apply to

information which meets that description as welbters in s 276(1)(a)(i)-(iii).

As already discussed, all types of information (AFA score and rumba information)
relate to s 276(1)(a)(iv), and, consequently, s 28® operate as an exception to the
prohibition on the use of all this information. Thg, all the relevant information falls under
s 289(a). The Court will now turn to s 289(b).

Turning first to s 289(b)(i), such section requitbat the 6ther persoh namely the
subscriber, isreasonably likelyto have been aware, or made aware, that thenretbon or
document of that kind is usually disclosed or usedh‘the circumstances concernedt
cannot be suggested that any subscriber would becaov be made aware, even by the CRA,
that any information would be used against thas@®s contractual interests on the basis of
the AFACT Notices. No circumstances are referreith the CRA which could justify the use

of any of the information on the basis referrethte 289(b)(i).

Turning second to s 289(b)(ii), one of the obligat of a subscriber under the CRA is
to ‘comply with all laws and reasonable directibig/ the respondent (see clause 4.1).
Clause 4.2 prohibits the use or attempted useeofabpondent’s services to infringe another
person’s rights or for illegal purposes. Clause lahd 14.4 authorise the respondent to
cancel, suspend or restrict the service if it reabty suspects illegal conduct by the

subscriber.

Clause 12.3 of the respondent’s CRA provides:

We may collect, use and disclose Personal Infoonatbout you for the purposes of:

Nine purposes are then listed in clause 12.3 whwrepower to use and disclose

Personal Information is permissible by the respahdacluding:

(c) providing the services you require from us aNdt Related Entities;

(d) administering and managing those services dinadubilling, account management
and debt collection;
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The term ‘Personal Information’ is defined in clatdl.1 of the CRA as follows:

Personal Information means information or opinion about you from whiaur
identity is apparent or can reasonably be ascedaamd includes your name, current
and previous addresses, service number, datetbf bmail address, bank account or
credit card details, occupation, driver’s liceneenber and your Credit Information
and Credit Rating.

The words those servicésn clause 12.3(d) is clearly a reference to thevise referred
to in 12.3(c). The specific nature of the desamiptof the services limits the occasions for the
use of that information to that which is essentifdk the administration of the CRA. The Court
considers that as the respondent has (a) prohibiegight infringing conduct pursuant to its
CRA and (b) granted itself the right to cancel,pemsl or restrict the use of the internet to
subscribers who do infringe copyright, acting tathar this end is relevantly part of
administering and managing the respondent’s senand the CRA.

Clause 12.3(d) creates a broad use for Personatnmafion for administering and
managing the respondent’s services, with the dpeotmples listed expressly not limiting the
broader purpose because of the use of the vimetliding. The Court rejects the respondent’s
argument that a broad reading of this subclauseldvmnder the other nine enumerated
subclauses in 12.3 unnecessary. Clause 12.3(dyposely drafted as a wide subclause, but
not so wide as to make the other subclauses redurfélar example, clause 12.3(a) states that
Personal Information can be used faerifying your identity clearly not administering or
managing those services, and clause 12.2@s)sting you to subscribe to our services and the
services of iiNet Related Entitiewould also not be eclipsed by a broad readinglatise
12.3(d). The respondent’'s submission does not stgndo a plain reading of the other

subclauses.

The Court also rejects the argument of the respuntet acting on the AFACT
Notices would not be account management. As stiedelevant action here is enforcement
of the CRA. Such action may be to the benefit tfial party, but that does not mean that the
relevant characterisation of the action is pure@lyregards to that benefit. In making such
finding, the Court repeats that the respondenghtrio act under the CRA was not an
obligation to act: however, if it chose to so @chad the right to use the information by virtue
of the CRA.
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Consequently, pursuant to effect of clauses 4.2, 4.2, 14.4 and 12.3(d), the
respondent was given the right, by its subscribeoissent, to use all the relevant types of
information. This satisfies s 279(a) and (b)(ii) itéh operates as an exception to non-

disclosure mandated by s 276 of the Telco Act.

Conclusion

The Court concludes that disclosure or use of tHeA@T information, score
information or rumba information, which would othése be prohibited by s 276, may be
disclosed or used due to the exceptions found 289sand 279 of the Telco Act. Therefore,
the Court finds that the Telco Act defence in ariditeelf did not mean that warning,
termination or suspension of subscriber accountedan the information found in the
AFACT Notices was not relevant power to preventimgement, pursuant to s 101(1A)(a) of
the Copyright Act, or not a reasonable step, punisteas 101(1A)(c). However, this does not
change the Court’s view that, for all the reasamdirted in Part E1, authorisation is not made

out in the present circumstances.

PART E3: SECTION 112E OF THE COPYRIGHT ACT

As the Court has found on conventional principlesapyright authorisation that the
respondent has not authorised the infringementbeiiNet users, the Court need not deal
with s 112E of the Copyright Act. However, the geien was the subject of extensive
submission, and thus the Court considers that aulshmake findings in relation to the

provision.

Section 112E

The Copyright Amendment (Digital Agenda) Antserted s 112E into the Copyright
Act. Section 112E provides that:
A person (including a carrier or carriage servioeviger) who provides facilities for
making, or facilitating the making of, a communioat is not taken to have
authorised any infringement of copyright in an awdsual item merely because
another person uses the facilities so providedtsainething the right to do which is
included in the copyright.
Pursuant to s 100A the identified films, as cinesgedph films, are ‘audio-visual’ items for

the purposes of s 112E.
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The Explanatory Memorandum to ti@opyright Amendment (Digital Agenda) Bill

states at [138] that s 112E:

...has the effect of expressly limiting the liabiliof carriers and carriage service
providers for authorisations of copyright infringent on their networks. The section
provides that carriers and carriage service prosideill not be taken to have
authorised an infringement of copyright in a filmound recording, television
broadcast or sound broadcast merely because theierthe facilities by which that

material is communicated to the public. The refeeeto “facilities” is intended to

include physical facilities and the use of cellukatellite and other technologies.

The Bill was subsequently amended to remove thd faedfacilities to be physical facilities.

A Supplementary Explanatory Memorandum provided64{ in relation to the amended
s 112E (that is, s 112E in its current form andaoted at [557] above):

said:

...clause s 112E has the effect of expressly limiting authorisation liability of

persons who provide facilities for the making of, facilitating the making of,

communications. The clause provides that such persobe not taken to have
authorised the infringement of copyright in an auwdsual item merely because
another person has used the facilities to engagegyright infringement.

During the Second Reading Speech of the Bill, tloaddirable Daryl Williams MP

The provisions of the bill limit and clarify theahility of carriers and Internet service
providers in relation to both direct and author@atiability. The amendments also
overcome the 1997 High Court decision of APRA visfra [sic — the High Court
decision wadelstra v APRAIn which Telstra, as a carrier, was held to bl for
the playing of music-on-hold by its subscriberdheir clients, even though Telstra
exercised no control in determining the conterthefmusic played.

The reforms provide that a carrier or Internet menprovider will not be taken to
have authorised an infringement of copyright mertiyough the provision of
facilities on which the infringement occurs.

Judicial Authority

Kazaa

In Kazag Wilcox J adopted a narrow interpretation of sB1&ating (at [396]) that:

[i[f the most that can be said against Sharmaras it has provided the facilities

used by another person to infringe copyright, Slaarns not to be taken to have
authorised the infringement. So understood, s Id@#kates as a legislative reversal
of the High Court’s decision ifmglstra v APRA

His Honour then said (at [399]):
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A statutory provision to the effect that a persemot taken to have authorised an
infringement merely because another person doesteydar thing leaves open the
possibility that, for other reasons, the first persnay be taken to have authorised the
infringement. Such a provision does not confer garimmmunity against a finding of
authorisation. Consequently, s 112E does not pmlectbe possibility that a person
who falls within the section may be held, for othheasons, to be an authoriser.
Whether or not the person should be so held isetaldétermined, in the present
context, by reference to s 101 of the Act.
His Honour then went on to consider authorisatind a 112E in relation to Sharman. He
stated (at [401]) that:
Sharman is not held to have authorised copyrigfrinement by Kazaa users
merely because it provides the facilities they imserder to infringe the applicants’

copyright. Something more is required. In evalugtine “something more”, regard
must be paid to the factors listed in s 101(1Athef Act...

His Honour then considered, with reference to 1A} criteria, together with other
factors, whether Sharman had authorised the irdrment of copyright. His Honour found
that Sharman had authorised because it had provigedacilities for file-sharing ([403));
had a financial interest in there being increasamgounts of file-sharing ([404]); had
positively encouraged infringement ([405]); knewtbé infringements ([406]); and had the
power to prevent the infringements occurring ([§1Epllowing this discussion, his Honour
stated (at [418]) in relation to s 112E:

| accept that parliament intended to “protect thessenger”, although only to the

extent indicated by the Act; notably s 112E. Howgws my findings, Sharman is
and was more than a “messenger”.

Equally, his Honour found (at [468]) that:

On the basis that Altnet and Sharman jointly previKhzaa, Altnet is a person to
whom s 112E of the Act applies. Altnet “providegilities”, in conjunction with
Sharman, within the meaning of that section. Howewa the stated basis, Altnet
does more than provide facilities for making, ocilitating the making of a
communication. It is involved in Sharman’s addiabactivities.

Unfortunately his Honour never elucidated precisghat it was that made Sharman
‘more than a messengaside from the general factors that his Honounstdered were
relevant to his finding that Sharman had authorsgayright infringement. Thus although it
is clear that, pursuant to his Honour's reasosemething morethan mere provision of

facilities can cause s 112E to lose its effectisithot clear from his reasons what that
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‘something morespecifically was in that proceeding, aside frorangral authorisation

considerations.

Cooper 150 FCR 1

563 Tamberlin J dealt with the question whether s 1a@plied to Mr Cooper or Comcen,
the ISP in those proceedings. His Honour noted9&}) that s 112E only applies to protect
against a finding of copyright authorisation, natqary infringement. His Honour then went
on to find, in relation to Mr Cooper, that thererevéwo factors that took Mr Cooper outside
the protection of s 112E. They were (at [99]):

...because Cooper has offered encouragement to tsetownload offending
material, as evidenced by the numerous referemce®wnloading material on the

website, and has specifically structured and aedribe website so as to facilitate
this downloading.

564 In relation to Comcen, Tamberlin J noted what wapgear to be three factors which
took the ISP outside of the protection of s 112EstKat [126]):

Accordingly, within the meaning of s 112E, it couldt be said that they were doing
no more than “merely” hosting the website involadthe present circumstances.
Where a host is on notice of an irregularity, delidiely elects not to investigate the
operation and contents of a site and turns a lgljredto such indications, even having
regard to the possible indication afforded by ttie of the website, then, in my view,

there are additional factors called into play be/orerely hosting the website.

As an aside, it must be remembered thatithegularity’ referred to above existed in relation
to the very activities to which Comcen was a paity.the present circumstances any
‘irregularity’ was not observed by the respondent and was moight about because of its
actions. The second and third factors were (at]ji31

The word “merely” must be given its full force amdfect. The second to fifth

respondents have assumed an active role by agreeimgt the website and assisting

with the operation of the website, which are nemelgssteps to effectively trigger

the downloading of the copyright material. The peccal consideration passing

between them, namely, the free hosting in returnie display of the Com-Cen logo

on the website, is an additional matter which takessituation beyond the protection
afforded by s 112E.

Cooper 156 FCR 380

565 On appeal, both Branson and Kenny JJ upheld Tamhksl finding. Branson J noted
in her judgment that s 112KJalifies the operation of s 101(ZARnt [19]). Her Honour
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found at [56] that the effect of s 112E was tl&a{Talk is not to be taken to have authorised
any infringement of copyright in a sound recordijngt because internet users used Mr
Cooper’s website to download music files of souadordings... However, her Honour
found at [58]-[60] that Comcen had done more thas), given that Comcen was an ISP; had
hosted Mr Cooper’s websiteyas aware of the high level of usage of Mr Cooperbsite
and the copyright problehshad provided Mr Cooper with free web hostingeixchange for
Mr Cooper placing the Comcen logo and hyperlinkhenwebsite; and had taken no steps to

prevent the infringement.

Kenny J approved at [168] the comments of Wilcdr Kazag as extracted above,
where his Honour noted that s 112E was intende@verse the effect ofelstra v APRA
that there may be other reasons than the provditarcilities which takes a person outside of
the protection of s 112E ([168]); and that thodeeotreasons depend on factors pursuant to
s 101(1A) and other matters ([168]). In relatioiMpCooper, Kenny J found (at [169]):

...the website [www.mp3s4free.net] constituted anitaton by Mr Cooper to

internet users to use the hyperlinks that it predidnd to add new links, in order that

sound recordings could be downloaded from remotepcers and thereby copied.

Having regard to the matters already mentioned ve#ipect to Mr Cooper, it cannot

be said that he did no more than provide the taslithat were used to infringe the

Record Companies’ copyright.

Similarly to the extract from Wilcox J ikazag Kenny J did not precisely characterise what
it was that took Mr Cooper out of the protectionsof12E. Kenny J was more specific in
relation to Comcen (at [170]):

E-Talk, and, through E-Talk, Mr Bal, derived a coemnial advantage from the

website operated by Mr Cooper that was over andvealjmayment for hosting

services. Mr Bal, and through him, E-Talk, knew w@bohe website and the

infringements of copyright that were likely to benemitted through its operation. In
that knowledge, neither took reasonable stepseweenit the infringements.

The High Court refused an application for spe@alvke to appeal by Comcen and Mr
Bal: E-Talk Communications Pty Ltd & Anor v Universal $itu Pty Ltd & Ors[2007]
HCATrans 313 E-Talk). Gummow J refused leave sayinfiilaving regard to the factual
findings made in this case, both at first instaaoe confirmed in the Full Court, there are
insufficient prospects of success, on the issudavofwhich the applicants propound, to

warrant a grant of special leate
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The Court’s interpretation of s 112E

Before discussing the Court’s view of s 112E, amie issue requires mention. As
stated, Wilcox and Kenny JJ expressly found thEt2E operated as a reversall@lstra v
APRA The difficulty with that view of s 112E is thatl&2E only operates to prevent a
finding of copyright authorisation, not a findindg primary infringement.Telstra v APRA
involved a finding that Telstra had infringed APRACopyright directly, pursuant to the now
repealed s 26 of the Copyright Act and thereforat thelstra was a primary infringer.
Consequently, if s 112E operates as a legislagversal ofTelstra v APRAIt operates as a
very particular kind of reversal, given that it da@thing to protect against a finding that an
ISP, for example, directly infringed copyright, whiwas the very finding that was made
against Telstra ifelstra v APRA

An analysis of the extrinsic material, particularllge Advisory Report on the
Copyright Amendment (Digital Agenda) Bill 198099-100 suggests that it was in fact the
new communication right in s 86(c) and s 10 of @wpyright Act and the amendment to
s 22(5) and s 22(6) of the Copyright Act which watended to reverse the effectTodistra v
APRA not s 112E. Such report states:

Telstra argued that proposed s.22(6) correctly émgints the principle necessary to

avoid liability such as that imposed by the musichold case. The Law Council of

Australia made a submission to like effect. [fod&soomitted]

This was acknowledged by Tamberlin JG@ooper150 FCR 1 at [70]. This suggests that
Wilcox and Kenny JJ were incorrect in their finditltat s 112E operates as a legislative

reversal ofTelstra v APRA

In the present proceeding, the applicants subnat, thursuant toCooper (first
instance and appeal) aidzaadiscussed aboveas soon as any factual element is present
that bears upon the question of authorisation, thvisions of s 112E are of no
consequenceThis would appear to generally accord with theerpretation of the section
pursuant to judicial authority binding on this CouAs stated, Wilcox J, without
specification, appeared to find that the factorsctvhed him to conclude that authorisation
was made out led him to find that s 112E did natishsSharman. Tamberlin J, at first
instance, and Branson and Kenny JJ, on appealasgpé& focus on the level of knowledge
of the ISP of Mr Cooper's website which facilitatéde infringement as well as the
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commercial relationship between Comcen and Mr Coopeich went beyond the usual
hosting arrangement between an ISP and a subsesdsing the factors which took the ISP

outside the protection of s 112E.

The respondent submits that such approach depsitd2E of its effect, given that
any factor which would go to authorisation takepeason out of the protection of s 112E,
thereby meaning that s 112E, which is meant toeptatgainst a finding of authorisation,
automatically falls away upon the finding of autisation. The submissions have some merit,
though they are not correct. The approach doesleftive s 112E of any effect, but it does

give it a minimal effect.

For example, s 112E may have some effect vis-dheigole of Telstra in the present
circumstances. The evidence suggests that, at \adstADSL connections, a necessary
physical facility for the connection of iiNet usexs the internet is the copper phone lines
which are owned by Telstra: see [53] above. Consattyy Telstra’s physical facilities are a
necessary precondition to any infringements ofiithet users. Section 112E would appear to
have some work in the present circumstances tegrdielstra, but only in the circumstance
that Telstra’'s mere provision of copper wires couwddtually constitute copyright
authorisation. Another example suggested by Mr dleh SC (as he then was) in the special
leave application before the High Courtirtalk was:

...In circumstances where an Internet service provides making available facilities

which were being used for the purpose of faciligticommunications which,

unbeknown to the service provider, constitutedimging communication, then
plainly we would say section 112E would have sorekvio do.

However, it would appear to be highly unlikely thateither of the above examples,
Telstra or the hypothetical ISP could be found &awehauthorised infringement. In short, it
would appear that s 112E provides protection wheas not needed. Yet, in making such
statement the Court is mindful of the Full Fedezalurt authority (see Branson J at [32] in
Cooperl156 FCR 380) which statesl42E"...presupposes that a person who merely provides
facilities for making a communication might, abstat section, be taken to have authorised an

infringement of copyright in an audio-visual iteffeeted by the use of the facility

In summary, the authorities appear to leave lititem for s 112E to have meaningful

operation. It will not protect a person from auikation when there is a factor found to exist
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which entitles a finding of authorisation. Therefpsuch finding renders s 112E inapplicable
when authorisation is found, or, as the applicaotsmitted, [ijnevitably, when a finding of
authorisation is made against a provider of fa@#t, s 112E will not assist, as in all of the
circumstances that person is doing more than (oraddition to) providing servicés
Therefore, the only circumstance when s 112E ctalde an effect is when the person
merely provides the facilities for the making ottmfringementand does nothing more
However, as stated, it is highly unlikely that #evill be any circumstance where the mere
provision of the facilities would constitute auttsation, especially given thathe word
“authorize” connotes a mental element [such thattould not be inferred that a person had,
by mere inactivity, authorized something to be dibriee neither knew, nor had reason to
suspect that the act might be domeer Gibbs J ilMoorhouseat 12. Consequently, it appears
that s 112E purports to provide protection whenogoasion could arise to require that
protection. These issues were canvassed beforeHigle Court in the special leave

application inE-Talk but the High Court saw fit not to grant speciaiMe.

The Court, while sympathetic to the problems higjted by the respondent in regard
to the judicial interpretation of s 112E, is pretezhfrom interpreting s 112E differently. It is
bound to follow the Full Court’s interpretation.

Can the respondent take advantage of s 112E?

In the present circumstance, the applicants sutirattthere are four factors relevant
to a finding of authorisation which relevantly tatke respondent outside of the protection of
s 112E. The first is the respondent’s knowledgmiingements; the second the respondent’s
contractual relationship with its subscribers; theird the respondent’s positive
encouragement of infringement; and the fourth thgpondent’'s commercial interests. As
found at [486] the Court has not found that thepoeslent positively encouraged
infringement. As regards to the respondent’s fingnoterests, as stated at [238], they were
remote from the infringements that occurred. Their€does not consider that the presence
of a contractual relationship is a relevant factpven that s 112E was drafted with CSPs in
mind (they are specifically mentioned in the tektsdl12E), and it is to be expected that
CSPs would have a contractual relationship witlr ghebscribers.
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Therefore, the only relevant factor identified e tapplicants which could be the
‘something mordas per Wilcox J) which would take the respondauitof s 112E protection
is the respondent’s knowledge of the infringemeviigh were committed by the iiNet users.
Knowledge of infringements was found to be a reiVactor inKazaa(by inference, given
that it was a relevant factor to the finding offeartsation in that casef;ooperl50 FCR 1 at
[126] andCooperl56 FCR 38@t [58] per Branson J and [170] per Kenny J.

The Court has found at [471] that the respondent, lad some point, knowledge
sufficient to act. Such finding has not led the @ conclude that the respondent authorised
copyright infringement. However, on the judicialtlarity as discussed, it appears that
finding has the result that s 112E protection id awailable. Based upon the above
authorities, as long as the alleged authoriserkmasvledge of infringements, s 112E will
cease to operate. Consequently, the Court mustthiaids 112E would not have operated to
protect the respondent from a finding of authorsat

Conclusion

As the respondent had knowledge of the infringemevttich were occurring on its
facilities and as such factor is relevant to a ifigdof authorisation (though, in this
circumstance has not led to such finding), accgrdor authority binding upon this Court,
s 112E ceased to have operation. However, sucinfjns an irrelevancy given that the Court
has already found that, regardless of s 112E eafgondent did not authorise infringement.

PART F: SAFE HARBOUR PROVISIONS

The finding of the Court that the respondent ditlaxghorise the copyright infringing
acts of the iiNet users renders it unnecessarthimrespondent to rely upon the safe harbour
provisions found in Division 2AA of Part V of theo@yright Act. However, as with the
discussion in regards to s 112E, the Court finds, hiven the extensive argument before the
Court on the issue, the paucity of judicial consien of the provisionsGooperl50 FCR 1
only shortly discussed the provisions at [103]-[A08nd the relevance of the provisions for
the internet industry more broadly, there is vatughe Court making its findings in regards

to the safe harbour provisions.
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The safe harbour provisions were introduced ine@opyright Act by means of the
US Free Trade Implementation Act 2Q@th) and theCopyright Legislation Amendment Act
2004 (Cth). There were also ancillary amendments madedCopyright Regulations 1969
(Cth) (‘the Regulations’) by means of t@opyright Amendment Regulations 2004 (No. 1)
(Cth). As the mention of the US Free-Trade Agrednmmiggests, the provisions in the
Copyright Act had their origin in US law, specifiljas 512 of Title 17 of théJnited States
Code(US) (‘17 USC § 512’) which had its origin in s20f the DMCA. As will be made
clear, while there are some differences betweenlUh#ed States and Australian ‘safe
harbo(u)rs’, US authorities can provide significassistance in the interpretation of the

Copyright Act safe harbour provisions.

The Australian provisions, unlike the US provisiomhich are broader in their
operation (see 8 512(k)), only provide protection €SPs. Carriage Service Provider is
defined in s 10 of the Copyright Act in the samenig as in the Telco Act, namely:

87 Carriage service providers
Basic definition

(1) For the purposes of this Act, if a person suppbegroposes to supply, a listed
carriage service to the public using:

(a) a network unit owned by one or more carriers; or

(b) a network unit in relation to which a nominatedreardeclaration is in
force;

the person is earriage service provider

As mentioned, there is agreement between the patti@ the respondent is a CSP. The
Australian provisions, like the US provisions, cenct four different and mutually distinct

types of activity (though the one CSP might undertaore than one kind of activity).

The first, category A, which is relevant for thgs®ceedings, occurs when CSPs
‘provid[e] facilities or services for transmitting;outing or providing connections for
copyright material, or the intermediate and tramgiestorage of copyright material in the
course of transmission, routing or providing contiets (s 116AC). This category is often
referred to as ‘transmission’ activities. The satarategory B (s 116AD), refers to ‘caching’
activities, the third, category C (s 116AE), ‘hosfi activities and finally category D
(s 116AF), is ‘information location’ activities. W the other categories may be referred to
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in the following discussion, there is no disputattthe relevant activity for the present
proceeding is category A activities. The Explamatbtemorandum to th&JS Free Trade
Implementation Bill 2004'safe harbour EM’) at 160 makes clear that thelifjoation for
one category by a CSP does not affect the detetimmnaf whether that CSP is, or is not,

capable of qualifying for any other category.

If the CSP satisfies the conditions attached tardiqular category (discussed below)
the remedies available to a copyright owner fordbpyright infringement (whether primary
or authorising) against the CSP are found in s Td1.68ubsection (2) of s 116AG places a bar
on the Court granting any damages, additional dasyaaccount of profits or other monetary
relief against a CSP. Subsection (3), which retiersategory A activities (categories B-D are
discussed in subsection (4)), limits the remedi€oart can make tah order requiring the
carriage service provider to take reasonable stepslisable access to an online location
outside Australiaand/or ‘an order requiring the carriage service provider terminate a
specified accouhtIn deciding whether to make such order, the Couust have regard to
(s 116AG(5)):

(@) the harm that has been caused to the owner or sexellicensee of the

copyright; and

(b) the burden that the making of the order will plawe the carriage service
provider; and

(c) the technical feasibility of complying with the ergland
(d) the effectiveness of the order; and
(e) whether some other comparably effective order wbeldess burdensome.

The court may have regard to other matters it censirelevant.

Interaction between the safe harbour provisions ana@opyright authorisation

Division 2AA of Part V is headed.imitation on remedies available against carriage
service providers Section 116AA states:

(1) The purpose of this Division is to limit the remeslithat are available against
carriage service providers for infringements of yrgght that relate to the
carrying out of certain online activities by cagea service providers. A
carriage service provider must satisfy certain damts to take advantage of
the limitations.

(2) This Division does not limit the operation of preigins of this Act outside this
Division in relation to determining whether copyridhas been infringed.
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As both subsections make clear, Division 2AA ondgdmes relevardfter a finding
that a CSP is liable for copyright infringementcén only logically be thus. The purpose of
the provision is to limitremediesavailable against a party and a remedy only besome

relevant if liability is established.

The safe harbour EM states (at 157) in relatiost 1A6AA(2):

While actions taken by a carriage service provideelation to the condition set out
in this Division may have some relevance to whetivemot copyright infringement
has occurred, the Division does not affect the pmyisions in the Act in relation to
the determination of liability should be interpmkter limit the application of the
exceptions in the Act. Further, the failure of ariege service provider to qualify for
any limitation on remedies in this Division doeg nmke the service provider liable
for copyright infringement. A copyright owner musill establish that a carriage
service provider has infringed copyright under Aloe.

Further, s 116AH(2) states:

Nothing in the conditions is to be taken to requarearriage service provider to
monitor its service or to seek facts to indicateimging activity except to the extent
required by a standard technical measure mentionedndition 2 in table item 1 in
the table in subsection (1).

The Court considers that the combined effect ohguovisions and the voluntary
nature of any industry code (reg 20B of the Regaa) have two consequences. First, that
compliance with safe harbour requirements may lseece that can be relevant to show that
a CSP ought not be rendered liable for copyriglitingement. Therefore, should a CSP
implement a scheme in relation to category A at#igsiwhich complies with condition 1 of
item 1 of s 116AH(1), that may be evidence in favotia finding that the CSP did not
authorise the infringement of copyright or infringepyright directly. Second, the Court
considers that the reverse is not true. That ikréato comply with the requirements of the
safe harbour provisionsannotbe relevant and is not evidence that goes todinfinthat a
CSP is liable for copyright infringement, sincestiwould defeat the voluntary nature of the
safe harbour provisions. Parliament has implemeatgdluntary inducement, which, if not
taken up, cannot, per se, be used as evidencehtn&@SP has authorised infringement. In
other words, if a CSP does not implement such ameh that is a wholly irrelevant
consideration for the purposes of deciding wheth€@SP authorised infringement. Failure to

comply merely has the consequence that the CSRotaake advantage of Division 2AA
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should they be found to have authorised. For thasaon the applicants were in error in

making the submissions discussed at [431]-[432}abo

What is a repeat infringer policy?

In order for a CSP to take advantage of the sat@olia provisions, it must comply with
conditions found in Subdivision D of Division 2AAee s 116AG(1). CSPs must comply with
conditions 1 and 2 of item 1 in s 116AH(1) in relatto categories A-D. They are:

1. The carriage service provider must adopt and reddpimplement a policy that

provides for termination, in appropriate circumsias) of the accounts of repeat
infringers [‘repeat infringer policy’].

2. If there is a relevant industry code in force-tlzgriage service provider must
comply with the relevant provisions of that codimtiag to accommodating and
not interfering with standard technical measuresdus protect and identify
copyright material.
CSPs must then comply with further conditions, #med¢o each category. Category A
requires compliance with a further two conditionstem 2 of s 116AH(1):
1. Any transmission of copyright material in carryiogt this activity must be

initiated by or at the direction of a person othikean the carriage service
provider.

2. The carriage service provider must not make subgeammodifications to
copyright material transmitted. This does not agplynodifications made as part
of a technical process.

Section 116Al provides:

If a carriage service provider, in an action relgtito this Division, points to

evidence, as prescribed, that suggests that thegaiservice provider has complied

with a condition, the court must presume, in theealoe of evidence to the contrary,

that the carriage service provider has complieti tiieé condition.
Given such provision and the evidence presentdtiese proceedings, the Court finds that
conditions 1 and 2 of item 2 were complied withthg respondent. Therefore, the relevant
dispute is in regards to condition 1 of item 1,csfpeally whether the respondent had a policy
‘that provides for termination, in appropriate cirogtances, of the accounts of repeat

infringers and, if it does, whether itéasonably implement[etd$uch a policy.

According to the safe harbour EM at 161, this réga&inger policy is to be

determined by the carriage service providdihe repeat infringer policy required is phrased



593

594

595

-178 -

slightly differently in the safe harbour EM to that the Copyright Act itself, the former
stating that it must be a policy faerminating in appropriate circumstances the acdsusf

users who are repeat copyright infringers

It is impossible to fail to notice the complete wam of legislative guidance in
relation to any category A requirements when comgbato the highly prescriptive
requirements in relation to categories B-D found ihl6AH(1) and the Regulations. Neither
the legislation, the Regulations nor extrinsic mats provide any guidance to the Court as to
what the appropriate circumstancésor termination are, whatrépeat infringementimeans
or what the accounts of repeat infringérsneans. The assumption must be that Parliament
left latitude with the CSP to determine the poliapd left the meaning of those words to be

determined by the courts.

To add to the confusion, condition 1 of item 1 &plo all categories of activities,
even though a ‘repeat infringer’ in relation toemadry A is likely to be different to a ‘repeat
infringer’ in relation to category C (hosting), fexample. This is likely to be important,
given that the termination must occur only appropriate circumstancésFor example, it
could be argued that given that the legislation gredRegulations in relation to category C
(hosting) are highly prescriptive and that thatetygd activity allows for a CSP to actually
access and view the material alleged to be infniggihat would have the consequence that it
would be reasonable for the repeat infringer poiicyelation to that category to provide for
quicker termination of internet users alleged torbpeat infringers than in relation to
category A, where, due to the transitory naturetld transmission, a CSP cannot
independently verify the infringing nature of theartsmission. Presumably, given that
condition 1 of item 1 is said to apply to all caiggs, implementing an appropriate repeat
infringer policy in relation to one category wilbnhnecessarily suffice for compliance with

another category.

US precedent on safe harbor provisions

Given this vacuum of legislative or judicial guidanthe Court turns to US precedent.
The US safe harbor provisions create very simimuirements to the Copyright Act safe
harbour provisions in relation to the requiremearitsategories A-D (there defined as § 512(a)-
(d)), and, as already discussed, the Australiavigioms were modelled on the US provisions.
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Further, the US safe harbor provisions create taally identical requirement for a service
provider to adopt a repeat infringer policy to @epyright Act (at 8 512(i)(1)):
The limitations on liability established by thiscien [§ 512] shall apply to a service
provider only if the service provider —

(A) has adopted and reasonably implemented, amunnsf subscribers and account
holders of the service provider's system or netwaftka policy that provides for the
termination in appropriate circumstances of subscsi and account holders of the
service provider’s system or network who are repgangers...
The section and informs subscribers...or networkK & omitted in the Copyright Act (an
issue discussed below). However, in all other @evespects, s 116AH(1) item 1 condition
1 and 8 512(i)(1)(A) are the same. However, giviea tliscussion above at [594], it is
important to keep in mind that not all US decisidiesl with category A activities, and thus
the requirements of a repeat infringer policy igals to another category may not be

appropriate to rely upon for interpretation of cpiey A.

A number of US cases have dealt with § 512(i)(1)(4$ decisions appear to divide
the requirements of 8 512(i)(1)(A) into three padse, for exampleCorbis Corporation v
Amazon.com, In851 FSupp2d 1090 (WD Wash 20043 ¢rbis) at 1100:

A service provider must: 1) adopt a policy thatyides for the termination of service

access for repeat copyright infringers in apprdpricircumstances; 2) inform users

of the service policy; and 3) implement the policya reasonable manner.
The second requirement comes from the wordingetiB provision which, as mentioned in
the paragraph above, does not precisely mirrole\H{1) condition 1 of item 1. There is no
statutory requirement for the notification of swlpolicy to a CSP’s subscribers pursuant to
condition 1 of item 1 of s 116AH(1) of the Copyrighct.

REQUIREMENTS OF THE POLICY

A key authority in relation to the first requiremtethe creation of a policy, s Re:
Aimster Copyright Litigatior252 FSupp2d 634 (ND Il 2002)I re Aimster252 FSupp2d
634’) (first instance); an834 F3d 643 (7th Cir 2003) (appeal). In the firdtance decision
Aspen CJ found (at 658-659) that Aimster had aatpdringer policy due to two factors.
The first factor was a notice on the Aimster webgihich: (a) stated that Aimstaespect[s]
copyright law and expects our users to do the Sah¢ outlined its procedure for the
takedown of infringing material; and (c) statedtthesers who are found to repeatedly violate
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the copyrights of others may have their accesdltseavices terminatédThe second factor
was the provision of a form for copyright ownersnotify Aimster of copyright material

being infringed. This satisfied the requiremenaaépeat infringer policy.

598 On appeal, Posner J, writing the opinion for thepdgd Court, affirming Aspen CJ,
dealt with the issue rather more briefly. Posniauhd (at 655):
The common element of its safe harbors is thasémeice provider must do what it
can reasonably be asked to do to prevent the use sdrvice by “repeat infringers”.
17 U.S.C. 8 512(i)(1)(A). Far from doing anythirggdiscourage repeat infringers of
the plaintiffs’ copyrights, Aimster invited them @o so, showed them how they
could do so with ease using its system, and byhtegdats users how to encrypt their

unlawful distribution of copyrighted materials dided itself from doing anything to
prevent infringement.

599 With the greatest respect to his Honour, 8 512(¥)L does not accord with his
Honour’s encapsulation of that section. The sedfiees not state that there is any broad duty
for a service providertdé do what it can reasonably be asked to do to gmethe use of its
service by “repeat infringers” It does not state positively that the serviceyuer must
‘discourage repeat infringerdt merely states that the service provider sddwve adopted
and reasonably implemented, and inform[ed] subsgskand account holders of the service
provider's system or network of, a policy that pd®s for the termination in appropriate
circumstances of subscribers and account holdeteegervice provider's system or network

who are repeat infringetsn order to take advantage of the US safe harbor.

600 With respect to his Honour, his reasoning appeaohvert a provision designed to
limit remedies where liability for copyright infrgement is already established into a positive
duty to prevent copyright infringement. The submoiss of the applicants in these
proceedings occasionally adopted the same philgsdpéction 512(i)(1)(A) does no such
thing, nor does condition 1 of item 1 of s 116AH¢I)the Copyright Act. In short, the Court
prefers the judgment of Aspen CJ to provide guidancthe interpretation of what a repeat

infringement policy is for the purposes of s 116AH{em 1 condition 1 of the Copyright Act.

601 A further useful authority i€orbis. In that decision, Lasnik J, dealing with category
C activities, found that Amazon had a repeat igeempolicy. While Corbis, the plaintiff, had
argued that Amazon’s policies weréo0 vague with regard to issues of copyright

infringement...do not include the term “repeat infrgm” and do not describe the methodology
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employed in determining which users will be terrtedafor repeated copyright violation&t
1100), his Honour rejected such argument. He fqahd101):
The key term ‘repeat infringer’, is not defined &hd subsection never elaborates on
what circumstances merit terminating a repeatrigéi’'s access. This open-ended
language contrasts markedly with the specific reguénts for infringement notices
and take-down procedures...[t]he fact that Congréesse not to adopt such specific

provisions when defining a user policy indicates iitent to leave the policy
requirements, and the subsequent obligations afehéce providers, loosely defined.

His Honour found at 1101;

Given the complexities inherent in identifying amt&fining online copyright

infringement, 8 512(i) does not require a serviceviger to decide, ex ante, the

specific types of conduct that will merit restniwdiaccess to its services...[however,]

it is clear that a properly adopted infringementiggopmust convey to users that

“those who repeatedly or flagrantly abuse theireascto the Internet through

disrespect for the intellectual property rightsottiers...know that there is a realistic

threat of losing that access.”
His Honour concluded at 1101 that Amazon’s polidesveyed that message, given that it
informed vendors in its Participation Agreement tththose accused of copyright
infringement are informed that repeated violatiarmaild result in “permanent suspension”

from Amazon sités

| MPLEMENTATION OF THE POLICY

In re Aimster252 FSupp2d 634 is also a useful authority relatiogthe third
requirement, namely the actual implementation céeat infringer policy. Aspen CJ found
that while Aimster had a policy, it had not implemed it. His Honour found that as the
encryption feature of Aimster rendered it impossibbr Aimster or copyright owners to
identify which Aimster users were transferring whiflles, Aimster hadévicerat[ed] any
hope that such a policy could ever be carried ¢at 659). Consequently, Aimster’s policy

was a mirage and was not implemented: see 659.

In Harlan Ellison v Steven Roberts887 F3d 1072 (9th Cir 2004)Hlison 357 F3d
1072"), Pregerson J found at 1080 that while AOH harepeat infringer policy, it had failed
to implement it because it did not have an effectiatification procedure in place at the time
the alleged infringements were taking place. Tloee@dure was ineffectual because AOL had
changed the email address that notifications ofyieght infringement were to be sent to
without providing notification to the US Copyrigl@ffice or on its website. It did not
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implement a system whereby notifications sent &odll address were forwarded to the new
address. This meant th&OL allowed notices of potential copyright infrimgent to fall into
a vacuum and go unheeded; that fact is sufficienafreasonable jury to conclude that AOL

had not reasonably implemented its policy agaiepeat infringers(at 1080).

In the decision oPerfect 10, Inc v Cybernet Ventures, Rt3 FSupp2d 1146 (CD
Cal 2002) (Cybernel at 1177 Baird J found thatippropriate circumstancéso terminate
repeat infringers would includeat a minimum, instances where a service providejiven
sufficient evidence to create actual knowledgelafabt, repeat infringement by particular

users, particularly infringement of a wilful andramercial naturé

Despite such finding, in the latter decision @brbis mentioned above, Lasnik J
placed a high level of proof for such instanceatirsgy at 1104-1105 thait ‘requires, at a
minimum, that a service provider who receives motita copyright violation be able to tell
merely from looking at the user’'s activities, staémts, or conduct that copyright
infringement is occurring His Honour found at 1105 that notices pursuantategory C
activities were not thesine qua non of copyright liabilityand that hotices alone do not
make the user’s activity blatant, or even concleisidetermine that the user is an infringer
Therefore, althoughthe notices have brought the listings to Amazotienéon, they did not,
in themselves, provide evidence of blatant copyiigfhingement see 1105.

In the decision oPerfect 10, Inc v CCBIll LL&81 F3d 751 (9th Cir 2007), a matter
concerned with category C activities, Smith J, rafedlecting on the authorities, found (at
758) that a service provider “implements” a policy if it hasworking notification system, a
procedure for dealing with DMCA-compliant notificats, and if it does not actively prevent
copyright owners from collecting information needexd issue such notifications...[tlhe
statute permits service providers to implementréewaof procedures.’.

CONCLUSIONS

In general, the US authorities appear to approaehquestion whether a service
provider has a repeat infringer policy and whetliehas implemented that policy as a
preliminary or ‘threshold’ question before addragsthe question as to which category is

satisfied by the activities in question, and whethe particular requirements of the specific
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categories have been met: see, for examiderjan Ellison v Stephen Robertsd89
FSupp2d 1051 (CD Cal 2002) and 357 F3d 1@Ahernet In re Aimster252 FSupp2d 634;
Perfect 10, Incv CCBIll, LLC 340 FSupp2d 1077 (CD Cal 2004) and 481 F3d 75d; an
Corbis This reasoning probably results from the striectoir 17 USC § 512 which phrases
the repeat infringer policy as one of theonditions for Eligibility of the US safe harbor
provisions. In contrast, s 116AH(1) of the Copytiglat places the conditions to be complied
with by CSPs in relation to all categories in theng table as the specific conditions for each
category. For this reason, and the reasons distas®ve at [594], the Court finds that it is
more appropriate to consider whether a CSP hageatranfringer policy directed to a

particular category of activity (that is, A-D) raththan in the abstract.

The requirements of the repeat infringer policelitsappear to be minimal, with
significant latitude granted to service provideysdetermine the policy. Under US law, the
policy appears to require some kind of viewableifization of the policy to the service
provider’'s users (though it must be rememberedtthatis in the context of the requirement
that the service provider's users be informed @& folicy, a requirement not present in
condition 1 of item 1 in s 116AH(1)) and the seevigrovider must have a mechanism for
notifications to be provided to it alleging copyriginfringement. The latter requirement
would appear to be required at least for the puepas notification and takedown procedures
of categories B, C and D activities. The policy ch@et be prescriptive in terms of precisely

those matters which will constitute repeat infringeat and which will lead to termination.

As to implementation of that policy, the authosti@articularlyEllison 357 F3d 1072
andIn re Aimster252 FSupp2d 634 make clear that a service prowdenot takepositive
steps that, in effect, prevent a copyright own@mfrbeing able to provide to the CSP
notifications of alleged copyright infringing adties. The service provider must have an
operative notification system to receive noticesrfrcopyright owners and a procedure to act
on notifications given. Finally, the service prosidwill not be found to have implemented
that policy if it takes no action to terminate ssehen a notice enables a service provider to
know that blatant copyright infringement is occogi‘merely from looking at the user’s
activities, statements, or conduceeCorbisat 1104-1105.
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This Court adopts the abovementioned US authofyen the similarity in the
relevant statutory instruments and the dearth o$tralian authority interpreting the safe
harbour provisions, the Court considers that ibfidmmense assistance to consider those
decisions of US Federal Courts where similar pionis have been interpreted. However, in
adopting the authorities, the Court is mindful lnéde instances in which Australian and US

copyright law differs.

Did the respondent have a repeat infringer policy?

The Court finds that the respondent had a repdéanger policy. As the authorities
outlined above suggest, the requirements of sudicypare not extensive, given that the

legislature saw fit to leave the form of the poligyto the particular CSP.

The Court finds evidence for the existence of tbécp in two documents and Mr
Malone’s oral evidence. The first document is tlopyight section of the respondent’s
website which states:

New Copyright regulations came into play on 1studay 2005 as a result of the US
Free Trade Agreement. The new regulations allowClopyright owners to provide
notice in accordance with the prescribed formatosetin the “Copyright Act” to a
service provider of any infringing material.

A notice of copyright infringement in the prescibfrmat in accordance with the
Copyright Act can be sent to: ...

[contact details provided]

NOTE: The hosting or posting of copyright material usiag iinet service
constitutes a breach of iinet contractual obligatimder the Customer relationship
Agreement Sec 4.1 & Sec 4.2 Customer relationstype@dment Such a breach of
contract may result in the suspension or terminabservice without notice to the
subscriber.

The second document is the CRA which was change2D0% to provide for the
ability for the respondent to terminate subscriosrounts due to copyright infringement. Mr
Malone pointed to these two documents in his cexsgnination as evidence of the existence
of the policy:

And you agree with me that one can spend the femtads time this week and next

week fiddling around on your website and you wdimitl a copyright infringement

policy; agree?---There is a page which has copyrigteach information and

information about iiNet [sic] position on this atltk one you referred to earlier on
has got an email address, phone number and calgtzils for the copyright officer.
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And where is that policy written down?---The polasll, the right to do it is
encompassed in our CRA.

Just pausing there. That is referring then to d@raotual obligation?---It’s the right to
be able to do it where someone is found to havenged.

You understand a difference between the term oin#&ract and a policy?---Yes.

Now, that is not the policy, is it?---A term of antract may be evidence of a policy.

In further cross-examination, Mr Malone made cliat the detail of the policy does
not exist other than in his mind, though Mr Dalbgsaaware of it as well. He stated that the
termination of subscriber accounts would occuhire¢ circumstances: when the respondent
was ordered to do so by a Court; when an iiNet asgenitted to infringing copyright; and
when an iiNet user was found by a Court or othénaity to have infringed. Despite strident
assertions to the contrary by the applicants, Mioki&ls cross-examination does establish
the third circumstance and it was not profferedyanl re-examination as was incorrectly

submitted in the applicants’ closing submissionsejly:

What is the policy?---If someone is found to infiinon multiple occasions then we
may disconnect them.

And what constitutes a repeat infringer is not #jpet?---1t's someone who is found
to have been — someone is found by a court or athempetent authority to have
infringed.

What does the policy [say] about a customer admgttopyright infringement?---

We've already confirmed that we don’t have a writolicy, so the policy doesn’t
say anything about it, but my position would bet tficsomeone — they only way
someone could be found to have infringed was wtrerg whether were found so by
a court or where they admitted to doing so.

So the policy you are referring to comes back taesgourt order, is it?---Yes.
And that is it?---Yes.

You will only — your policy is you won't do anythjnwithout a court order?---Sorry,
pardon me. The person would be found not by a cangigr, but by a court saying
yes, that person is guilty.

And again, | put it to you, you don’'t have any rapmfringer policy, do you?---the
policy would be, as | said, if someone is foundrépeat an infringement — on
multiple occasions, then we need to take action.
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615 This policy, albeit not wholly written, would sdtysall the requirements outlined In
re Aimster252 FSupp2d 634. The submissions by the applidghatssuch policy does not
exist given that it is not recorded in writing; doaot provide for prescriptive steps as
stipulated in other ISP’s policies (for example eaand People Telecom which were
exhibited before the Court); and is not communidateiiNet’'s users, fails in light of the US
authority outlined above, particular@Gorbis. The policy need not be written, since there is no
statutory requirement that a policy be in writtenmnf. It need not provide clear steps leading
to termination. It need not mention ‘repeat infeng Parliament, by the absence of any
prescription for the policy, saw fit to grant CSé$tgnificant latitude to formulate their own

policies.

616 Further, the policy need not be communicated to SP’€ users, given that, as
explained, condition 1 of item 1 in s 116AH(1) exa®d any requirement for the notification
of that policy, unlike 17 USC 8512(i)(1)(A) on whiccondition 1 was clearly modelled.
Consequently, the Court rejects the premise oflithesof questioning put to Mr Malone:

Do you understand the purpose of the policy isnform existing and potential

customers as to what iiNet's approach is?---That bepart of the policy’ purpose,
yes.

And what, you are not going to tell anybody whetthey have breached the policy
or not, until they have done something which isr@ach of a policy they don’t know
exists. Is that the position?---Sorry, the poliogtfis don't infringe at all. There is a
secondary step which is yes, you have infringedy ldo we deal with multiple
infringers.

617 As already mentioned, the Court does not draw afgrences from the fact that Mr
Dalby did not mention the repeat infringer poliéys already referred to, he was not asked
about it in cross-examination. This was, no doalitgasonable forensic decision on the part
of the applicants, but it does not lead the Caurtdnclude that he had nothing to say which

would have assisted Mr Malone.

618 The applicants’ reliance ddommercial Union Assurance Company of Australiaw_td
Ferrcom Pty Ltd and Anothg1991) 22 NSWLR 389 at 418-419 is misconceivedthiat
proceeding aones v Dunkeihference was drawn where there was no directeede on a
topic at all in the hearing and a withess who would have bdéds to provide evidence in
chief about the topic did not do so. This caseiffer@nt. There is direct evidence of the

repeat infringer policy from Mr Malone.



619

620

621

622

- 187 -

The Court finds that the respondent’s notificatibat copyright infringement may
lead to termination of subscriber accounts (exéh@bove at [612]) put the iiNet users on
sufficient notice that the respondent had a pdlicselation to repeat copyright infringement,
and that Mr Malone’s understanding of the factasassary to take action under that policy
is sufficient to constitute a repeat infringer pglior the purposes of condition 1 of item 1 of
s 116AH(1).

Has the respondent reasonably implemented such alpry?

Despite the above, while the Copyright Act givesPEignificant latitude in the
adoption of a repeat infringer policy and therefdaseimplementation, the text of item 1
condition 1 of s 116AH(1) in the Copyright Act sagts that the requirements of such policy
are not entirely at the whim of the CSP:

The carriage service provider must adopt aeasonably implement a policy that

provides for termination, imppropriate circumstances of the accounts of repeat

infringers. [emphasis added]

The inclusion of the wordgéasonablyand ‘appropriate circumstancégrovide scope for
the Court to adjudge a policy and its operatiord #rat objective element is particularly
relevant in an assessment of whether a CSP hasnmeplted a repeat infringer policy that

has been adopted by it.

The Court finds that the respondent has reasonaiplemented a repeat infringer
policy. Mr Malone’s statement that he has not entened a circumstance where he has been
required to implement the repeat infringer policgsmot ajoke (as it was put to him) but is
entirely consistent with the policy, given that,fas as the Court is aware, no specific iiNet
user has yet been found to have infringed copyrdighés Court (before this judgment), and

the respondent has not been ordered to termirgibskriber account by a Court.

While the respondent’s requirement that an iiNedruse found to have repeatedly
infringed copyright by a court sets a high bar befine respondent will effect an iiNet user’'s
termination, the Court believes that, in the cirstemnces of category A, this is an appropriate
policy. In order to understand the Court’'s approaeference must first be had to other

categories of activity.
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First, it is to be noted that the Copyright Act ath@ Regulations create a highly
prescriptive regime for dealing with allegedly infying material in relation to categories B-
D. For example, regs 20D-20U provide a regime &alichg with allegations of infringement,
notification of those allegations and takedownrdfinging materials. In relation to category
C activities, reg 201 allows a copyright owner geat thereof only to provide a notification
of claimed infringement in a prescribed form to &RC Regulation 20J then provides that the
CSP must take down the material and inform the qmereho uploaded the material.
Regulation 20K then allows that person to issueunter-notice to the CSP stating that the
material is not infringing. Following receipt of &u notice the CSP must, pursuant to reg
20L, send that notice to the copyright owner, anspant to reg 20M, restore the material if
the copyright owner does not commence an actiohinilO days to have the material

restrained or, alternatively, following a suit fmypyright infringement which is unsuccessful.

Importantly, all notifications pursuant to the ré&gions are contingent on reg 20X.
Such regulation states:
(1) A person who issues a notification, notice or ceunbtice under this Part,
for the purpose of satisfying a condition in Sulslon D of Division 2AA of

Part V of the Act, must not knowingly make a matkemisrepresentation in
that notification, notice or counter-notice.

(2) For subregulation (1), a person knowingly makesatenal misrepresentation
in a notification, notice or counter-notice if therson does not take reasonable
steps to ensure the accuracy of the informationstatéments included in the
notification, notice or counter-notice.

(3) A person who suffers loss or damage because ofterialamisrepresentation
made knowingly in a notification, notice or countatice may bring an
action for a civil remedy against the person wheuésl the notification,
notice or counter-notice.
Further, s 137.2 of th€riminal Codel1995 (Cth) makes it an offence to issue a notification

knowing that it is false or misleading in a mateparticular.

The scheme of the Act in respect of other thangoate A circumstances provides
important safeguards in that any copyright ownesgent thereof who makes an allegation of
infringement is liable and accountable for thaggdition should it be found to knowingly be
false, or if reasonable steps are not taken torertbe accuracy of the allegation. It ensures
that CSPs can act upon the assumption that wipaésented to them is true, and that they do

not need to second guess or speculate upon thdityadf the content of the allegation. It
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protects those against whom false allegations aderby allowing them to bring suit for that
false allegation. It provides certainty for copyrigowners by providing a standard which

they must meet in order to make the allegation.

Second, the nature of categories B-D are suchthieadllegedly infringing material is
stored on the CSP’s servers. Therefore, the CSRiszally directly access the material and
make an assessment themselves whether the masemdtinging. Indeed, regs 20N-20R
allow CSPs to take down material they believe toirfenging absent notification by a
copyright owner. Category A activities, by theiry@aature, are transient. Consequently, the
CSP cannot independently verify the correctnesthefclaimed infringement. Of course it
was possible to consult the DVD attached to the BFANotices, but such evidence was
gathered directly by the person making the allegatf infringement and thus would not
independently verify the allegations.

Arising from this statutory scheme, the Court cdass that, at least in relation to
category A activities, a repeat infringer policyostd necessarily require a high standard of
proof before a decision is made by the CSP thatobiiis users is a repeat infringer with the
consequence that their account is terminated. liatioea to categories B-D, the
notification/counter-notification scheme togetherthwthe ability to access the alleged
infringing material itself provides the CSPs witkegree of certainty that prescribed conduct
is occurring or has occurred absent an indeperttigdt party, such as a court, dealing with
the matter. In those circumstances a CSP wouldble ta conclude more readily that a
person is repeatedly infringing in relation to thaactivities and to proceed confidently to

terminate their account without the need for anyaidation of a Court.

However, a CSP, in relation to category A actigtibas a right to be more cautious
before accepting the allegations of the copyrighher or an agent thereof. As Lasnik J in
Corbis found, notices alleging copyright infringement a the Sine qua non of copyright
liability’ and that hotices alone do not make the user’s activity sigtar even conclusively
determine that the user is an infringefhe regulations allow certain assumptions tortzele
about prescribed notices for categories B-D ingkisbut there is no such scheme for the
notices regarding category A activities.
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The AFACT notifications are not statutory declavas, nor do they have any
statutory basis. At no point did Mr Gane swearhe truth of the allegations contained in
such Notices. At no point does he state that heopatly had taken reasonable steps to
ensure that the information and statements in ttea were true and accurate. All these
things are required by the prescribed form of mstion the Regulations in categories B-D.
The AFACT Notice of 23 July 2008 states:

AFACT is associatedwith the Motion Picture Assaociation (MPA), whosembers

include Buena Vista International, Inc, ParamouittuPes Corporation, Sony

Pictures Releasing International Corporation, TvethtCentury Fox International

Corporation, Universal International Films Inc, arWarner Bros. Pictures

International [A Division of Warner Bros. Picturesc] and their affiliates. AFACT

represents Australian producers and/or distributors of cinegseaphic films and

television shows, including affiliates of the membsompanies of the MPA.

AFACT’s members and their affiliatesare either the owners or exclusive licensees

of copyright in Australia in the majority of comnoglly released motion pictures

including movies and television shows. AFACT undkets investigations of

infringements of copyright in these movies anduisien shows. [emphasis added]
As the emphasised sections demonstrate, it is ecdssarily clear whether AFACT or Mr
Gane is acting as an agent on behalf of the coptyogyners or exclusive licensees in making
the allegations of infringement (the evidence of ®ane and the studio withesses was that
AFACT was not an agent of the applicants). On #ue fof the letter it is unclear what precise
legal relationship AFACT actually has with the cagiit owners or exclusive licensees who
would necessarily be the ones bringing suit forycigit infringement. Indeed, Roadshow
Films and Village Roadshow, the first and twelfihplcants to these proceedings, are not
even mentioned in the letter. The letter is conetldith {t]his letter is without prejudice to
the rights and remedies of the AFACT member corepaamd their affiliates, which rights
are expressly reservedfurther casting doubt in the CSP’s mind of thaeat to which
AFACT can speak for the copyright owners and excticensees. The tone of the letter is
not so much that AFACT is an agent of copyright even but rather seeks to imply that

AFACT is some form of quasi-statutory body whosguessts required compliance.

It would be perverse for the requirements and abibgps imposed upon a copyright
owner in making an allegation of copyright infrimgent to be lower in relation to category A
than categories B-D, when, unlike categories B2, allegation cannot be independently
verified by the CSP. It would not seem to accorthvidarliament’s intention that safeguards

exist, as evidenced by the preceding discussiorregards to the Regulations. The
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consequence would be termination of a subscribeowat which is a severe consequence.
Such considerations must be relevant for an assedsmf what are dppropriate
circumstancésto justify the termination of a subscriber accguand what constitutes
implementation of a repeat infringer policy. Consewtly, the Court finds that the
respondent’s repeat infringer policy, at least @lation to category A activities, was
reasonably implemented.

In summary, the Court finds that it would not beppriate to construe the safe
harbour provisions such that there is an expectatiothe CSP to terminate its subscribers at
the request of a person who does not swear takie af his statement, and is an employee
of an organisation whose precise legal status -vis-dhe relevant copyright owners and
exclusive licensees is not at all clear. Allegagicsf copyright infringement are serious
charges which are potentially defamatory. FurtB&tACT enjoys no status as an authority
invested with power to issue legally enforceableeations. Merely because there is no
statutory scheme regarding category A does not leadthe consequence that the
considerations underlying the notification/countetification scheme in categories B-D are
not relevant to the Court’'s determination of whatireasonable implementation of a repeat
infringer policy.

Finally on this issue, the Court rejects the subioiss of the applicants th&llison
357 F3d 1072 andimster252 FSupp2d 634 require the Court to find thatréspondent did
not reasonably implement a repeat infringer poli€iose authorities concerned service
providers takingpositive steps to prevent any repeat infringer policy bemglemented. In
the first case it was a decision to change an eaalltess without suitable notification or a
mechanism to have the emails on-forwarded; in do®rsd it was encryption of the system
such that it was impossible to connect user anmsingssion. In these proceedings, it is not
the respondent’s positive steps that the applicamtsplain of, but a lack of positive steps.

The Court finds that the cases referred to arepiosige.

Other issues

The respondent has submitted that as conditionitewf 1 is phrased as.'accounts
of repeat infringersthe only appropriate circumstance to terminateagaoount would be
where the repeat infringer was the account holdesélf or herself. As has been explained in
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this judgment, this may not be the case. Howeuee, €ourt rejects the respondent’s
submission. The wording in the safe harbour EM&it 5 broader, statingHe accounts of
users who are repeat copyright infringers-urther, there is no suggestion in the US
authorities that the infringer has to be the actdwider themselves. Such a construction
would make it difficult for a CSP to take advantagehe safe harbour, because in order to
terminate only account holders who infringe, foliogvan allegation of infringement the CSP
would have to establish the identity of the actofinger.

Conclusion

For all the reasons outlined above, should the Coearfound to have erred in its
finding regarding authorisation, the Court woulddfithat the respondent has adopted and
reasonably implemented a repeat infringer policgd éhas consequently satisfied the
requirements of the Division 2AA of Part V of thegyright Act. Therefore, the orders the
Court could make would be limited to those foundsifh16AG(3) of the Copyright Act.
However, as the Court has found that the respondesntnot authorised infringement, and

liability does not arise, there is no occasiondosider any appropriate remedies.

PART G: CONCLUSION

The Court makes the following findings:

(1) The Court finds that primary infringement haseb made out. The applicants have
proven that the iiNet users ‘made available onlinefectronically transmitted’ and
made copies of the identified films.

(2) The Court finds that the applicants have nowvpen that the respondent authorised the
infringement of the iiNet users. In making suchdfig the Court finds that Telco Act
defence does not arise, and the Court finds thaPg& is not applicable in the present

circumstances. Consequently, the Amended Applicdtds.

3) The Court finds that the respondent satisfieel tequirements of the safe harbour

provisions, though, because of the finding in 2Jpes not need their protection.
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636 Therefore the Amended Application of the applicdaits. The Court will make an
order that the applicants pay the respondent’sdaghe matter, as well as the costs thrown
away by the respondent due to the applicants almémglof the primary infringement claim
against the respondent. Should any party wish tkenfiarther submissions on the issue of

costs they have leave to notify the Court withindb4s.

| certify that the preceding six
hundred and thirty-six (636)
numbered paragraphs are a true copy
of the Reasons for Judgment herein
of the Honourable Justice Cowdroy.

Associate:

Dated: 4 February 2010



SCHEDULE | — THE APPLICANTS

UNIVERSAL CITY STUDIOS LLLP
Second Applicant

PARAMOUNT PICTURES CORPORATION
Third Applicant

WARNER BROS. ENTERTAINMENT INC.
Fourth Applicant

DISNEY ENTERPRISES, INC.
Fifth Applicant

COLUMBIA PICTURES INDUSTRIES, INC
Sixth Applicant

TWENTIETH CENTURY FOX FILM CORPORATION
Seventh Applicant

PARAMOUNT HOME ENTERTAINMENT (AUSTRALASIA) PTY LTD
Eighth Applicant

BUENA VISTA HOME ENTERTAINMENT, INC.
Ninth Applicant

TWENTIETH CENTURY FOX FILM CORPORATION (AUSTRALIA) PTY
LIMITED
Tenth Applicant

UNIVERSAL PICTURES (AUSTRALIA) PTY LTD
Eleventh Applicant

VILLAGE ROADSHOW FILMS (BVI) LTD
Twelfth Applicant

UNIVERSAL PICTURES INTERNATIONAL B.V
Thirteenth Applicant

UNIVERSAL CITY STUDIOS PRODUCTIONS LLLP
Fourteenth Applicant

RINGERIKE GMBH & CO KG
Fifteenth Applicant

INTERNATIONALE FILMPRODUKTION BLACKBIRD VIERTE GMBH & CO KG
Sixteenth Applicant

MDBF ZWEITE FILMGESELLSCHAFT MBH & CO KG
Seventeenth Applicant

INTERNATIONALE FILMPRODUCKTION RICHTER GMBH & CO KG
Eighteenth Applicant



NBC STUDIOS, INC
Nineteenth Applicant

DREAMWORKS FILMS L.L.C
Twentieth Applicant

WARNER BROS INTERNATIONAL TELEVISION DISTRIBUTION |

Twenty-First Applicant

TWENTIETH CENTURY FOX HOME ENTERTAINMENT INTERNATIO  NAL

CORPORATION
Twenty-Second Applicant

WARNER HOME VIDEO PTY LTD
Twenty-Third Applicant

PATALEX Ill PRODUCTIONS LIMITED
Twenty-Fourth Applicant

LONELY FILM PRODUCTIONS GMBH & CO KG
Twenty-Fifth Applicant

SONY PICTURES ANIMATION INC
Twenty-Sixth Applicant

UNIVERSAL STUDIOS INTERNATIONAL B.V.
Twenty-Seventh Applicant

SONY PICTURES HOME ENTERTAINMENT PTY LTD
Twenty-Eighth Applicant

GH ONE LLC
Twenty-Ninth Applicant

GH THREE LLC
Thirtieth Applicant

BEVERLY BLVD LLC
Thirty-First Applicant

WARNER BROS ENTERTAINMENT AUSTRALIA PTY LTD

Thirty-Second Applicant

TWENTIETH CENTURY FOX HOME ENTERTAINMENT LLC

Thirty-Third Applicant

SEVEN NETWORK (OPERATIONS) LTD
Thirty-Fourth Applicant



SCHEDULE Il — THE IDENTIFIED FILMS

No.

Title

Owner(s)

Exclusive licensee(s)

Roadshow Films

R1 I Am Legend Village Roadshow Films (BVI) | Roadshow Films Pty Ltd
Limited

R2 Speed Racer Village Roadshow Films (BVI) | Roadshow Films Pty Ltd
Limited

R3 Happy Feet Village Roadshow Films (BVI) | Roadshow Films Pty Ltd
Limited

R4 The Invasion Village Roadshow Films (BVI) | Roadshow Films Pty Ltd
Limited

R5 Ocean's 13 Village Roadshow Films (BVI) | Roadshow Films Pty Ltd
Limited

R6 The Reaping Village Roadshow Films (BVI) | Roadshow Films Pty Ltd
Limited

R7 No Reservations Village Roadshow Films (BVI) | Roadshow Films Pty Ltd
Limited

R8 The Brave One

Village Roadshow Films (BVI)
Limited

Roadshow Films Pty Ltd

Universal Films

Ul

Forgetting Sarah Marshall

Universal City Studios
Productions LLLP

Universal Studios International
BV

Universal Pictures (Australasia)
Pty Ltd

u2

American Gangster

Universal City Studios
Productions LLLP

Universal Studios International
BV

Universal Pictures (Australasia)
Pty Ltd

u3

The Mummy: Tomb of the

Dragon Emperor

Universal City Studios
Productions LLLP

Universal Studios International
BV




No. Title Owner(s) Exclusive licensee(s)
Ringerike GmbH & Co KG Universal Pictures (Austsiy
Pty Ltd
u4 Wanted Universal City Studios Universal Studios International
Productions LLLP BV
Internationale Filmproduktion | Universal Pictures (Australasia)
Blackbird Vierte GmbH & Co | Pty Ltd
KG
us Atonement Universal City Studios Universal Studios International
Productions LLLP BV
Universal Pictures (Australasia)
Pty Ltd
ué The Kingdom Universal City Studios Universal Studios International
Productions LLLP BV
MDBF Zweite Filmgesellschaft| Universal Pictures (Australasia)
mbH & Co KG Pty Ltd
u7 Baby Mama Universal City Studios Universal Studios International
Productions LLLP BV
Universal Pictures (Australasia)
Pty Ltd
us Mamma Mia! Universal City Studios Universal Studios International
Productions LLLP BV
Internationale Filmproduktion | Universal Pictures (Australasia)
Richter GmbH & Co KG Pty Ltd
u9 Heroes Season 3, Episode 3, | NBC Studios Inc Universal Studios Internationa
“One of Us, One of Them” BV
Universal Pictures (Australasia)
Pty Ltd
Seven Network (Operations)
Limited
u1o0 NBC Studios Inc Unive8taldios International

Heroes Season 3, Episode 4,




No. Title Owner(s) Exclusive licensee(s)
Am Become Death” BV
Universal Pictures (Australasia)
Pty Ltd
Seven Network (Operations)
Limited
ull Heroes Season 3, Episode 5, | NBC Studios Inc Universal Studios Internationa
“Angels and Monsters” BV
Universal Pictures (Australasia)
Pty Ltd
Seven Network (Operations)
Limited
Uiz > NBC Studios Inc Universal Studios Internationa

Life, Season 2, Episode 3, “The
Business of Miracles”

BV

Universal Pictures (Australasia)
Pty Ltd

Paramount Films

P1 The Spiderwick Chronicles Paramount Pictures Corporatign  Paramount Home taimerent
(Australasia) Pty Ltd
P2 Cloverfield Paramount Pictures Corporatign  Paramount Home taimerent
(Australasia) Pty Ltd
P3 Stop-Loss Paramount Pictures Corporatign  Paramount Home taimerent
(Australasia) Pty Ltd
P4 Shooter Paramount Pictures Corporatign  Paramount Home taimerent
(Australasia) Pty Ltd
P5 Transformers Paramount Pictures CorporatignParamount Home Entertainmer
. (Australasia) Pty Ltd
DreamWorks Films L.L.C.
P6 Hot Rod Paramount Pictures Corporatign  Paramount Home taimerent
(Australasia) Pty Ltd
p7 Stardust Paramount Pictures Corporatign  Paramount Home taimerent

—



No. Title Owner(s) Exclusive licensee(s)
(Australasia) Pty Ltd

P8 The Heartbreak Kid DreamWorks Films L.L.C. Paramount Home Entertainime
(Australasia) Pty Ltd

P9 DreamWorks Films L.L.C. Paramount Home Entertainime

Things We Lost in the Fire

(Australasia) Pty Ltd

Warner Bros Films

WB1 | Batman Begins Warner Bros Entertainment
Australia Pty Ltd
WB2 | Gossip Gir] Season 2, Episode| Warner Bros Home
2, “Never Been Marcused” Entertainment Inc
Warner Bros International
Television Distribution Inc
WB3 | SupernaturalSeason 3, EpisodeWarner Bros Home
15, “Time Is On My Side” Entertainment Inc
Warner Bros Entertainment
Australia Pty Ltd
WB4 | 300 Warner Bros Entertainment
Australia Pty Ltd
Warner Bros International
Television Distribution Inc
WB5 | Blood Diamond Warner Bros Entertainment
Australia Pty Ltd
Warner Bros International
Television Distribution Inc
WB6 | One Tree Hil] Season 6, Warner Bros Home
Episode 2, “One Million Entertainment Inc
Billionth of a Millisecond on a _
) Warner Bros International
Sunday Morning” o o
Television Distribution Inc
WB7 Warner Bros Entertainment

Harry Potter and the Order of

the Phoenix

Australia Pty Ltd

n

n



No. Title Owner(s) Exclusive licensee(s)
Warner Bros International
Television Distribution Inc
WB8 | The CloserSeason 4, Episode | Warner Bros Home
6, “Problem Child” Entertainment Inc
Warner Bros International
Television Distribution Inc
WB9 | Smallville Season 7, Episode | Warner Bros Home
17, “Sleeper” Entertainment Inc
Warner Bros Entertainment
Australia Pty Ltd
WB10 | Two and a Half MenSeason 5,| Warner Bros Home
Episode 19, “Waiting for the Entertainment Inc
Right Snapper” )
Warner Bros Entertainment
Australia Pty Ltd
WB11 | Gossip Gir| Season 2, Episodel Warner Bros Home
1, “Summer, Kind of Entertainment Inc
Wonderful” .
Warner Bros International
Television Distribution Inc
WB12 | SupernaturglSeason 4, EpisodeWarner Bros Home
1, “Lazarus Rising” Entertainment Inc
Warner Bros International
Television Distribution Inc
WB13 | SupernaturalSeason 4, EpisodeWarner Bros Home
2, “Are you There God? It's Entertainment Inc
Me, Dean Winchester” .
Warner Bros International
Television Distribution Inc
WB14 eWarner Bros Home

Supernatural Season 4, Episod

3, “In the Beginning”

Entertainment Inc

Warner Bros International

Television Distribution Inc




No. Title Owner(s) Exclusive licensee(s)
WB15 | One Tree Hil] Season 6, Warner Bros Home
Episode 1, “Touch Me, I'm Entertainment Inc
Going to Scream” _
Warner Bros International
Television Distribution Inc
WB16 | One Tree Hil] Season 6, Warner Bros Home
Episode 3, “Get Cape. Wear | Entertainment Inc
Cape. Fly” .
Warner Bros International
Television Distribution Inc
WB17 | Smallville Season 8, Episode 1, Warner Bros Home
“Odyssey” Entertainment Inc
Warner Bros International
Television Distribution Inc
WB18 | Smallville Season 8, Episode 4, Warner Bros Home
“Plastique” Entertainment Inc
Warner Bros International
Television Distribution Inc
WB19 | Smallville Season 8, Episode 3, Warner Bros Home
“Toxic” Entertainment Inc
Warner Bros International
Television Distribution Inc
WB20 | Smallville Season 8, Episode 4, Warner Bros Home
“Instinct” Entertainment Inc
Warner Bros International
Television Distribution Inc
WB21 | Two and a Half MenSeason 5, | Warner Bros Home
Episode 16, “Look At Me, Entertainment Inc
Mommy, I'm Pretty” )
Warner Bros Entertainment
Australia Pty Ltd
WB22 | Two and a Half MenSeason 5, | Warner Bros Home

Episode 17, “Fish in a Drawer”

Entertainment Inc




No.

Title

Owner(s)

Exclusive licensee(s)

Warner Bros Entertainment
Australia Pty Ltd

WB23 | The Dark Knight Warner Bros Home
Entertainment Inc
Warner Bros International
Television Distribution Inc
Disney Films
D1 Enchanted Disney Enterprises, Inc Buena Vista Home
Entertainment, Inc
D2 Pirates of The Caribbean: At | Disney Enterprises, Inc Buena Vista Home
World’s End Entertainment, Inc
D3 Buena Vista Home

College Road Trip

Disney Enterprises, Inc

Entertainment, Inc

Columbia Films

Cl Hancock Columbia Pictures Industries, | Sony Pictures Home
Inc Entertainment Pty Ltd
GH Three LLC

C2 21 Columbia Pictures Industries, | Sony Pictures Home
Inc Entertainment Pty Ltd
GH Three LLC

c3 Spider-Man 3 Columbia Pictures Industries, | Sony Pictures Home
Inc Entertainment Pty Ltd

c4 Made of Honor(also known as | Columbia Pictures Industries, | Sony Pictures Home

Made of Honour Inc Entertainment Pty Ltd

Beverly Blvd LLC

C5 f Columbia Pictures Industries,

Talladega Nights: The Ballad o
Ricky Bobby

Inc

GH One LLC

Sony Pictures Home

Entertainment Pty Ltd




No. Title Owner(s) Exclusive licensee(s)
Cé Vantage Point Columbia Pictures Industries, | Sony Pictures Home
Inc Entertainment Pty Ltd
GH Three LLC
c7 Surf's Up Sony Animation Inc Sony Pictures Home
Entertainment Pty Ltd
c8 Superbad Columbia Pictures Industries, | Sony Pictures Home
Inc Entertainment Pty Ltd
C9 The Pursuit of Happyness Columbia Pictures Industries, | Sony Pictures Home
Inc Entertainment Pty Ltd
GH One LLC
C10 Pineapple Express Columbia Pictures Industries, | Sony Pictures Home
Inc Entertainment Pty Ltd
Beverly Blvd LLC
Fox Films
F1 Dr Seuss’ Horton Hears A Twentieth Century Fox Home | Twentieth Century Fox Home
Who! Entertainment LLC Entertainment International
Corporation
F2 Night At The Museum Twentieth Century Fox Home | Twentieth Century Fox Home
Entertainment LLC Entertainment International
) ) Corporation
Twentieth Century Fox Film
Corporation (Australia) Pty Ltd
F3 The SimpsonsSeason 19, Twentieth Century Fox Home | Twentieth Century Fox Home
Episode 17, “Apocalypse Cow| Entertainment LLC Entertainment International
) ) Corporation
Twentieth Century Fox Film
Corporation (Australia) Pty Ltd
Fa Twentieth Century Fox Home | Twentieth Century Fox Home

The Simpsonseason 19,
Episode 18, “Any Given
Sundance”

Entertainment LLC

Twentieth Century Fox Film

Corporation (Australia) Pty Ltd

Entertainment International

Corporation




No. Title Owner(s) Exclusive licensee(s)
F5 The SimpsonsSeason 19, Twentieth Century Fox Home | Twentieth Century Fox Home
Episode 19, “Mona Leaves-A” | Entertainment LLC Entertainment International
Twentieth Century Fox Film Corporation
Corporation (Australia) Pty Ltd
F6 The SimpsonsSeason 19, Twentieth Century Fox Home | Twentieth Century Fox Home
Episode 20, “All About Lisa” | Entertainment LLC Entertainment International
Twentieth Century Fox Film Corporation
Corporation (Australia) Pty Ltd
F7 Family Guy Season 7, Episodd Twentieth Century Fox Home | Twentieth Century Fox Home
1, “Love Blactually” Entertainment LLC Entertainment International
Twentieth Century Fox Film Corporation
Corporation (Australia) Pty Ltd| Seven Network (Operations)
Limited
F8 Family Guy Season 7, Episodd Twentieth Century Fox Home | Twentieth Century Fox Home
2. “| Dream of Jesus” Entertainment LLC Entertainment International
Corporation
Twentieth Century Fox Film
Corporation (Australia) Pty Ltd| Seven Network (Operations)
Limited
F9 Family Guy Season 7, Episodd Twentieth Century Fox Home | Twentieth Century Fox Home
3, “Road to Germany” Entertainment LLC Entertainment International
Corporation
Twentieth Century Fox Film
Corporation (Australia) Pty Ltd| Seven Network (Operations)
Limited
F10 Prison Break Season 4, Twentieth Century Fox Home | Twentieth Century Fox Home

Episode 1, “Scylla”

Entertainment LLC

Twentieth Century Fox Film

Corporation (Australia) Pty Ltd

Entertainment International

Corporation

Seven Network (Operations)
Limited




No. Title Owner(s) Exclusive licensee(s)
F11 Prison Break Season 4, Twentieth Century Fox Home | Twentieth Century Fox Home
Episode 3, “Shut Down” Entertainment LLC Entertainment International
) ) Corporation
Twentieth Century Fox Film
Corporation (Australia) Pty Ltd| Seven Network (Operations)
Limited
F12 Prison Break Season 4, Twentieth Century Fox Home | Twentieth Century Fox Home
Episode 4, “Eagles and Angelg’ Entertainment LLC Entertainment International Cor
Twentieth Century Fox Film Seven Network (Operations)
Corporation (Australia) Pty Ltd| Limited
F13 Bones Season 4, Episodes 1-2, Twentieth Century Fox Home | Twentieth Century Fox Home
“vyanks in the UK Part 1” and | Entertainment LLC Entertainment International
w ; " Corporation
Yanks in the UK Part 2 Twentieth Century Fox Film
Corporation (Australia) Pty Ltd| Seven Network (Operations)
Limited
F14 Bones Season 4, Episode 3, | Twentieth Century Fox Home | Twentieth Century Fox Home
“The Man in the Outhouse” Entertainment LLC Entertainment International
) ) Corporation
Twentieth Century Fox Film
Corporation (Australia) Pty Ltd| Seven Network (Operations)
Limited
F15 Bones Season 4, Episode 4, | Twentieth Century Fox Film | Twentieth Century Fox Home
“The Finger in the Nest” Corporation Entertainment International
) Corporation
Twentieth Century Fox Home
Entertainment LLC Seven Network (Operations)
) ) Limited
Twentieth Century Fox Film
Corporation (Australia) Pty Ltd
F16 Twentieth Century Fox Home | Twentieth Century Fox Home

Bones Season 4, Episode 6,
“The Crank in the Shaft”

Entertainment LLC

Twentieth Century Fox Film

Corporation (Australia) Pty Ltd

Entertainment International

Corporation

Seven Network (Operations)
Limited




No. Title Owner(s) Exclusive licensee(s)
F17 Bones Season 4, Episode 7, | Twentieth Century Fox Home | Twentieth Century Fox Home
“The He in the She” Entertainment LLC Entertainment International
) ) Corporation
Twentieth Century Fox Film
Corporation (Australia) Pty Ltd| Seven Network (Operations)
Limited
Fi8 Family Guy Season 6, Episodd Twentieth Century Fox Home | Twentieth Century Fox Home
11, “The Former Life of Brian” | Entertainment LLC Entertainment International
) ) Corporation
Twentieth Century Fox Film
Corporation (Australia) Pty Ltd| Seven Network (Operations)
Limited
F19 How | Met Your MotherSeason| Twentieth Century Fox Home | Twentieth Century Fox Home
4, Episode 3, “I Heart NJ” Entertainment LLC Entertainment International
) ) Corporation
Twentieth Century Fox Film
Corporation (Australia) Pty Ltd| Seven Network (Operations)
Limited
F20 American Dad Season 4, Twentieth Century Fox Home | Twentieth Century Fox Home
Episode 2, “The One That Got| Entertainment LLC Entertainment International
" Corporation
Away Twentieth Century Fox Film
Corporation (Australia) Pty Ltd| Seven Network (Operations)
Limited
F21 American Dad Season 4, Twentieth Century Fox Home | Twentieth Century Fox Home

Episode 3, “One Little Word”

Entertainment LLC

Twentieth Century Fox Film

Corporation (Australia) Pty Ltd

Entertainment International

Corporation

Seven Network (Operations)
Limited




